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About This Document

Purpose

This document describes how to upgrade the component firmware of Huawei
FusionServer Pro high-density servers. The server types supported by each
component and firmware upgrade methods vary depending on the hardware
configuration. For details, see the upgrade procedure of each component.

Intended Audience

This document is intended for:

e Huawei technical support engineers
e Channel partners' technical support engineers
e Enterprise administrators

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description
/\ DANGER Indicates a hazard with a high level of risk which, if not

avoided, will result in death or serious injury.

Indicates a hazard with a medium level of risk which, if not
avoided, could result in death or serious injury.

/A CAUTION Indicates a hazard with a low level of risk which, if not
avoided, could result in minor or moderate injury.

NOTICE Indicates a potentially hazardous situation which, if not
avoided, could result in equipment damage, data loss,
performance deterioration, or unanticipated results.

NOTICE is used to address practices not related to personal
injury.
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Symbol

Description

(L noTe

Supplements the important information in the main text.

NOTE is used to address information not related to personal
injury, equipment damage, and environment deterioration.

Change History

Changes between document issues are cumulative. The latest document issue
contains all the changes made in earlier issues.

Issue

Date Description

19

2024-09-02 This issue is the
nineteenth official
release.

Added the procedure for
upgrading the primary
image of iBMC versions
in x.xx.xx.xx format in
3.1.1.3.1 Performing the
Upgrade.

18

2024-01-10 This issue is the
eighteenth official
release.

Added version
requirements in 3.1.2.2
Performing the
Upgrade.

17

2023-09-20 This issue is the
seventeenth official
release.

e Added 1.5 Upgrading
the Controller Card
Firmware Using
hiraidadm.

e Modified 3.10.1
Upgrading the Drive
Backplane Expander
Firmware Using the
CLI (Linux).

16

2023-08-24 This issue is the sixteenth
official release.

Modified 2 Upgrading
the NIC Firmware.
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15

2023-07-07

This issue is the fifteenth

official release.

e Modified 1
Upgrading the RAID
Controller Card
Firmware.

e Added 4 Upgrading
the Drive Firmware.

e Updated the name
and link of SmartKit.

14

2023-06-07

This issue is the
fourteenth official
release.

Added the description of
upgrading the FBGF-
RAD-R1-S1 RAID
controller card.

13

2023-02-06

This issue is the
thirteenth official
release.

Modified 3.10
Upgrading the Drive
Backplane Expander
Firmware.

12

2022-12-21

This issue is the twelfth
official release.

Added some precautions
in 1 Upgrading the
RAID Controller Card
Firmware, 2 Upgrading
the NIC Firmware, and
3 Upgrading the
Firmware of Chassis
Components.

11

2022-11-10

e Added the
precautions for
upgrading the BIOS in
3.2.1.1.1 Impact of
the Upgrade and
3.2.1.3.1 Upgrade
Procedure.

e Changed the name
and link of
FusionServer Tools 2.0
SmartKit User Guide.
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10

2021-08-24

Added 1.1 Before You
Start for upgrading the
RAID controller card
firmware.

09

2021-07-26

e Added content about
V6 servers.

e Modified the method
of obtaining the
software package.

08

2020-06-19

Modified 3.10.1.3
Performing the
Upgrade.

07

2020-05-22

Modified 3.2.1 Using the
iBMC Web to Upgrade
the BIOS.

06

2020-04-24

e Modified 3.1.1.1.3
Version
Requirements.

e Modified 3.1.1.3.1
Performing the
Upgrade.

05

2020-03-31

e Modified 1.8.2
Performing the
Upgrade.

e Modified 3.1.2.2
Performing the
Upgrade.

04

2020-03-21

e Added the description
of upgrading the
MSCC SmartRAID
3152-8i RAID
controller card.

e Added the description
of upgrading the
MSCC SmartHBA
2100-8i RAID
controller card.

e Added 3.13
Upgrading Smart
Provisioning.

e Modified the upgrade
operations.

03

2019-11-25

This issue is the second
official release.
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02 2019-11-20 Modified 3.2.2
Upgrading the BIOS
Using SmartKit.

01 2019-10-18 This issue is the first
official release.
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Upgrading the RAID Controller Card
Firmware

NOTICE

After the firmware is upgraded, if you need to restart or power cycle the server for
the firmware to take effect, services will be interrupted. Exercise caution when
performing this operation.

1.1 Before You Start

1.2 Upgrading the Controller Card Firmware Using a Script

1.3 Upgrading the Controller Card Firmware Using StorCLI

1.4 Upgrading the Controller Card Firmware Using ARCCONF

1.5 Upgrading the Controller Card Firmware Using hiraidadm

1.6 Upgrading the Controller Card Firmware Using Smart Provisioning
1.7 Upgrading the Controller Card Firmware Using SmartKit

1.8 Upgrading the Controller Card Firmware Using FwUpgrade

1.9 Upgrading the Controller Card Firmware Using Toolkit

1.10 Others

1.1 Before You Start

NOTICE

Before the upgrade, read the Firmware Release Notes of each controller card to
understand the version changes, features, and precautions.

e To check the compatibility between servers and NICs, use the Computing
Product Compatibility Checker.
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e Before using a tool to upgrade the controller card firmware, check the servers
supported by the tool.

- Smart Provisioning: See Product Overview > Software and Hardware
Compatibility in the Smart Provisioning User Guide.

- SmartKit Computing: See Using SmartKit > Firmware Upgrade >
Upgrading Server Firmware > Compatibility List in the SmartKit
Computing User Guide.

- The controller card firmware can be upgraded using FwUpgrade only on
V2 and V3 servers.

- The controller card firmware can be upgraded using Toolkit only on V2
and V3 servers.

e Check the upgrade methods supported by the controller card firmware
package. Before downloading the firmware package, read the software
description of the firmware package, as shown in Figure 1-1.

Figure 1-1 Firmware package software description

O NIC-SP670-1822-FW-15.7.6.1-X86.zip 2.22MB 2023-06-30 1 & Pgp cms
FW file, support for Mount Smart Provisioning 1.2.1 on SmartKit

O NIC-SP680-1822-FW-15.7.6.1-X86.zip 2.22MB 2023-06-30 0 & Pgp cms
FW file, support for Mount Smart Provisioning 1.2.1 on SmartKit

O NIC-SP681-1822-FW-15.7.6.1-X86.zip 2.22MB 2023-06-30 0 & PIP cms
FW file, support for Mount Smart Provisioning 1.2.1 on Smartkit

==

e The upgrade method varies depending on the controller card type. For details,
see Table 1-1.

Table 1-1 Mapping between upgrade methods and controller card models

Upgrade Method Supported Controller Card Model
1.3 Upgrading the e LSI SAS2208
Controller Card Firmware e LS| SAS31082

Using StorCLI _
e Avago SAS3004iMR

e Avago SAS3408iMR

e Avago SAS3416iMR

e Avago SAS3416IT

e Avago SAS3508

e Avago SAS3516

e LSI SAS9305-24i

e Avago MegaRAID SAS 9440-8i
e Avago MegaRAID SAS 9460-8i
e Avago MegaRAID SAS 9460-16i
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Upgrade Method Supported Controller Card Model
1.4 Upgrading the e MSCC SmartRAID 3152-8i
Controller Card Firmware e MSCC SmartHBA 2100-8i
Using ARCCONF
e PMB8060
e PMB068

e FBGF-RAD-R1-51

1.5 Upgrading the e SP686C
Controller Card Firmware
Using hiraidadm

1.6 Upgrading the e LS| SAS3008IR
Controller Card Firmware e LSI SAS3008IT
Using Smart Provisioning

e LS| SAS3108

e Avago SAS3004iMR

e Avago SAS3408iMR

e Avago SAS3416iMR

e Avago SAS3416IT

e Avago SAS3508

e Avago SAS3516

e MSCC SmartRAID 3152-8i

e MSCC SmartHBA 2100-8i

e Avago MegaRAID SAS 9440-8i
e Avago MegaRAID SAS 9460-8i
e Avago MegaRAID SAS 9460-16i
e FBGF-RAD-R1-S1
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Upgrade Method Supported Controller Card Model
1.7 Upgrading the e LS| SAS2208

Controller Card Firmware
Using SmartKit

e LSI SAS2308

e LSI SAS3008IR

e LSI SAS3008IT

e LSI SAS3108

e Avago SAS3004iMR

e Avago SAS3408iMR

e Avago SAS3416iMR

e Avago SAS3416IT

e Avago SAS3508

e Avago SAS3516

e MSCC SmartRAID 3152-8i

e MSCC SmartHBA 2100-8i

e LSI SAS9305-24i

e Avago MegaRAID SAS 9440-8i
e Avago MegaRAID SAS 9460-8i
e Avago MegaRAID SAS 9460-16i
e FBGF-RAD-R1-S1

1.9 Upgrading the e LSI SAS2308
Controller Card Firmware e LSI SAS3008IR
Using Toolkit

1.8 Upgrading the e LSI SAS2208
Controller Card Firmware e LSI SAS2308

Using FwU d
sing FwUpgrade e LSI SAS3008IR

e LSI SAS3008IT
e LSI SAS3108

a: The firmware of the LSI SAS3108 controller card can be upgraded using
the StorCLI command line tool in VMware and Windows. For details about
the upgrade in VMware, see 1.10.1 Upgrading the LSI SAS3108 RAID
Controller Card Using CLI on VMware. For details about the upgrade in
Windows, see 1.10.2 Upgrading the LSI SAS3108 RAID Controller Card
Using CLI on Windows.

1.2 Upgrading the Controller Card Firmware Using a
Script
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1.2.1 Before You Start

Upgrade Scope

For details about the servers supported by the controller card, use the Computing
Product Compatibility Checker to check.

You can use the script to perform the upgrade only on Linux. For details about the
OSs supported by a server, use the Computing Product Compatibility Checker.

Impact of the Upgrade

After the upgrade, power cycle the server for the latest firmware version to take
effect. Power cycling will interrupt services.

Precautions

Observe the precautions listed in Table 1-2 during the upgrade.

Table 1-2 Precautions for the upgrade

No. Description

1 Misoperations during the firmware upgrade may cause upgrade
failure and make the controller card unavailable.

2 Stop running services on the server before the upgrade.

3 Do not perform any power-off operation during the upgrade and

do not change configurations except for those involved in the
upgrade guide.

4 Before the upgrade, read this document carefully to ensure that
you have learned all the content. For any problems or suggestions
pertaining to the document, contact technical support.

1.2.2 Preparing for the Upgrade

1.2.2.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table 1-3.
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Table 1-3 Obtaining the software packages

Type

How to Obtain

Controller card firmware
upgrade package

e Enterprise users:

1. Log in to FusionServer iDriver or
Computing Component iDriver.

2. Click the recommended version.
The software list is displayed.

3. Set Software Type to FW.

4. Download the required firmware
upgrade package to the client (local
PC) and decompress it.

e Carrier users:; Contact technical support of
your local Huawei office.

Driver package

Download the driver package by referring to
the driver version mapping table.

For details about how to obtain and upgrade
the drivers, see "Installing and Upgrading
Drivers and Firmware" in the Huawei Server
OS Installation Guide (x86).

(11 NOTE

e If a controller card firmware package cannot be found in the specified iDriver version,
search for the firmware package by controller card keyword (for example, controller

card model).

e Use the same method to download the firmware upgrade packages of the source and

target versions.

Software package description

Table 1-4 lists the files contained in the controller card firmware upgrade

package.

Table 1-4 Software package description

File

Description

drivers folder

(Optional) Driver file matching the firmware version.

The firmware package may not contain this folder or
does not contain the driver of a specified OS. In this
case, download the driver by referring to "Procedure".

tools folder

Command line management tool of the control card.
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File Description

e *rom Controller card firmware.
e *Dbin

e *img

Script file for automatic firmware upgrade.

install.sh Script file for automatic firmware upgrade.

version.xml Version description file.

1.2.2.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

1.2.3 Performing the Upgrade

Prerequisites

Procedure

Step 1

e The server hosting the controller card is powered on.

e You have logged in to the iBMC WebUI. For details, see 5.4 Logging In Using
the iBMC WebUI.

e  You have downloaded the OS driver package to the client (such as a PC), and
decompressed the package to obtain the driver image.

e You have downloaded the controller card firmware upgrade package to the
client (such as a PC) and decompressed it.

Mount the upgrade file.
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(11 NOTE

The iBMC Remote Virtual Consoles include the Java Remote Virtual Console and HTML5
Integrated Remote Console. The HTML5 Integrated Remote Console does not support local
directories. This section uses the Java Remote Virtual Console as an example. For more
information, see the /BMC User Guide.

1. On the toolbar of the virtual console, click to display the screen shown in
Figure 1-2.

Figure 1-2 Virtual CD/DVD drive

o S = ) — num i caps M scroll @ (7
image Clanty  pin  mid  max

..... Comnect

Select Directory and click Browse.

Select the folder generated after the controller card firmware upgrade
package is decompressed.

(11 NOTE

Select the folder of the target version for an upgrade or the folder of the source
version for a rollback.

4. Click Connect.

If the Eject icon is available, as shown in Figure 1-3, the file is successfully
mounted.

Figure 1-3 Toolbar

CD/DVD E:
Insgs Fils
Directory 0-8376) (1) Browse

Step 2 Copy the upgrade file to the server and grant the read and write permissions to

the file.
1.  On the OS, run the mkdir fw command to create the fw folder in the root
directory.

2.  Run the mount /dev/sr0 /mnt command to mount the local folder to
the /mnt directory.

(1] NOTE

After you enter mount /dev/sr, press Tab to display the value following sr.

3. Run the cp -vr /mnt/* [root/fw/ command to copy the mounted file to the
fw directory.

Run the cd /root/fw/ command to go to the fw directory.
5.  Run the chmod 777 * command to add read and write permissions for the
file.

Step 3 Run the following command to upgrade the controller card firmware using the
one-click upgrade script:
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.Jinstall.sh upgrade or bash install.sh upgrade
(110 NOTE

e If the server has multiple controller cards of the same model, the script automatically
upgrades the firmware of all these controller cards to the target version.

e You can run the cat work.log command to open the work.log file to view the upgrade
log information.

Step 4 Power off and then power on the server for the firmware to take effect. The
procedure is as follows:

1. Click D on the toolbar of the virtual console, and choose Power Off from
the drop-down list.

2. After the server is powered off, click D on the toolbar of the virtual
console, and choose Power On from the drop-down list.

LIJ NOTE
It takes about 5 to 10 minutes to start the server.

Step 5 Check whether the firmware version after the upgrade is the target version. To
check the controller card firmware version, perform the following steps:

e Log in to the iBMC WebUI. For details, see iBMC WebUI > System > Storage
Management in the /BMC User Guide.

(10 NOTE

The controller card must support out-of-band management. You can use the
Computing Product Compatibility Checker to check whether a controller card
supports out-of-band management.

e Log in to the BIOS management page of the controller card, and see the
value of Firmware Version on the Controller Management page. For details,
see Common Tasks > Querying the Firmware Version of a RAID Controller
Card in the RA/D Controller Card User Guide.

- For V2 and V3 servers, see the Huawei V2 and V3 Server RAID
Controller Card User Guide.

- For V5 servers, see the Huawei Server RAID Controller Card User Guide
(x86).

- For V6 servers, see the Huawei V6 Server RAID Controller Card User
Guide.

e Use the CLI tool on the OS. For details, see the CLI tool section for the
corresponding controller card in the RA/D Controller Card User Guide.

- For V2 and V3 servers, see the Huawei V2 and V3 Server RAID
Controller Card User Guide.

- For V5 servers, see the Huawei Server RAID Controller Card User Guide
(x86).

- For V6 servers, see the Huawei V6 Server RAID Controller Card User
Guide.

Step 6 (Optional) Upgrade the controller card driver to a version that matches the
firmware.
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For details about how to obtain and upgrade the driver, see section "Installing and
Upgrading Drivers and Firmware" in the Huawei Server OS Installation Guide
(x86).

--—-End

1.2.4 Rolling Back a Version

1.2.4.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. Determine whether to perform a rollback in any of the
following cases:

1.2.4.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see 1.2.3
Performing the Upgrade.

--—-End

1.3 Upgrading the Controller Card Firmware Using
StorCLI

1.3.1 Before You Start

Upgrade Scope

For details about the servers supported by the controller card, use the Computing
Product Compatibility Checker to check.

This upgrade method applies to the following controller cards:

e LS| SAS2208

e LS| SAS31082

e Avago SAS3004iMR

e Avago SAS3408iMR

e Avago SAS3416iMR

e Avago SAS3416IT

e Avago SAS3508

e Avago SAS3516

e  LSI SAS9305-24i

e Avago MegaRAID SAS 9440-8i
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e Avago MegaRAID SAS 9460-8i
e Avago MegaRAID SAS 9460-16i

Impact of the Upgrade

After the upgrade, power cycle the server for the latest firmware version to take
effect. Power cycling will interrupt services.

Precautions

Observe the precautions listed in Table 1-5 during the upgrade.

Table 1-5 Precautions for the upgrade

No. Description

1 Misoperations during the firmware upgrade may cause upgrade
failure and make the controller card unavailable.

2 Stop running services on the server before the upgrade.

3 Do not perform any power-off operation during the upgrade and
do not change configurations except for those involved in the
upgrade guide.

4 Before the upgrade, read this document carefully to ensure that
you have learned all the content. For any problems or suggestions
pertaining to the document, contact technical support.

1.3.2 Preparing for the Upgrade

1.3.2.1 Determining Source Version and Target Version

Before upgrading the controller card firmware, determine the source firmware
version and the target firmware version. This information is required for a rollback.
For details, see 1.3.5.1 Querying the Firmware Version of a Controller Card.

1.3.2.2 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table 1-6.
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Table 1-6 Obtaining the software packages

Type

How to Obtain

Controller card firmware
upgrade package

e Enterprise users:

1. Log in to FusionServer iDriver or
Computing Component iDriver.

2. Click the recommended version.
The software list is displayed.

3. Set Software Type to FW.

4. Download the required firmware
upgrade package to the client (local
PC) and decompress it.

e Carrier users:; Contact technical support of
your local Huawei office.

Driver package

Download the driver package by referring to
the driver version mapping table.

For details about how to obtain and upgrade
the drivers, see "Installing and Upgrading
Drivers and Firmware" in the Huawei Server
OS Installation Guide (x86).

(11 NOTE

e If a controller card firmware package cannot be found in the specified iDriver version,
search for the firmware package by controller card keyword (for example, controller

card model).

e Use the same method to download the firmware upgrade packages of the source and

target versions.

Software Package Description

Table 1-7 lists the files contained in the controller card firmware upgrade

package.

Table 1-7 Software package description

File

Description

drivers folder

(Optional) Driver file matching the firmware version.

The firmware package may not contain this folder or
does not contain the driver of a specified OS. In this
case, download the driver by referring to "Procedure".

tools folder

Command line management tool of the control card.
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File Description

*rom Controller card firmware.

e When you upgrade the firmware of the Avago
SAS3004iMR, Avago SAS3108, Avago SAS3508, or
Avago SAS3516, the firmware package may contain
the following two ROM files:

- xxFW4.rom: used to upgrade the RAID controller
card online.

- xxFW16.rom: used for burning during production.

e When you upgrade the LSI SAS2208 firmware, the

upgrade package may contain the following two
ROM files:

- 2208FW8.rom: used to upgrade the RAID
controller card that contains RAID configuration
information.

- 2208FW32.rom: used to upgrade the RAID
controller card that does not contain RAID
configuration information or upgrade the RAID
controller card in DOS.

install.sh Script file for automatic firmware upgrade.

version.xml Version description file.

1.3.2.3 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. |f
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.
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1.3.3 Performing the Upgrade

NOTICE

e Stop running services on the server before the upgrade.

e Do not power off the OS during the upgrade and do not change configurations
except for those involved in the upgrade guide.

Scenarios
Upgrade the controller card firmware using the StorCLI on an operating system
(0S).
Prerequisites
e The server hosting the controller card is powered on.
e You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUI.
e You have downloaded the OS driver package to the client (such as a PC), and
decompressed the package to obtain the driver image.
e You have downloaded the controller card firmware upgrade package to the
client (such as a PC) and decompressed it.
Procedure

Step 1 Mount the upgrade file.
(11 NOTE

The iBMC Remote Virtual Consoles include the Java Remote Virtual Console and HTML5
Integrated Remote Console. The HTML5 Integrated Remote Console does not support local
directories. This section uses the Java Remote Virtual Console as an example. For more
information, see the /BMC User Guide.

1. On the toolbar of the virtual console, click to display the screen shown in
Figure 1-4.

Figure 1-4 Virtual CD/DVD drive

&R \“'H’ (SRR —— ———— num® caps M scroll @ ()
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2. Select Directory and click Browse.

Select the folder generated after the controller card firmware upgrade
package is decompressed.

(10 NOTE

Select the folder of the target version for an upgrade or the folder of the source
version for a rollback.
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4. Click Connect.

If the Eject icon is available, as shown in Figure 1-5, the file is successfully
mounted.

Figure 1-5 Toolbar

CD/IVD E: Discommect
Browse Eject

Image File
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Directory I0-8378) (1) Browse

Step 2 Copy the upgrade file to the server and grant the read and write permissions to

the file.
1.  On the OS, run the mkdir fw command to create the fw folder in the root
directory.

2. Run the mount /dev/sr0 /mnt command to mount the local folder to
the /mnt directory.

(10 NOTE

After you enter mount /dev/sr, press Tab to display the value following sr.

3. Run the cp -vr /mnt/* [froot/fw/ command to copy the mounted file to the
fw directory.

Run the cd /root/fw/ command to go to the fw directory.

5. Run the cp -vr ftools/* /root/fw/ command to copy the mounted file to the
fw directory.

6. Run the chmod 777 * command to add read and write permissions for the
file.

Step 3 Run the ./storcli64 show command to view the controller IDs of all controller
cards that support the StorCLI in the system.

# Assume that a server has one Avago SAS3508.
[root@localhost ~]# ./storcli64 show

Status Code = 0

Status = Success

Description = None

Number of Controllers = 1

System Overview :

Ctl Model Ports PDs DGs DNOpt VDs VNOpt BBU sPR DS EHS ASOs Hlth

0SAS3508 8 3 1 0 1 O0OptOn 1&2Y 3 O0pt

Step 4 Run the ./storcli64 /cController /D download file=xxxx.rom [noverchk]
command to upgrade the firmware of a specified controller card.

Issue 19 (2024-09-02) Copyright © Huawei Technologies Co., Ltd. 15



FusionServer Pro High-Density Servers
Upgrade Guide 1 Upgrading the RAID Controller Card Firmware

(11 NOTE

e Controller ID indicates the value of Ctl queried in Step 3.

e [f Status = Success is displayed in the command output, the command is executed
successfully.

e xxxx.rom indicates the firmware package name. The firmware package name varies
depending on the controller card. For details, see the ROM file in the controller card
software package.

e When you upgrade the firmware of the Avago SAS3004iMR, Avago SAS3108, Avago
SAS3508, or Avago SAS3516, the firmware package may contain the following two ROM
files:

- xxFW4.rom: used to upgrade the RAID controller card online.
- xxFW16.rom: used for burning during production.

e When you upgrade the LSI SAS2208 firmware, the upgrade package may contain the
following two ROM files:

- 2208FW8.rom: used to upgrade the RAID controller card that contains RAID
configuration information.

- 2208FW32.rom: used to upgrade the RAID controller card that does not contain
RAID configuration information or upgrade the RAID controller card in DOS.

# Upgrade the firmware of the Avago SAS3508 whose ID is 0.
[root@localhost fw]# ./storcli64 /cO download file =3508FW4.rom noverchk

Download Completed.

Flashing image to adapter...

Controller =0

Status = Success

Description = F/W Flash Completed.Please reboot the system for the changes to take effect.

Step 5 Power off and then power on the server for the firmware to take effect. The
procedure is as follows:

1. Click D on the toolbar of the virtual console, and choose Power Off from
the drop-down list.

2. After the server is powered off, click D on the toolbar of the virtual
console, and choose Power On from the drop-down list.

LIJ NOTE
It takes about 5 to 10 minutes to start the server.

Step 6 Check whether the firmware version after the upgrade is the target version. For
details about how to query the controller card firmware version, see 1.3.5.1
Querying the Firmware Version of a Controller Card.

If no error information is displayed during the upgrade process and the version
queried after the upgrade is the target version, the upgrade is successful.

Step 7 (Optional) Upgrade the controller card driver to a version that matches the
firmware.

For details about how to obtain and upgrade the driver, see section "Installing and
Upgrading Drivers and Firmware" in the Huawei Server OS Installation Guide
(x86).

--—-End
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1.3.4 Rolling Back a Version

1.3.4.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. Determine whether to perform a rollback in any of the
following cases:

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.
e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in business hours caused by the upgrade, a rollback is required.

1.3.4.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see 1.3.3
Performing the Upgrade.

--—-End

1.3.5 Common Operations

1.3.5.1 Querying the Firmware Version of a Controller Card

You can use any of the following methods to query the controller card firmware
version:

e Log in to the iBMC WebUI. For details, see iBMC WebUI > System > Storage
Management in the /BMC User Guide.

(10 NOTE

The controller card must support out-of-band management. You can use the
Computing Product Compatibility Checker to check whether a controller card
supports out-of-band management.

e Log in to the BIOS management page of the controller card, and see the
value of Firmware Version on the Controller Management page. For details,
see Common Tasks > Querying the Firmware Version of a RAID Controller
Card in the RA/D Controller Card User Guide.

- For V2 and V3 servers, see the Huawei V2 and V3 Server RAID
Controller Card User Guide.

- For V5 servers, see the Huawei Server RAID Controller Card User Guide
(x86).

- For V6 servers, see the Huawei V6 Server RAID Controller Card User
Guide.

e Use the StorCLI on the OS.
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# Query the firmware version of the Avago SAS3508. The FW Version field in
the command output indicates the firmware version of the controller card.
[root@localhost fw]# ./storcli64 /cO show

Generating detailed summary of the adapter, it may take a while to complete.

Controller =0
Status = Success
Description = None

Product Name = SAS3508

Serial Number = FW-00000000

SAS Address = 5000000012345678

PCI Address = 00:1b:00:00

System Time = 11/14/2016 00:10:45
Mfg. Date = 00/00/00

Controller Time = 11/13/2016 16:10:45
FW Package Build = 50.1.0-0537

BIOS Version = 07.01.05.1_4.17.08.00_0x07010701
FW Version = 5.010.00-0755

Driver Name = megaraid_sas

Driver Version = 07.701.17.00

1.4 Upgrading the Controller Card Firmware Using
ARCCONF

1.4.1 Before You Start

Upgrade Scope

For details about the servers supported by the controller card, use the Computing
Product Compatibility Checker to check.

This upgrade method applies to the following controller cards:

e MSCC SmartRAID 3152-8i

e MSCC SmartHBA 2100-8i

e PMB8060

e PMB8068

e FBGF-RAD-R1-S1

Impact of the Upgrade

After the upgrade, power cycle the server for the latest firmware version to take
effect. Power cycling will interrupt services.

Precautions

Observe the precautions listed in Table 1-8 during the upgrade.
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Table 1-8 Precautions for the upgrade

No. Description

1 Misoperations during the firmware upgrade may cause upgrade
failure and make the controller card unavailable.

2 Stop running services on the server before the upgrade.

3 Do not perform any power-off operation during the upgrade and

do not change configurations except for those involved in the
upgrade guide.

4 Before the upgrade, read this document carefully to ensure that
you have learned all the content. For any problems or suggestions
pertaining to the document, contact technical support.

1.4.2 Preparing for the Upgrade

1.4.2.1 Determining Source Version and Target Version

Before upgrading the controller card firmware, determine the source firmware
version and the target firmware version. This information is required for a rollback.
For details, see 1.4.5.1 Querying the Firmware Version of a Controller Card.

1.4.2.2 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table 1-9.
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Table 1-9 Obtaining the software packages

Type

How to Obtain

Controller card firmware
upgrade package

e Enterprise users:

1. Log in to FusionServer iDriver or
Computing Component iDriver.

2. Click the recommended version.
The software list is displayed.

3. Set Software Type to FW.

4. Download the required firmware
upgrade package to the client (local
PC) and decompress it.

e Carrier users: Contact technical support of
your local Huawei office.

Driver package

Download the driver package by referring to
the driver version mapping table.

For details about how to obtain and upgrade
the drivers, see "Installing and Upgrading
Drivers and Firmware" in the Huawei Server
OS Installation Guide (x86).

(11 NOTE

e If a controller card firmware package cannot be found in the specified iDriver version,
search for the firmware package by controller card keyword (for example, controller

card model).

e Use the same method to download the firmware upgrade packages of the source and

target versions.

Software Package Description

Table 1-10 lists the files contained in the controller card firmware upgrade

package.

Table 1-10 Software package description

File

Description

drivers folder

(Optional) Driver file matching the firmware version.

The firmware package may not contain this folder or
does not contain the driver of a specified OS. In this
case, download the driver by referring to "Procedure".

n

tools folder

Command line management tool of the control card.

fw.crl

(Optional) Certificate revocation list (CRL).

*bin

Controller card firmware.
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File Description
* bin.cms (Optional) Automatic signature verification.
install.sh Script file for automatic firmware upgrade.
version.xml Version description file.

1.4.2.3 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. |f
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

1.4.3 Performing the Upgrade

NOTICE

e Stop running services on the server before the upgrade.

e Do not power off the OS during the upgrade and do not change configurations
except for those involved in the upgrade guide.

Scenarios

Upgrade the controller card firmware using the ARCCONF on an OS.

Prerequisites
e The server hosting the controller card is powered on.

e You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUI.

e You have downloaded the OS driver package to the client (such as a PC), and
decompressed the package to obtain the driver image.

e You have downloaded the controller card firmware upgrade package to the
client (such as a PC) and decompressed it.
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Procedure

Step 1 Mount the upgrade file.
(11 NOTE

The iBMC Remote Virtual Consoles include the Java Remote Virtual Console and HTML5
Integrated Remote Console. The HTML5 Integrated Remote Console does not support local
directories. This section uses the Java Remote Virtual Console as an example. For more
information, see the /BMC User Guide.

1. On the toolbar of the virtual console, click to display the screen shown in
Figure 1-6.

Figure 1-6 Virtual CD/DVD drive
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Select Directory and click Browse.

3. Select the folder generated after the controller card firmware upgrade
package is decompressed.

(10 NOTE

Select the folder of the target version for an upgrade or the folder of the source
version for a rollback.

4. Click Connect.

If the Eject icon is available, as shown in Figure 1-7, the file is successfully
mounted.

Figure 1-7 Toolbar
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Step 2 Copy the upgrade file to the server and grant the read and write permissions to

the file.
1.  On the OS, run the mkdir fw command to create the fw folder in the root
directory.

2.  Run the mount /dev/sr0 /mnt command to mount the local folder to
the /mnt directory.

(11 NOTE

After you enter mount /dev/sr, press Tab to display the value following sr.

3.  Run the cp -vr /mnt/* [froot/fw/ command to copy the mounted file to the
fw directory.

Run the cd /root/fw/ command to go to the fw directory.

5. Run the cp -vr /tools/* [root/fw/ command to copy the mounted file to the
fw directory.
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Step 3

Step 4

Step 5

6. Run the chmod 777 * command to add read and write permissions for the
file.

Run the ./arcconf list command to view the IDs of all controller cards that
support the ARCCONF on a server.

# Assume that the server has one MSCC SmartRAID 3152-8i.

[root@localhost ~]# ./arcconf list
Controllers found: 1

Controller information

Controller ID : Status, Slot, Mode, Name, SerialNumber, WWN
Controller 1: : Optimal, Slot 1, Mixed, MSCC Adaptec SmartRAID 3152-8i, 7A45F30016A,
50000D1E00189F30

Command completed successfully.

Run the ./arcconf romupdate Controller /D XXX.bin [noprompt] command to
upgrade the controller card firmware.

# Upgrade the firmware of the MSCC SmartRAID 3152-8i controller card whose 1D
is 1.

[root@linux 2.93]# ./arcconf romupdate 1 SmartFWx100.bin
Controllers found: 1

Are you sure you want to continue?
Press y, then ENTER to continue or press ENTER to abort: y

Updating controller 1 firmware...
Succeeded
You must restart the system for firmware updates to take effect.

Command completed successfully.

(1 NOTE

e The value of Controller_IDis the controller ID queried in Step 3.

e The command is executed successfully if Command completed successfully is
displayed.

e The controller card does not support the delivery of multiple firmware upgrade or
downgrade commands at the same time. The commands must be executed one by one.

e If the noprompt parameter is not added to the command, enter y to confirm the
upgrade. If the noprompt parameter is specified, the upgrade is performed without
confirmation.

Power off and then power on the server for the firmware to take effect. The
procedure is as follows:

1. Click D on the toolbar of the virtual console, and choose Power Off from
the drop-down list.

2. After the server is powered off, click D on the toolbar of the virtual
console, and choose Power On from the drop-down list.

(10 NOTE

It takes about 5 to 10 minutes to start the server.
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Step 6 Check whether the firmware version after the upgrade is the target version. For
details about how to query the controller card firmware version, see 1.4.5.1
Querying the Firmware Version of a Controller Card.

If no error information is displayed during the upgrade process and the version
queried after the upgrade is the target version, the upgrade is successful.

Step 7 (Optional) Upgrade the controller card driver to a version that matches the
firmware.

For details about how to obtain and upgrade the driver, see section "Installing and
Upgrading Drivers and Firmware" in the Huawei Server OS Installation Guide
(x86).

--—-End

1.4.4 Rolling Back a Version

1.4.4.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. Determine whether to perform a rollback in any of the
following cases:

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in business hours caused by the upgrade, a rollback is required.

1.4.4.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see 1.4.3
Performing the Upgrade.

--—-End

1.4.5 Common Operations

1.4.5.1 Querying the Firmware Version of a Controller Card
You can use any of the following methods to query the controller card firmware
version:

e Login to the iBMC WebUI. For details, see iBMC WebUI > System > Storage
Management in the /BMC User Guide.
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(11 NOTE

The controller card must support out-of-band management. You can use the
Computing Product Compatibility Checker to check whether a controller card
supports out-of-band management.

e Login to the BIOS management page of the controller card, and see the
value of Firmware Version on the Controller Information page. For details,
see Common Tasks > Querying the Firmware Version of a RAID Controller
Card in the RA/D Controller Card User Guide.

- For V2 and V3 servers, see the Huawei V2 and V3 Server RAID
Controller Card User Guide.

- For V5 servers, see the Huawei Server RAID Controller Card User Guide
(x86).

- For V6 servers, see the Huawei V6 Server RAID Controller Card User
Guide.

e On the OS, use the ARCCONF controller card CLI tool to query the IP address.
arcconf getversion

## Query the MSCC SmartRAID 3152-8i firmware version. The Firmware field
in the command output indicates the firmware version of the controller card.

[root@localhost ~]# arcconf getversion
Controllers found: 1
Controller #1

Firmware : 1.61[0] (0)
Driver : Linux 1.1.4-130 (0)

Command completed successfully.

1.5 Upgrading the Controller Card Firmware Using
hiraidadm

1.5.1 Before You Start

Upgrade Scope

For details about the servers supported by the controller card, use the Computing
Product Compatibility Checker to check.

This upgrade method applies to the following controller cards:
e SP686C

Impact of the Upgrade

After the upgrade, power cycle the server for the latest firmware version to take
effect. Power cycling will interrupt services.

Precautions

Observe the precautions listed in Table 1-11 during the upgrade.

Issue 19 (2024-09-02) Copyright © Huawei Technologies Co., Ltd. 25


https://info.support.huawei.com/computing/ftca/en
https://support.huawei.com/enterprise/en/doc/EDOC1000004186
https://support.huawei.com/enterprise/en/doc/EDOC1000004186
https://support.huawei.com/enterprise/en/doc/EDOC1000163569
https://support.huawei.com/enterprise/en/doc/EDOC1000163569
https://support.huawei.com/enterprise/en/doc/EDOC1100173718
https://support.huawei.com/enterprise/en/doc/EDOC1100173718
https://info.support.huawei.com/computing/ftca/en
https://info.support.huawei.com/computing/ftca/en

FusionServer Pro High-Density Servers
Upgrade Guide 1 Upgrading the RAID Controller Card Firmware

Table 1-11 Precautions for the upgrade

No. Description

1 Misoperations during the firmware upgrade may cause upgrade
failure and make the controller card unavailable.

2 Stop running services on the server before the upgrade.

3 Do not perform any power-off operation during the upgrade and

do not change configurations except for those involved in the
upgrade guide.

4 Before the upgrade, read this document carefully to ensure that
you have learned all the content. For any problems or suggestions
pertaining to the document, contact technical support.

1.5.2 Preparing for the Upgrade

1.5.2.1 Determining Source Version and Target Version

Before upgrading the controller card firmware, determine the source firmware
version and the target firmware version. This information is required for a rollback.
For details, see 1.5.5.1 Querying the Firmware Version of a Controller Card.

1.5.2.2 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table
1-12.
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Table 1-12 Obtaining the software packages

Type

How to Obtain

Controller card firmware
upgrade package

e Enterprise users:

1. Log in to FusionServer iDriver or
Computing Component iDriver.

2. Click the recommended version.
The software list is displayed.

3. Set Software Type to FW.

4. Download the required firmware
upgrade package to the client (local
PC) and decompress it.

e Carrier users: Contact technical support of
your local Huawei office.

Driver package

Download the driver package by referring to
the driver version mapping table.

For details about how to obtain and upgrade
the drivers, see "Installing and Upgrading
Drivers and Firmware" in the Huawei Server
OS Installation Guide (x86).

(11 NOTE

e If a controller card firmware package cannot be found in the specified iDriver version,
search for the firmware package by controller card keyword (for example, controller

card model).

e Use the same method to download the firmware upgrade packages of the source and

target versions.

Software Package Description

Table 1-13 lists the files contained in the controller card firmware upgrade

package.

Table 1-13 Software package description

File

Description

drivers folder

(Optional) Driver file matching the firmware version.

The firmware package may not contain this folder or
does not contain the driver of a specified OS. In this
case, download the driver by referring to "Procedure".

n

tools folder

Command line management tool of the control card.

*img

Controller card firmware.
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File Description

Script file for automatic firmware upgrade.

install.sh Script file for automatic firmware upgrade.

version.xml Version description file.

1.5.2.3 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. |f
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

1.5.3 Performing the Upgrade

NOTICE

e Stop running services on the server before the upgrade.

e Do not power off the OS during the upgrade and do not change configurations
except for those involved in the upgrade guide.

Scenarios

Upgrade the controller card firmware using the hiraidadm on an OS.

Prerequisites
e The server hosting the controller card is powered on.

e You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUI.

e You have downloaded the OS driver package to the client (such as a PC), and
decompressed the package to obtain the driver image.

e You have downloaded the controller card firmware upgrade package to the
client (such as a PC) and decompressed it.
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Procedure

Step 1 Mount the upgrade file.
(11 NOTE

The iBMC Remote Virtual Consoles include the Java Remote Virtual Console and HTML5
Integrated Remote Console. The HTML5 Integrated Remote Console does not support local
directories. This section uses the Java Remote Virtual Console as an example. For more
information, see the /BMC User Guide.

1. On the toolbar of the virtual console, click to display the screen shown in
Figure 1-8.

Figure 1-8 Virtual CD/DVD drive
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Select Directory and click Browse.

3. Select the folder generated after the controller card firmware upgrade
package is decompressed.

(10 NOTE

Select the folder of the target version for an upgrade or the folder of the source
version for a rollback.

4. Click Connect.

If the Eject icon is available, as shown in Figure 1-9, the file is successfully
mounted.

Figure 1-9 Toolbar

CD/DVD RS
Image File Erowse
S I0-8376) (1) | Browse

Step 2 Copy the upgrade file to the server and grant the read and write permissions to

the file.
1.  On the OS, run the mkdir fw command to create the fw folder in the root
directory.

2.  Run the mount /dev/sr0 /mnt command to mount the local folder to
the /mnt directory.

(11 NOTE

After you enter mount /dev/sr, press Tab to display the value following sr.

3.  Run the cp -vr /mnt/* [froot/fw/ command to copy the mounted file to the
fw directory.

Run the cd /root/fw/ command to go to the fw directory.

5. Run the cp -vr /tools/* [root/fw/ command to copy the mounted file to the
fw directory.
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6. Run the chmod 777 * command to add read and write permissions for the
file.

Step 3 Run the ./hiraidadm show allctrl command to view the IDs of all controller cards
that support the hiraidadm.

# Assume that a server has an SP686C.
[root@localhost fw]# ./hiraidadm show allctrl

Hiraidadm Information

Name: hiraidadm
Version :1.2.0.1
Build Time:Jun 14 2022 22:33:41

Status Code = 0
Status = Success
Description = None

Controllers Number = 1

Controller Id |0

Device Name | /dev/bsg/hiraid0
Pcie Bus Domain | 0000

Bus Number | 04

Device Number | 00

Function Number | 00

PCl Address | 0000:04:00.0

Step 4 Run the ./hiraidadm ccontroller_id update fw file=xxx./mg command to perform
the upgrade.

# Upgrade the firmware of the SP686C controller card.

[root@localhost fw]# ./hiraidadm c0 update fw file=packet_raid.img
Hiraidadm Information

Name: hiraidadm
Version :1.2.0.1
Build Time:Jun 14 2022 22:33:41

update controller firmware done,duration: 2min42s

Status Code = 0
Status = Success
Description = None

(11 NOTE

e The value of Controller_ID is the value of Controller Id queried in Step 3.

e xxx.imgis the .img firmware file obtained after decompression.

e [f Status = Success is displayed in the command output, the command is executed
successfully.

Step 5 After the upgrade command is executed, use either of the following methods to
make the firmware take effect:

e Run the ./hiraidadm ccontroller id active fw type=hot command to use the
hot activation mode. The upgrade can be completed without restarting the
server.
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NOTICE

To use the hot activation mode, ensure that the following requirements are
met:

The version number is in the format of x.).n.z Hot activation is supported
only when the values of x, y, and n of the source version and those of the
target version are the same. For example, the upgrade from 1.0.17.1 to
1.0.17.2 supports hot activation, but the upgrade from 1.0.17.1 to 1.0.18.1
does not support hot activation.

SP686C does not have pinned cache in the current system. That is, no dirty
data that cannot be delivered exists in the cache when the logical unit
number is invalid. If pinned cache exists, delete the pinned cache or restore
the faulty RAID.

No task, such as rebuild, pre-copy, copyback, initialization, or capacity
expansion, is running in the system. If such a task is running, wait until the
task is complete or stopped. To view the current background tasks of the
controller card, run the hiraidadm ccontroller_id show bgtask command.

No sanitize or erase task is being executed in the system. If such a task is
running, wait until the task is complete or stopped. To view the erasure
status of a drive, run the hiraidadm ccontroller id:eenclosure_id:sslot id
show sanitize or hiraidadm ccontroller id:eenclosure _id:sslot id show
erase command.

controller id indicates the controller card ID, enclosure_id indicates the ID
of the enclosure where the drive resides, and slot _id indicates the ID of the
slot where the drive resides.

During the SP686C activation, if the cache data and delivered 1/O data
cannot be processed within the specified time, the activation will be
terminated and a failure message will be returned to prevent /O
exceptions. In this case, try again later.

If Status = Success is displayed, the command is successfully executed.
[root@localhost fw]# ./hiraidadm c0 active fw type=hot

Hiraidadm Information

Name: hiraidadm
Version :1.2.0.1
Build Time:Jun 14 2022 22:33:41

Status Code = 0
Status = Success
Description = None

e Restart the server for the firmware to take effect in cold activation mode.

(1 NOTE

- It takes about 5 to 10 minutes to start the server.

- After the upgrade, the cold activation mode is used by default when the server is
restarted without any activation command.
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Step 6 Check whether the firmware version after the upgrade is the target version. For
details about how to query the controller card firmware version, see 1.5.5.1
Querying the Firmware Version of a Controller Card.

If no error information is displayed during the upgrade process and the version
queried after the upgrade is the target version, the upgrade is successful.

Step 7 (Optional) Upgrade the controller card driver to a version that matches the
firmware.

For details about how to obtain and upgrade the driver, see section "Installing and
Upgrading Drivers and Firmware" in the Huawei Server OS Installation Guide
(x86).

--—-End

1.5.4 Rolling Back a Version

1.5.4.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. Determine whether to perform a rollback in any of the
following cases:

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in business hours caused by the upgrade, a rollback is required.

1.5.4.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see 1.5.3
Performing the Upgrade.

--—-End

1.5.5 Common Operations

1.5.5.1 Querying the Firmware Version of a Controller Card
You can use any of the following methods to query the controller card firmware
version:

e Login to the iBMC WebUI. For details, see iBMC WebUI > System > Storage
Management in the /BMC User Guide.
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(11 NOTE

The controller card must support out-of-band management. You can use the
Computing Product Compatibility Checker to check whether a controller card
supports out-of-band management.
Log in to the BIOS management page of the controller card, and see the
value of Firmware Version on the Controller Management page. For details,
see Common Tasks > Querying the Firmware Version of a RAID Controller
Card in the Controller Card User Guide.

- For V5 servers, see the Huawei Server RAID Controller Card User Guide
(x86).

- For V6 servers, see the Huawei V6 Server RAID Controller Card User
Guide.

After the server starts, use the hiraidadm controller card CLI tool on the OS to
query the firmware version.

.Jhiraidadm cController /D show status

In the command output, FW Version0 and FW Version1 indicate the
firmware versions in the active and standby areas, respectively. Current FW
indicates the running partition of the controller card.

# Query the SP686C version.

[root@localhost fw]# ./hiraidadm cO show status

Hiraidadm Information

Name: hiraidadm
Version :1.2.0.1
Build Time:Jun 14 2022 22:33:41

Status Code = 0
Status = Success
Description = None

SAS Address | 50c31dc5b71e8000
FW Version0 11.0.17.1

FW Version1 11.0.17.1

Current FW | 0

Vendor Id | 19e5

Device Id | 3758

SubVendor Id | 19e5

SubDevice Id | 0124

Pcie Bus Domain | 0000

Bus Number | 04

Device Number | 00

Function Number | 00

Board SN | 2102313XXGFSN4000070
PFO | Enable

PF1 | Disable

EP PCle Width | x8
EP PCle Speed | 4G

Chip Name | B80121

Chip Version | V100

Die ID | 599e5b94 0121275e 00000000 00000000 001fc003
Tempature | 66C

PD Number [ 11

VD Number | 1

VD Degrade Number |0
VD Fault Number |0
Raid Number [ 1
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PreFail Number | 0
Fail Number |0
DDR Size | 4096MB

DDR ECC Count |0
DDR ECC Bucket Size | 16
DDR CE Count |0
DDR UCE Count |0
SRAM ECC Count |0
SRAM UCE Count | 0
Cache Pinned |0
Board Error |0
Board Clock Error |0
Board Power Error |0
Board Capacity Error| O
Board Flash Error |0
Board Name | SP686C-M-16i 4G

1.6 Upgrading the Controller Card Firmware Using
Smart Provisioning

The following controller cards can be upgraded using Smart Provisioning only on
V5 and V6 servers:

LSI SAS3008IR

LSI SAS3008IT

LSI SAS3108

Avago SAS3004iMR
Avago SAS3408iMR
Avago SAS3416iMR
Avago SAS3416IT

Avago SAS3508

Avago SAS3516

MSCC SmartRAID 3152-8i
MSCC SmartHBA 2100-8i

Avago MegaRAID SAS 9440-8i
Avago MegaRAID SAS 9460-8i
Avago MegaRAID SAS 9460-16i

FBGF-RAD-R1-51

1.6.1 Preparing for the Upgrade

1.6.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table
1-14.
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Table 1-14 Obtaining the software packages

Type How to Obtain
Controller card firmware e Enterprise users:
upgrade package 1. Log in to FusionServer iDriver or

Computing Component iDriver.

2. Click the recommended version.
The software list is displayed.

3. Set Software Type to FW.

4. Download the required firmware
upgrade package to the client (local
PC) and decompress it.

e Carrier users: Contact technical support of
your local Huawei office.

Smart Provisioning tool package | e Enterprise users:

1. Log in to the Smart Provisioning
download page.

2. You are advised to select the latest
version.

3. Download the Smart Provisioning tool
package and digital signature file from
the software list.

4. Decompress the Smart Provisioning
tool package to obtain the .iso file of
Smart Provisioning.

e Carrier users: Contact technical support of
your local Huawei office.

Driver package Download the driver package by referring to
the driver version mapping table.

For details about how to obtain and upgrade
the drivers, see "Installing and Upgrading
Drivers and Firmware" in the Huawei Server
OS Installation Guide (x86).

(11 NOTE

e The required Smart Provisioning version varies depending on the firmware package
version. For details, see the firmware package description at the download website.

e If a controller card firmware package cannot be found in the specified iDriver version,
search for the firmware package by controller card keyword (for example, controller
card model).

e Use the same method to download the firmware upgrade packages of the source and
target versions.
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1.6.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. |f
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

1.6.2 Performing the Upgrade

For details, see Using Smart Provisioning > GUI Introduction > Performing
Upgrades > Upgrading Firmware in the Smart Provisioning User Guide.

(11 NOTE

The required Smart Provisioning version varies depending on the firmware package version.
For details, see the firmware package description at the download website.

1.6.3 Rolling Back a Version

1.6.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. Determine whether to perform a rollback in any of the
following cases:

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in business hours caused by the upgrade, a rollback is required.

1.6.3.2 Rollback Procedure
Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see the
Smart Provisioning User Guide.

--—-End
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1.7 Upgrading the Controller Card Firmware Using

SmartKit

The following controller cards can be upgraded using SmartKit only on V5 and V6
servers:

1.7.1 Preparing for the Upgrade

1.7.1.1 Obtaining Software Packages

Scenarios

LSI SAS2208

LSI SAS2308

LSI SAS3008IR

LSI SAS3008IT

LSI SAS3108

Avago SAS3004iMR
Avago SAS3408iMR
Avago SAS3416iMR
Avago SAS3416IT
Avago SAS3508
Avago SAS3516

MSCC SmartRAID 3152-8i
MSCC SmartHBA 2100-8i

LSI SAS9305-24i

Avago MegaRAID SAS 9440-8i
Avago MegaRAID SAS 9460-8i
Avago MegaRAID SAS 9460-16i

FBGF-RAD-R1-S1

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table
1-15.
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Table 1-15 Obtaining the software packages

Type

How to Obtain

Controller card firmware
upgrade package

Enterprise users:
1.

Carrier users: Contact technical support of
your local Huawei office.

Log in to FusionServer iDriver or
Computing Component iDriver.

Click the recommended version.
The software list is displayed.

Set Software Type to FW.

Download the required firmware
upgrade package to the client (local
PC) and decompress it.

SmartKit tool package

Enterprise users:
1.

Carrier users: Contact technical support of
your local Huawei office.

Log in to the SmartKit Computing
website.

Select All next to Select Version.

Click the latest SmartKit Computing
version. The software list is displayed.

Select the SmartKit tool package from
the software list.

Download the SmartKit tool package
and digital signature file.

Driver package

Download the driver package by referring to
the driver version mapping table.

For details about how to obtain and upgrade
the drivers, see "Installing and Upgrading
Drivers and Firmware" in the Huawei Server
OS Installation Guide (x86).

(11 NOTE

e If a controller card firmware package cannot be found in the specified iDriver version,
search for the firmware package by controller card keyword (for example, controller

card model).

e Use the same method to download the firmware upgrade packages of the source and

target versions.

1.7.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.
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After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. |f
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

1.7.2 Performing the Upgrade

For details, see the latest SmartKit Computing User Guide. There are two
SmartKit Computing User Guide editions for common users and engineers,
respectively.

e Inthe SmartKit Computing User Guide for common users, see section "Using
SmartKit" > "Firmware Upgrade" > "Upgrading PCle Card and Hard Disk
Firmware".

e In the SmartKit Computing User Guide (for Engineers), there are two upgrade
methods.

- For details, see section "Using SmartKit" > "Firmware Upgrade" >
"Upgrading PCle Card and Hard Disk Firmware".

- For details, see section "Using SmartKit" > "Bundle Upgrade" > "Bundle
Upgrade".

1.7.3 Rolling Back a Version

1.7.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. Determine whether to perform a rollback in any of the
following cases:

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in business hours caused by the upgrade, a rollback is required.

1.7.3.2 Rollback Procedure

Step 1 Determine the target version.

Step 2 Roll back the firmware version.
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The rollback procedure is similar to the upgrade procedure. For details, see the
SmartKit Computing XXX User Guide corresponding to the SmartKit plugin
version.

--—-End

1.8 Upgrading the Controller Card Firmware Using

FwUpgrade

The following controller cards can be upgraded using FwUpgrade only on V2 and
V3 servers:

LSI SAS2208
LSI SAS2308
LSI SAS3008IR
LSI SAS3008IT
LSI SAS3108

1.8.1 Preparing for the Upgrade

1.8.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table
1-16.

Table 1-16 Obtaining the software packages

Type How to Obtain

Controller card firmware e Enterprise users:
upgrade package

1. Log in to FusionServer iDriver or Computing
Component iDriver.

2. Click the recommended version.
The software list is displayed.

3. Set Software Type to FW.

4. Download the required firmware upgrade
package to the client (local PC) and
decompress it.

e Carrier users: Contact technical support of your
local Huawei office.
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Type How to Obtain

FwUpgrade tool package | e Enterprise users:
1. Visit the SmartKit Computing website.
2. You are advised to select the latest version.

3. Download the FwUpgrade tool package and
digital signature file from the tool list.

e Carrier users: Contact technical support of your
local Huawei office.

Driver package Download the driver package by referring to the
driver version mapping table.

For details about how to obtain and upgrade the
drivers, see "Installing and Upgrading Drivers and
Firmware" in the Huawei Server OS Installation
Guide (x86).

(10 NOTE

e The required FwUpgrade version varies depending on the firmware package version. For
details, see the description of the firmware package.

e If a controller card firmware package cannot be found in the specified iDriver version,
search for the firmware package by controller card keyword (for example, controller
card model).

e Use the same method to download the firmware upgrade packages of the source and
target versions.

1.8.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

1.8.2 Performing the Upgrade

For details, see "Using FwUpgrade" in the SmartKit Computing 1.0.0 FwUpgrade
User Guide.
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1.8.3 Rolling Back a Version

1.8.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. Determine whether to perform a rollback in any of the
following cases:

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in business hours caused by the upgrade, a rollback is required.

1.8.3.2 Rollback Procedure
Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see the
SmartKit Computing 1.0.0 FwUpgrade User Guide.

--—-End

1.9 Upgrading the Controller Card Firmware Using
Toolkit

The following controller cards can be upgraded using Toolkit only on V2 and V3
servers:

e LS| SAS2308
e LSI SAS3008IR

1.9.1 Preparing for the Upgrade

1.9.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table
1-17.
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Table 1-17 Obtaining the software packages

Type How to Obtain
Controller card firmware e Enterprise users:
upgrade package 1. Log in to FusionServer iDriver or

Computing Component iDriver.

2. Click the recommended version.
The software list is displayed.

3. Set Software Type to FW.

4. Download the required firmware
upgrade package to the client (local
PC) and decompress it.

e Carrier users: Contact technical support of
your local Huawei office.

Toolkit tool package e Enterprise users:

1. Log in to the SmartKit Computing
website.

2. Select the latest version.

3. Download the required Toolkit
package.

e Carrier users: Contact technical support of
your local Huawei office.

Driver package Download the driver package by referring to
the driver version mapping table.

For details about how to obtain and upgrade
the drivers, see "Installing and Upgrading
Drivers and Firmware" in the Huawei Server
OS Installation Guide (x86).

(11 NOTE

e If a controller card firmware package cannot be found in the specified iDriver version,
search for the firmware package by controller card keyword (for example, controller
card model).

e Use the same method to download the firmware upgrade packages of the source and
target versions.

1.9.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.
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Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

1.9.2 Performing the Upgrade

NOTICE

After the Toolkit is mounted, the server must be rebooted. Services are
interrupted during the reboot process.

Do not power off the OS during the upgrade and do not change configurations
except for those involved in the upgrade guide.

Scenarios

The firmware of the LSI SAS2308 and LSI SAS3008IR controller cards has been
integrated into Toolkit. This section uses LSI SAS2308 as an example to describe
how to use Toolkit to upgrade the controller card firmware.

(11 NOTE

Prerequisites

Procedure

Although the LSI HBA SAS 9217-8i control card is not self-developed by Huawei, it supports
this upgrade method.

The server hosting the controller card is powered on.

You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUL.

You have downloaded and decompressed the
RAID_card(2208&23088&3008&3108)-FW-Vxxx.zip firmware upgrade
package and obtained FusionServer-RAID_card(2208&230883008&3108)-
FW-Vxxx.iso.

Step 1 Check the source firmware version.

Use either of the following methods to obtain the source firmware version:

View the firmware version during the server startup process, as shown in
Figure 1-10.
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Figure 1-10 Firmware version (1)

Avago Technologies MPT SASZ BIOS

MPTZBI0NS-7.39.00.00 (2014.09.18)

Copyright Z000-2014 Avago Technologies. ALl rights reserved

Updating Adapter List!

EHCL LUH UEHDODR PRODUCT PRODUCT SIZE

SLOT SLOT HUM HAME IDENTIFIER REVISIOH HYDATA

18.00.04,00 |11:00:00:01

e Obtain the firmware version on the Config Utility screen of the controller
card, as shown in Figure 1-11.

Figure 1-11 Firmware version (2)

LSI Corp Config Utility v?.35.00.00 (2013.11.15)

Adapter List Global Properties

Adapter PCI PCI PCI PCI FU Rewision Status Boot
Dev Fnc Slot Order
00 00 00 18.00.00.00-IR Enabled

Esc = Exit Henu F1,8hift+1 = Help
Alt+H = Global Properties -,+ = Alter Boot Order Inss/Del = Alter Boot List

Step 2 Set the system boot device to DVD-ROM drive.
1.  On the iBMC WebUI, choose Configure > Boot Option.
The Boot Option page is displayed.
2. Select DVD-ROM, and click Save.
Step 3 Mount the ISO file.
1. Open the Remote Virtual Console.

2. Click on the toolbar.
The screen shown in Figure 1-12 is displayed.

Figure 1-12 Virtual CD/DVD drive

num ¥ caps M scroll W (7

3. Select Image File, and click Browse.
The Open dialog box is displayed.
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4. Select FusionServer-RAID_card(2208&2308&3008&3108)-FW-Vxxx.iso, and
click Connect in the screen shown in Figure 1-12.

Step 4 Start the server.

1. On the toolbar, click % and choose Power Off or Normal Power Off.
A confirmation dialog box is displayed.

(11 NOTE

- Forced Power Off, Reset, Forced System Reset, and Forced Power Cycle may
damage user programs or unsaved data.

- When Power-off Timeout is enabled, the iBMC forcibly powers off the OS if the
OS cannot be powered off within the specified time. For details about how to
configure the Power-off Timeout, see "Power Control" in the /BMC User Guide.

2. Click Yes.
The server is powered off.

3.  On the toolbar, click 4] and choose Power On.
A confirmation dialog box is displayed.

4. Click Yes.

The server is being powered on. The startup screen is displayed, as shown in
Figure 1-13.

Figure 1-13 Toolkit startup screen

FustonServer lools Toolkit=VitdG

At oma e oot T e o

Step 5 Switch to the Toolkit CLI.

1. Select Toolkit, and press Enter.
2. When information shown in Figure 1-14 is displayed, enter C and press Enter.
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Figure 1-14 Toolkit menu

Mazter Resource Control: Running ~setcrinit.drafter. local
Preparing,please wait...
Get cdrom info succeed!!!

Fuzion3erver Tools —- Toolkit VU116
Release Date:Z2016-10-30

. Auto Diagnoze

. Display Hardware Information
. Harduware Inspect

. CPU Test

. Memory Test

. HardDisk Test

. Clear HardDiszk

. LOG Collect

. Make Bootable USB Disk

0. Save Log To USB Disk

. 3ave Log To The Remote Server
. Command line
~ . Reboot
Psp . Power OfF
iThu Hov 17 01:32:58 CST 2016

Pleaze input your choice:

Enter the user name and password as prompted.
The CLI is displayed.

(10 NOTE

The default user is root, and the password is Huawei12#$.

Step 6 Upgrade the firmware.

1.
2.

Run the cd /home/Project/tools/upgrade/raid/tool/ command.

Run ./FwUpgrade.py FwUpgrade.xml to upgrade the controller card
firmware.

After the upgrade is complete, the information shown in Figure 1-15 is
displayed.

(11 NOTE

- The firmware of the LSI SAS2308 controller card can be upgraded but cannot be
downgraded.

- The xxxxupgrade.log file in the /home/Project/FTK/upgrade/raid/tool/ directory
records the upgrade process of the RAID controller card. If the upgrade fails,
provide this file to Huawei technical support engineers for locating faults.

- If a rollback is required, contact Huawei technical support.

Figure 1-15 Upgrade completed

linux: shome-Projectstools upgradesraidstool # . /Fulpgrade. py Fulpgrade. xnl
Input parameter is: Fulpgrade.xml

Fulpgrade OK HA HA

xxxStart LSIZ208 upgradexxx

Fulpgrade OK HA Upgrade devicelLSIZZ08] is not exist
xxxL SI2208 upgrade endxxx

xxxStart LSIZ308 upgradexxx

LSIZ308 upgrade succeed!

%%l SIZ2308 upgrade endxxx

xxxStart LSIZ008 upgradexxx

FulUpgrade OK HA Upgrade devicelLSI3008]1 is not exist
xxxL SI3008 upgrade endxxx

xxxZtart LSII108 upgradexxx

FulUpgrade OK HA Upgrade devicelL3I3108]1 iz not exist
xxxL EI3108 upgrade endxxx

linux: home/Project- tools- upgradersraid-stool #
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Step 7 Power off and then power on the server for the firmware to take effect. The
procedure is as follows:

1.

Click D on the toolbar of the virtual console, and choose Power Off from

the drop-down list.

After the server is powered off, click D on the toolbar of the virtual
console, and choose Power On from the drop-down list.

During the restart, the firmware information of the controller card is
displayed, as shown in Figure 1-16.

(10 NOTE

It takes about 5 to 10 minutes to start the server. The time varies according to the
actual configuration.

Step 8 Check whether the firmware version is the target version.

If no error information is displayed during the upgrade process and the version
queried after the upgrade is the target version, the upgrade is successful.

Use either of the following methods to obtain the target firmware version:

View the firmware version during the server startup process, as shown in
Figure 1-17.

Figure 1-16 Firmware version (1)

Avago Technologies HPT SASZ BIOS
MPTZBI0NS-7.39.00.00 (2014.09.18)
Copyright Z000-2014 Avago Technologies. All rights reserved

Updating Adapter List!

PCI EHCL LUH VEHDOR PRODUCT PRODUCT SIZE
SLOT SLOT HUM HAME IDENTIFIER REVISIOH HUDATA

18.00.04.00 |11:00:00:01

Obtain the firmware version on the Config Utility screen of the controller
card, as shown in Figure 1-16.
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Figure 1-17 Firmware version (2)

LSI Corp Config Utility v7.35.00.00 (2013.11.15)

Adapter List Global Properties

Adapter PCI PCI PCI PCI FH Rewvision Status Boot
Dev Fnc Slot Order

00 00 00 18.00.00.00-IR Enabled

Esc = Exit Menu F1/8hift+1 = Help
Alt+H = Global Properties -,+ = Alter Boot Order Ins,/Del = Alter Boot List

--—-End

Additional Information
Related Tasks

After upgrading the LSI SAS2308 RAID controller card firmware, activate the RAID
array and configure the boot option as follows:

1.  When the message "Press Ctrl-C to Start LSI Corp Configuration Utility..." is
displayed during server startup, press Ctrl+C.

2. On the Config Utility screen, select the LSI SAS2308 RAID controller card, and
press Enter.

3. On the Adapter Properties screen, choose RAID Properties > View Existing
Volume.

The RAID array status is Inactive, as shown in Figure 1-18.

Figure 1-18 View Volume
ufi” Utility u?.39.00.00 C2014.09.18)

1 of 1
Identifier
Type RAID 1
Size 371.5 GiB
Status Inactive
Task Hone

Slot Device Identifier RAID Drive Disk

Hum Dizk Status Size
1 HGST HUSHHEOBOASEZ04 C2Z210 Yes Inactive 371.5 GiB
4 HGST HUSHH1640ASS204 C2DO0 Yes Inactive 371.5 GiB

Esc = Exit Henu F1,8hift+1 = Help
Enter=3elect Item Alt+H=Hext Volune
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4. Select Manage Volume, and press Enter.
The Manage Volume screen is displayed, as shown in Figure 1-19.

Figure 1-19 Manage Volume
; Utility u7.395.00.00 (2014.09.18)

A o 19§ nf

Identifier

Type RAID 1
Size 371.5 GiB
Status Inactive
Task Hone

Manage Hot Spares

Conszistency Check

Delete Volune

Online Capacity Expansion

Ezc = Exit HMenu F1/5hift+1 = Help
Enter = Select Itenm

5. Select Activate Volume, and press Enter.

A confirmation dialog box is displayed.

Press Y to activate the RAID array and return to the Manage Volume screen.
Press Esc to return to the Adapter Properties screen.

Select SAS Topology, and press Enter.

© o N o

Select the RAID array or drive on which the OS is installed, and press Alt+B to
set it as the boot device.

Boot is displayed in the Device Info column of the boot device, as shown in
Figure 1-20.

Figure 1-20 Setting the boot drive

LSI Corp Config Utility v7.35.00.00 C(2013.11.15)
SAS Topology -- SASZ308-2
Device Identifier Device
LSISASZ308C03:00) Info
L Controller Direct Attach Devices Controller
Slot © RAID Physical Disk SAS
Slot RAID Physical Disk SAS
Slot SAS,;Boot
Slot
Slot

TOSHIBA MBFZ300RC
TOSHIBA MBFZ300RC

Slot
Slot

L RAID1 VO
t Slot
Slot

TOSHIBA MBFZ300RC
TOSHIBA MBFZ300RC
LSI Logical Volume
TOSHIBA MBFZ300RC
TOSHIBA MBFZ300RC

1
2
3
4
Slot 5 TOSHIBA MBFZ300RC
6
?
L
0
1

Esc = Exit Henu F1/8hift+1 = Help
Enter = Select Iten

10. Press Esc repeatedly to save the settings and exit the CU, and restart the
server.
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1.9.3 Rolling Back the Firmware Version

1.9.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. Determine whether to perform a rollback in any of the
following cases:

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in business hours caused by the upgrade, a rollback is required.

1.9.3.2 Rollback Procedure

To roll back the firmware version of a controller card, contact Huawei technical
support.

1.10 Others

1.10.1 Upgrading the LSI SAS3108 RAID Controller Card Using
CLI on VMware

1.10.1.1 Preparing for the Upgrade
1.10.1.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table
1-18.
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Table 1-18 Obtaining the software packages

Type How to Obtain

Firmware upgrade package of a | e Enterprise users:

RAID controller card 1. Visit the FusionServer iDriver web

page.

2. Click the recommended version.
The software list is displayed.

3. Set Software Type to FW.

4. Download the required firmware
upgrade package to the client (local
PC) and decompress it.

e Carrier users:; Contact technical support of
your local Huawei office.

Management tool of the RAID 1. Log in to the page of the RAID card on
controller card the BROADCOM website.

2. On the DOWNLOADS tab page, click
Management Software and Tools.
The list of management software and
tools is displayed.

3. Download the StorCLI tool of the latest
version.

4. After the decompression, the tool
packages that are applicable to different
operating systems will be obtained.

1.10.1.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.
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1.10.1.2 Upgrade Procedure

Scenarios

Prerequisites

Procedure

Step 1

Upgrade the LSI SAS3108 RAID controller card firmware using CLI on VMware.

NOTICE

e Stop running services on the server before the upgrade.

e Do not power off the OS during the upgrade and do not change configurations
except for those involved in the upgrade guide.

Conditions

e The server hosting the LSI SAS3108 RAID controller card is powered on.

e You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUI.

Data

None

Software

You have downloaded and decompressed the firmware upgrade package (for
example, RAID card(BC6ESML01)-SR430C(3108)-FW-V110(FW
4.660.00-8270).zip) and StorCLI tool package to the client (a PC). For details, see
1.10.1.1.1 Obtaining Software Packages.

Check the current firmware version.
You can obtain the firmware version using either of the following methods:

e View the firmware version during the server startup process, as shown in
Figure 1-21.

Figure 1-21 RAID controller card firmware version

Battery Status: Hot present
PCI Slot Humber: ©

VEHDOR PRODUCT REVISIOH CAPACITY

SAS3108 4.66
0 Virtual DriveCs) found on the host adapter.

0 Virtual Drive(Cs) handled by BIOS
Press <Ctrl><R> to Run MeqaRAID Configuration Utility

e After the server is started, use the RAID controller card CLI tool Storcli to
query the firmware version. For details, see Figure 1-22.
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o complete.

Step 2 Install a VMware tool.

1. Use a file transfer tool (such as WinSCP) to upload the package applicable to
VMware to a directory (such as the /tmp directory) on the server OS.

2. On the VMware CLI, run the esxcli software vib install -v=/tmp/vmware-
xxx-storcli.vib --no-sig-check command to install the StorCLI tool. /tmp/
vmware-xxx-storcli.vib is the complete path of the StorCLI tool file.
esxcli software vib install -v=/tmp/vmware-xxx-storcli.vib --no-sig-check

L1 NOTE
The StorCLI installation directory is fopt/lsi/storcli/. You need to access the directory
and run RAID card commands.

3. After the installation is complete, run the ./storcli /cO show command to
query the RAID controller card firmware information in the /opt/lsi/storcli

directory, as shown in Figure 1-23.
./storcli /cO show

Figure 1-23 Querying the firmware information of the RAID controller card

ay take a while to cc

Step 3 Upgrade the firmware of the RAID controller card.

1. Copy the firmware upgrade package RAID card(BC6ESMLO01)-SR430C(3108)-
FW-V110(FW 4.660.00-8270).zip to a directory in the VMware OS by using
WinSCP.

2. Run the Unzip directon)\xxx.zip to decompress the package, as shown in
Figure 1-24.

xxx indicates the firmware upgrade package name of the RAID controller
card.
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Figure 1-24 Decompressing the firmware upgrade package

[root@local r] unzip RAID\ car 6 SR43 10\ (FW\ 4.660.00-
Ar RAID C6ESML01) -SR430C(3 FW O(FW 4.660.0

inflating:
inflati

infla
inflating:

After decompression, run fopt/lsi/storcli/storcli /cController /Ddownload
file=3108FW4.rom noverchk to upgrade the firmware. If Status = Success is
displayed, the upgrade is successful. See Figure 1-25.

In the command, Controller /D indicates the ID of the RAID controller card.
You need to specify this parameter for each RAID controller card when
configuring multiple RAID controller cards.

/opt/lsi/storcli/storcli /cO download file=3108FW4.rom noverchk

Figure 1-25 Upgrading the firmware

[r all var] /opt/1l yrcli/storcli /cO download file=3108FW4.rom noverchk

o adapter...

F/W Flash Completed. reboot the system for the changes

Power off and then power on the server for the firmware to take effect. The
procedure is as follows:

a. Run the poweroff command to power off the server.
poweroff

b. After the server is powered off, click D on the toolbar of the virtual
console, and choose Power On from the drop-down list.

During the restart, the RAID controller card firmware information is displayed,
as shown in Figure 1-26.

Figure 1-26 RAID controller card firmware version

Battery Status: Hot present
PCI =lot Humber: ©

VEHDOR PRODUCT REVISIOH CAPACITY

SAS3108 4 0 1024nMB
0 Virtual Drive(s) found on the host adapter.

0 Virtual Drive(Cs) handled by BIOS
Preszs <Ctrl><R> to Run MegaRAID Configuration Utility

Step 4 Check whether the firmware version is the target version.

(11 NOTE

If no error information is displayed during the upgrade process and the version queried
after the upgrade is the target version, the upgrade is successful.

You can check the firmware version using one of the following methods:
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e View the firmware version during the server startup process, as shown in
Figure 1-26.

e After the server reboots, use the RAID card CLI tool storcli to query the
firmware version of the RAID controller card, as shown in Figure 1-27.

Figure 1-27 Querying the firmware information of the RAID controller card

[ /lsi/s cli] . 1i /cO ow
G - o take a while to complete.

1.10.1.3 Rolling Back the Firmware Version

1.10.1.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

1.10.1.3.2 Rollback Procedure
Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see
1.10.1.2 Upgrade Procedure.

--—-End

1.10.2 Upgrading the LSI SAS3108 RAID Controller Card Using
CLI on Windows

1.10.2.1 Preparing for the Upgrade
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1.10.2.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table

1-19.

Table 1-19 Obtaining the software packages

Type

How to Obtain

Firmware upgrade package of a | e Enterprise users:

RAID controller card

1. Visit the FusionServer iDriver web
page.

2. Click the recommended version.
The software list is displayed.

3. Set Software Type to FW.

4. Download the required firmware

upgrade package to the client (local
PC) and decompress it.

Carrier users: Contact technical support of
your local Huawei office.

Management tool of the RAID
controller card

. Log in to the page of the RAID card on

. On the DOWNLOADS tab page, click

. Download the StorCLI tool of the latest

. After the decompression, the tool

the BROADCOM website.

Management Software and Tools.
The list of management software and
tools is displayed.

version.

packages that are applicable to different
operating systems will be obtained.

1.10.2.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. |f
the verification fails, do not use the software package but contact Huawei

technical support.

Issue 19 (2024-09-02) Copyright © Huawei Technologies Co., Ltd. 57


https://support.huawei.com/enterprise/en/servers/fusionserver-idriver-pid-21588909/software
https://support.huawei.com/enterprise/en/servers/fusionserver-idriver-pid-21588909/software
https://www.broadcom.com/products/storage/raid-controllers/megaraid-9440-8i#downloads
https://www.broadcom.com/products/storage/raid-controllers/megaraid-9440-8i#downloads

FusionServer Pro High-Density Servers
Upgrade Guide 1 Upgrading the RAID Controller Card Firmware

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.
For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

1.10.2.2 Performing the Upgrade

Scenarios

Upgrade the LSI SAS3108 RAID controller card firmware using the CLI on an OS,
such as Windows Server 2012 R2.

NOTICE

e Stop running services on the server before the upgrade.

e Do not power off the OS during the upgrade and do not change configurations
except for those involved in the upgrade guide.

Prerequisites
Conditions

e The server hosting the LSI SAS3108 RAID controller card is powered on.

e You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUI.

Data

None

Software

e You have downloaded the OS driver package to the client (such as a PC), and

decompressed the package to obtain the driver image.

e You have downloaded the RAID controller card firmware upgrade package to
the client (such as a PC) and decompressed the package.

Procedure

Step 1 On the OS CLI, run the storcli64 show command to query the controller ID of the
RAID controller card.
storcli64 show

(11 NOTE

e If the server is configured with multiple RAID controller cards, perform this step to query
the ID of each RAID controller card.

e Ctl indicates the ID of each RAID controller card.
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Step 2 (Optional) Upgrade the RAID controller card driver.

1.

2.

Visit Computing Component iDriver and download the driver mapping table
and driver package.

Upgrade the driver by referring to the Readme file in the driver package.

Step 3 Perform a pre-upgrade check.

1.
2.

Open the PowerShell window.

Run the cd .\Desktop command to go to the directory where the tool is
stored.

cd .\Desktop

Run the .\storcli64.exe /c0/v1 show all command to view the RAID array
information. TYPE indicates the RAID array level, State indicates the RAID
array status, Cache indicates the read/write policy of the RAID array, and PDs
for VD 1 indicates the physical drives that form the RAID array, Strip

Properties indicates the strip size of the RAID array.
\storcli64.exe /c0/v1 show all

Figure 1-28 Querying RAID array information

Astorclied.exe Sc0/vl show all

ac=CacheCade|Rec=Recove Uan=uTTL1ne|Pdnd Partially g Jegr
ﬁpt!dﬁpt1w31lﬂo Read Only tead | 1te|HD=H1dden|TRHN o ; i=Blocked |
; | NR=No Read Ahead|
WriteThrough |C=Cached I0|D=Direct I0|sC

PDs for VD 1 :

Intf Med 5

riveGroup
'#d GnudIGHJ GTnhi1 Hotspare
Offline|IntF-Interface
|PI- Prutectwun Info

a

o 1167966208
WD has Emulated PD = No
Span Depth =

WriteBack
s Default

Data Protection sabled
Active Operations None

Run the .\storcli64.exe /c0 show bootdrive command to check whether the
RAID array has been set as the boot drive. The command output shown in

Figure 1-29 indicates that the boot drive is VD:1.
\storcli64.exe /cO show bootdrive
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Figure 1-29 Querying the boot drive

Sstorcligd. exe S0 show bootdrive

5. Run the .\storcli64.exe /c0 show command to query RAID array information.
In the command output, FW version indicates the firmware version of the

RAID controller card.
\storcli64.exe /cO0 show

Figure 1-30 Querying RAID controller card version information

PS C:\Users\Administr arcligd, exe /cO show
Generating detailed s of the adapter, it may take a while to complete.

ription

uct Name = SA53108
Number =
5101b5442bcc7000
0

8. 00_0x06150500

=t Interface

vice Interface
Bus Mumber = 28
Device Number =
Function Number = O
Drive Groups = 1

RAIDO ODptl N FI1t N none
RAIDO Optl ] i none N
DRIVE Onln i F {

DRIVE Onln

6. Run the .\storcli64.exe /cO/eall/sall show command to query hard drive

information.
\storcli64.exe /c0/eall/sall show
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5 Ci\Usersh\Administrator> .%\storcli64.exe /c0/eall/sall show

5 = Success
Description = Show Drive Information Succeeded.

Drive Information :

58 UGood
59 UGood
UGood
UGood
onln
Onin

wn

ST300MMO008
STO00MMO168

R L |

Step 4 Upgrade the firmware of the RAID controller card.
(1] NOTE

If the upgrade fails or a rollback is required, contact technical support.

Run the .\storcli64.exe /CController /D download file=3108FW4.rom noverchk
command to upgrade the firmware.

In the command, Controller ID indicates the ID of the RAID controller card. You
need to specify this parameter for each RAID controller card when configuring
multiple RAID controller cards.

\storcli64.exe /CO download file=3108FW4.rom noverchk
L] NOTE
e The firmware upgrade package contains two ROM files, 3108FW4.rom and

3108FW16.rom.

e 3108FW4.rom is used to upgrade a RAID controller card that contains RAID
information.

e 3108FW16.rom is used to:
- Upgrade a RAID controller card that does not contain RAID information.

- Upgrade a RAID controller card in the DOS system.

dministrator\Desktop> .%storcli64.exe /c0 download f11e=3108FwW4.rom noverchk

/W Flash Completed. Please reboot the system for the changes to take effect

Step 5 Power off and then power on the server for the firmware to take effect. The
procedure is as follows:

1. Run the poweroff command to power off the server.
poweroff

2. After the server is powered off, click D on the toolbar of the virtual
console, and choose Power On from the drop-down list.

Step 6 Verify the upgrade.

Repeat Step 3 to query the firmware version, RAID array, and hard drive
information.
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The upgrade is successful if the firmware version of the RAID controller card is the
target version and the RAID array and hard drive information is the same as that
before the upgrade.

---—-End
1.10.2.3 Rolling Back the Firmware Version

1.10.2.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

1.10.2.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see
1.10.2.2 Performing the Upgrade.

----End
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Upgrading the NIC Firmware

NOTICE

Before upgrading the NIC firmware, query the value of Secure Boot Status.
e If the value is Disabled, perform the upgrade directly.

e If the value is Enabled, set Secure Boot Status to Disabled before upgrading
the NIC. After the NIC is upgraded, set Secure Boot Status to Enabled.

For details about how to query and set Secure Boot Status, see "Front Page" >
"Administer Secure Boot" in the Huawei Server Purley Platform BIOS Parameter
Reference.

After the firmware is upgraded, if you need to restart or power cycle the server for
the firmware to take effect, services will be interrupted. Exercise caution when
performing this operation.

2.1 Before You Start

2.2 Upgrading the NIC Firmware Using a Script

2.3 Upgrading the NIC Firmware Using Smart Provisioning
2.4 Upgrading the NIC Firmware Using SmartKit

2.5 Upgrading the NIC Firmware Using FwUpgrade

2.1 Before You Start

e Use the Computing Product Compatibility Checker to check the
compatibility between servers and NICs.

e To check the servers supported by the tools, perform the following steps:

- Smart Provisioning: See Product Overview > Software and Hardware
Compatibility in the Smart Provisioning User Guide.

- SmartKit Computing: See Using SmartKit > Firmware Upgrade >
Upgrading Server Firmware > Compatibility List in the SmartKit
Computing User Guide.

- The NIC firmware can be upgraded using FwUpgrade on only V2 and V3
servers.
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e Check the upgrade methods supported by the NIC firmware package. Before
downloading the firmware package, read the software description of the
firmware package, as shown in Figure 2-1.

Figure 2-1 Firmware package software description

O Software Name Size Publication Downloads Download Manual Automatic
Date software Verification Verification
Signature File Signature File

O NIC-SP670-1822-FW-15.7.6.1-X86.zip 2.22MB 2023-06-30 1 & pgp cms

|F:. file, support for Mount Smart Provisioning 1.2.1 on Smartkit

O NIC-SP680-1822-FW-15.7.6.1-X86.zip 2.22MB 2023-06-30 o] & pgp cms
FW file, support fo art Provisioning 1 2 1 on SmartKit

2.22MB 2023-06-30 0 & pgp cms

2.2 Upgrading the NIC Firmware Using a Script

2.2.1 Preparing for the Upgrade

2.2.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table 2-1.

Table 2-1 Obtaining the software packages

Type How to Obtain
Firmware upgrade 1. Log in to FusionServer iDriver or Computing
package of a NIC Component iDriver.

2. Click the recommended version.
The software list is displayed.

3. Set Software Type to FW.

4. Download the required firmware upgrade package to
the client (local PC) and decompress it.

NOTE
Download the driver package based on the driver version
mapping table. For details about how to install the drivers, see
"Installing and Upgrading the Drivers" in the corresponding OS
installation guide.

Driver package Download the driver package by referring to the driver
version mapping table.

For details about how to obtain and upgrade the drivers,
see "Installing and Upgrading Drivers and Firmware" in
the Huawei Server OS Installation Guide (x86).
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Software Package Description

Table 1-4 lists the files contained in the NIC firmware upgrade package.

Table 2-2 Software package description

File Description

drivers folder (Optional) Driver file matching the firmware version.

The firmware package may not contain this folder or
does not contain the driver of a specified OS. In this
case, download the driver by referring to "Procedure".

tools folder NIC command line management tool.
e *rom NIC firmware.

e *bin

e *img

Script file for automatic firmware upgrade.

install.sh Script file for automatic firmware upgrade.

version.xml Version description file.

2.2.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After the software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. |f
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

2.2.2 Performing the Upgrade

Conditions
e The NIC driver has been installed.
e You have downloaded the NIC firmware upgrade package.
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For details about the upgrade package name and how to obtain the upgrade
package, see 1.2.2.1 Obtaining Software Packages.

Impact

Do not perform any power-off operation during the upgrade and do not change
configurations except for those involved in the upgrade guide.

Procedure

Step 1 Mount the upgrade file.
(110 NOTE

The iBMC Remote Virtual Consoles include the Java Remote Virtual Console and HTML5
Integrated Remote Console. The HTML5 Integrated Remote Console does not support local
directories. This section uses the Java Remote Virtual Console as an example. For more
information, see the /BMC User Guide.

1. On the toolbar of the virtual console, click to display the screen shown in
Figure 2-2.

Figure 2-2 Virtual CD/DVD drive

ey ) aiw = num i caps M scroll B (7
& i e CimatE O —

Comnect

2. Select Directory and click Browse.

Select the folder generated after the controller card firmware upgrade
package is decompressed.

(10 NOTE

Select the folder of the target version for an upgrade or the folder of the source
version for a rollback.

4. Click Connect.

If the Eject icon is available, as shown in Figure 2-3, the file is successfully
mounted.

Figure 2-3 Toolbar

o/ o7 E
Image File Browse
S 10-8376) (1) | Browse

Step 2 Copy the upgrade file to the server and grant the read and write permissions to
the file.

1. On the OS, run the mkdir fw command to create the fw folder in the root
directory.

2.  Run the mount /dev/sr0 /mnt command to mount the local folder to
the /mnt directory.
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(11 NOTE

After you enter mount /dev/sr, press Tab to display the value following sr.

3.  Run the cp -vr /mnt/* [root/fw/ command to copy the mounted file to the
fw directory.

Run the cd /root/fw/ command to go to the fw directory.

5.  Run the chmod 777 * command to add read and write permissions for the
file.

Step 3 Run the following command to upgrade the NIC firmware using the one-click
upgrade script:

.[install.sh upgrade or bash install.sh upgrade
(10 NOTE

e If the server has multiple NICs of the same model, the script automatically upgrades the
NICs of all these controller cards to the target version.

e You can run the cat work.log command to open the work.log file to view the upgrade
log information.

Step 4 Run the following command to restart the server for the firmware to take effect:

reboot

(11 NOTE

e |t takes 5 to 10 minutes for the server to restart.

e After upgrading the firmware, upgrade the controller card driver to a version that
matches the firmware. For details about how to obtain and upgrade the driver, see
"Installing and Upgrading Drivers and Firmware" in Huawei Server OS Installation
Guide (Arm).
Step 5 (Optional) Upgrade the NIC driver to a version that matches the firmware.

For details about how to obtain and upgrade the driver, see section "Installing and
Upgrading Drivers and Firmware" in the Huawei Server OS Installation Guide
(x86).

--—-End

2.2.3 Rolling Back a Version

2.2.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. Determine whether to perform a rollback in any of the
following cases:

2.2.3.2 Rollback Procedure

Step 1 Determine the target version.

Step 2 Roll back the firmware version.
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The rollback procedure is similar to the upgrade procedure. For details, see 1.2.3
Performing the Upgrade.

--—-End

2.3 Upgrading the NIC Firmware Using Smart
Provisioning

NOTICE

For details about the servers supported by Smart Provisioning, see the Supported
server table in "User Guide" > "Overview" in the Smart Provisioning User Guide.

2.3.1 Preparing for the Upgrade

2.3.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table 2-3.

Table 2-3 Obtaining the software packages

Type How to Obtain

Firmware upgrade package of a | 1. Log in to FusionServer iDriver or
NIC Computing Component iDriver.

2. Click the recommended version.
The software list is displayed.

3. Set Software Type to FW.

4. Download the required firmware upgrade
package to the client (local PC) and
decompress it.

NOTE

e The required Smart Provisioning version varies
depending on the firmware package version.
For details, see the software description at the
download website.

e Download the driver package based on the
driver version mapping table. For details about
how to install the drivers, see "Installing and
Upgrading the Drivers" in the corresponding
OS installation guide.
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Type How to Obtain

Smart Provisioning tool package | 1. Log in to the Smart Provisioning
download page.

2. You are advised to select the latest
version.

3. Download the Smart Provisioning tool
package and digital signature file from
the software list.

4. Decompress the Smart Provisioning tool
package to obtain the .iso file of Smart
Provisioning.

2.3.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

2.3.2 Performing the Upgrade

For details, see Using Smart Provisioning > GUI Introduction > Performing
Upgrades > Upgrading Firmware in the Smart Provisioning User Guide.

2.3.3 Rolling Back a Version

2.3.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. Determine whether to perform a rollback in any of the
following cases:

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.
e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in business hours caused by the upgrade, a rollback is required.
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2.3.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see the
Smart Provisioning User Guide.

--—-End

2.4 Upgrading the NIC Firmware Using SmartKit

(11 NOTE

For details about the servers supported by SmartKit Computing, see "Using SmartKit" >
"Firmware Upgrade" > "Upgrading Server Firmware" > "Compatibility List" in the SmartKit
Computing User Guide.

2.4.1 Preparing for the Upgrade

2.4.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table 2-4.

Table 2-4 Obtaining the software packages

Type How to Obtain
Firmware upgrade 1. Log in to FusionServer iDriver or Computing
package of a NIC Component iDriver.

2. Click the recommended version.
The software list is displayed.

3. Set Software Type to FW.

4. Download the required firmware upgrade package to
the client (local PC) and decompress it.

NOTE
Download the driver package based on the driver version
mapping table. For details about how to install the drivers, see
"Installing and Upgrading the Drivers" in the corresponding OS
installation guide.

Issue 19 (2024-09-02) Copyright © Huawei Technologies Co., Ltd. 70


https://support.huawei.com/enterprise/en/management-software/smart-provisioning-pid-23143793
https://support.huawei.com/enterprise/en/management-software/fusionserver-tools-pid-21015513?category=operation-maintenance
https://support.huawei.com/enterprise/en/management-software/fusionserver-tools-pid-21015513?category=operation-maintenance
https://support.huawei.com/enterprise/en/servers/fusionserver-idriver-pid-21588909/software
https://support.huawei.com/enterprise/en/management-software/computing-component-idriver-pid-259488843/software
https://support.huawei.com/enterprise/en/management-software/computing-component-idriver-pid-259488843/software

FusionServer Pro High-Density Servers

Upgrade Guide 2 Upgrading the NIC Firmware
Type How to Obtain
SmartKit tool 1. Click the following link to go to the page for
package downloading SmartKit Computing:

e Enterprise users: SmartKit Computing download
page

e Carrier website users: SmartKit Computing
download page

2. Select All next to Select Version.

3. Click the latest SmartKit Computing version. The
software list is displayed.

4. Select the SmartKit tool package from the software
list.

5. Download the SmartKit tool package and digital
signature file.

2.4.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

2.4.2 Performing the Upgrade

For details, see "Using SmartKit" > "Firmware Upgrade" > "Upgrading PCle Card
and Hard Disk Firmware" in the SmartKit Computing XXX User Guide
corresponding to the SmartKit plug-in version.

2.4.3 Rolling Back a Version

2.4.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. Determine whether to perform a rollback in any of the
following cases:
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e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in business hours caused by the upgrade, a rollback is required.

2.4.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see the
SmartKit Computing XXX User Guide corresponding to the SmartKit plugin
version.

--—-End

2.5 Upgrading the NIC Firmware Using FwUpgrade

NOTICE

The NIC firmware can be upgraded using FwUpgrade only on V2 and V3 servers.

2.5.1 Preparing for the Upgrade

2.5.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table 2-5.
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Table 2-5 Obtaining the software packages

Type How to Obtain

Firmware upgrade package of a | 1. Log in to FusionServer iDriver or
NIC Computing Component iDriver.

2. Click the recommended version.
The software list is displayed.

3. Set Software Type to FW.

4. Download the required firmware upgrade
package to the client (local PC) and
decompress it.

NOTE

e The required FwUpgrade version varies
depending on the firmware package version.
For details, see the software description at the
download website.

e Download the driver package based on the
driver version mapping table. For details about
how to install the drivers, see "Installing and
Upgrading the Drivers" in the corresponding
OS installation guide.

FwUpgrade tool package 1. Visit the SmartKit Computing website.

2. You are advised to select the latest
version.

3. Download the FwUpgrade tool package
and digital signature file from the tool
list.

2.5.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.
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2.5.2 Performing the Upgrade

For details, see "Using FwUpgrade" in the SmartKit Computing 1.0.0 FwUpgrade
User Guide.

2.5.3 Rolling Back a Version

2.5.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. Determine whether to perform a rollback in any of the
following cases:

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in business hours caused by the upgrade, a rollback is required.

2.5.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see the
SmartKit Computing 1.0.0 FwUpgrade User Guide.

--—-End
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Upgrading the Firmware of Chassis
Components

NOTICE

After the firmware is upgraded, if you need to restart or power cycle the server for
the firmware to take effect, services will be interrupted. Exercise caution when
performing this operation.

3.1 Upgrading the iBMC

3.2 Upgrading the BIOS

3.3 Upgrading the HMM

3.4 Upgrading the HMM CPLD

3.5 Upgrading the Mainboard CPLD

3.6 Upgrading the Hard Drive Backplane CPLD
3.7 Upgrading the Fan Management Board CPLD
3.8 Upgrading the Riser Card CPLD

3.9 Upgrading the LCD Firmware

3.10 Upgrading the Drive Backplane Expander Firmware
3.11 Upgrading the SD Card Controller Firmware
3.12 Upgrading the PSUs

3.13 Upgrading Smart Provisioning

3.1 Upgrading the iBMC

3.1.1 Using the iBMC WebUI to Upgrade the iBMC

Issue 19 (2024-09-02) Copyright © Huawei Technologies Co., Ltd. 75



FusionServer Pro High-Density Servers
Upgrade Guide 3 Upgrading the Firmware of Chassis Components

3.1.1.1 Before You Start

3.1.1.1.1 Impact of the Upgrade

Before you upgrade to a new version, read this section carefully to find out the
possible impact on the system.

Impact on the System

Table 3-1 describes the impact of the upgrade on the system.

Table 3-1 Impact on the system

No. Item Impact Impact Description
1 iBMC Impact on services None
Impact on O&M e Other operations are not

allowed during the upgrade.

e After the iBMC is upgraded,
restart the iBMC for the new
version to take effect. You can
restart the system immediately
or later.

e During the iBMC restart
process, the fans rotate at full
speed, which increases and the
power consumption.
Insufficient power supply
causes power-off of the
cabinet.

NOTE

iBMC 2.36 and later will restart
automatically after the upgrade.

2 iBMC Impact on services None
languag
e pack Impact on O&M None

Impact on the Parts

None

3.1.1.1.2 Precautions

Table 3-2 describes the precautions for upgrading the server.
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Table 3-2 Precautions for the upgrade

No. Description

1 Read this document before upgrading the server. For any
problems or suggestions pertaining to the document, contact
technical support.

2 Perform the upgrade during off-peak hours to minimize the
impact on the system and services.

3 Time required for a software upgrade:
e iBMC: 15 to 20 minutes
e iBMC language pack: 2 minutes

3.1.1.1.3 Version Requirements

If you need to upgrade the iBMC from a version earlier than an intermediate
version to a version later than the intermediate version, upgrade the iBMC to the
intermediate version and then the target version. If the upgrade to the
intermediate version fails, restart the iBMC and try again. Table 3-3 lists the server
models and their intermediate iBMC versions. For example, if the source iBMC
version of an XH622 V3 is earlier than V296 and the target version is later than
V296, you need to upgrade the iBMC to V296 and then to the target version. If the
upgrade to V296 fails, restart the iBMC and try again.

Table 3-3 Mapping between intermediate iBMC versions and server models

Intermediate Model

Version

296 XH620 V3/XH622 V3/XH628 V3/XH321 V3/XH310 V3
(11 NOTE

VLAN configuration is supported for iBMC 510 and later versions when the management
network port is in dedicated mode. If the iBMC is upgraded from a version later than 510 to
510 or an earlier version, VLAN configuration is not supported although the management
network port is in dedicated mode, but the VLAN configuration before the upgrade is still
valid. To use the VLAN configuration function in dedicated mode of the management
network port, ensure that the iBMC version is 510 or later.

3.1.1.2 Preparing for the Upgrade

3.1.1.2.1 Pre-upgrade Checklist

Perform a check according to Table 3-4 and record the check results.
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Table 3-4 Pre-upgrade checklist

No. | Item Operation and Expected Result

1 System | 1. View and record the current iBMC versions. For details, see
softwar 5.7 Check the Software Version of the Server Node..
e 2. Check that the source versions are earlier than target
version versions.

2 System | Check iBMC system operating status:
operati | ¢ |f no minor alarm, major alarm, or critical alarm is

ng generated, continue the upgrade process. For details, see
status 5.8 Viewing Server Node Alarms.

e If an alarm is generated, contact technical support.

3.1.1.2.2 Obtaining the Upgrade Packages and Documents
You can obtain the upgrade packages and documents as follows:

e  Enterprise users:
a. \Visit Intelligent Servers.
b. Select the server to be upgraded.
The server version list is displayed.
c. Select the target version.
The version list displays all the supported software versions.

d. Download and decompress the upgrade packages to a local PC. Table 3-5
lists the upgrade packages to be obtained.

(11 NOTE

You are advised to decompress the upgrade package to an English path.
Otherwise, the upgrade may fail.

Table 3-5 Firmware package

Name Function Required File after
Decompression
iBMC iBMC firmware upgrade image.hpm or server
package model-BMC-/BMC
versionhpm

e. Download the documents required for the upgrade from the same page.
Documents to be obtained are as follows:

= Release Notes
" Upgrade Guide

" Version Mapping
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Carrier users: Contact technical support of your local Huawei office.

3.1.1.2.3 Obtaining the Rollback Package

Scenario

Version rollback is required when the version upgrade fails and the software
version is not the source version. This section describes how to obtain the required
rollback package before the upgrade.

Procedure

Enterprise users:

Log in to Intelligent Servers.

In the server list, click the server on which you want to perform a
firmware rollback.

The server version list is displayed.

Check the current firmware version according to the procedure described
in 3.1.1.2.1 Pre-upgrade Checklist.

Select the target version.
The version list displays all the supported software versions.

® |f the target version is in the version list, go to e.

® |f the target version is not in the version list, contact technical
support.

Download the rollback package to a client (local PC) and decompress it.
Table 3-6 lists the rollback package to be obtained.

Table 3-6 Firmware package

Name Function Required File after
Decompression
iBMC iBMC firmware rollback image.hpm or server
package model-BMC-/BMC
versionhpm

Carrier users: Contact technical support of your local Huawei office.

3.1.1.2.4 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. |f
the verification fails, do not use the software package but contact Huawei
technical support.
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Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.1.1.3 Upgrading the iBMC

3.1.1.3.1 Performing the Upgrade

Scenarios

Upgrade the iBMC.

(11 NOTE

e The system user name and password remain unchanged after the upgrade.
e Do not refresh the current upgrade page of the browser during the upgrade.

e If the iIBMC version is in Vxxx format, you need to upgrade the backup image first. After
the backup image is upgraded, the primary iBMC image is automatically restarted and
an automatic primary/backup image switchover is performed without the need to click
Image Switchover. After the switchover is complete, upgrade the backup image (the
original primary image before the switchover). If the iBMC version is in x.xx.xx.xx format,
only one upgrade operation is required to upgrade both the primary and backup
images, and you can perform another upgrade for upgrading the available partition
image.

e During the iBMC restart process, the fans rotate at full speed, which increases and the
power consumption. Insufficient power supply causes power-off of the cabinet.

e VLAN configuration is supported for iBMC 510 and later versions when the
management network port is in dedicated mode. If the iBMC is upgraded from a version
later than 510 to 510 or an earlier version, VLAN configuration is not supported
although the management network port is in dedicated mode, but the VLAN
configuration before the upgrade is still valid. To use the VLAN configuration function in
dedicated mode of the management network port, ensure that the iBMC version is 510
or later.

If you need to upgrade the iBMC from a version earlier than an intermediate
version to a version later than the intermediate version, upgrade the iBMC to the
intermediate version and then the target version. If the upgrade to the
intermediate version fails, restart the iBMC and try again. Table 3-7 lists the server
models and their intermediate iBMC versions. For example, if the source iBMC
version of an XH622 V3 is earlier than V296 and the target version is later than
V296, you need to upgrade the iBMC to V296 and then to the target version. If the
upgrade to V296 fails, restart the iBMC and try again.

Table 3-7 Mapping between intermediate iBMC versions and server models

Intermediate Model
Version
296 XH620 V3/XH622 V3/XH628 V3/XH321 V3/XH310 V3
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Impact on the System
Upgrading the iBMC will cause the iBMC system to restart twice. Perform the
upgrade during the off-peak hours.

Prerequisites
Conditions

e You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUL.

e There is no minor, major, or critical alarm on the iBMC.

Data

This operation requires no data preparation.

Software

You have obtained and decompressed the upgrade package. For details, see

3.1.1.2.2 Obtaining the Upgrade Packages and Documents.

Procedure

NOTICE

If the iBMC version is earlier than 2.56, restart the iBMC before upgrading the
firmware. To restart the iBMC, do as follows:

e Log in to the iBMC WebUI, choose System > Firmware Upgrade, and click
Restart iBMC in the Firmware Version Info area. For details about how to log
in to the iBMC WebUI, see 5.2 Logging In to the iBMC WebUI.

e Log in to the iBMC CLI, and run the ipmcset -d reset command to restart the
iBMC. For details about how to log in to the iBMC CLI, see 5.5 Logging In to
the iBMC CLI.

Step 1 Upgrade the backup iBMC image. The iBMC WebUI varies depending on the iBMC
version.

e If the iBMC version is earlier than V561, choose System > Firmware Upgrade.
The Firmware Upgrade page is displayed, as shown in Figure 3-1.
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Figure 3-1 Firmware Upgrade page (iBMC version earlier than V561)

s@ iBMC Information Alarm & SEL Diagnostics Power Configuration System Remote Console [1 X 1] & huavei [English v] Log Out
Wiawer =
Firmware Upgrade ¢ 0
f2 & 12k B
Firmware Version Info
2288H V5
Primary Partition Image Version: 300 | Image Switchhover Restart iBMC
Host Name:huawei
Backup Partition Image Version: 2,64
BIOS Version: 0.68

Operation Logs

CPLD Version:

Run Logs

Security Logs

202

Waik Records Firmware Upgrade

Online Users

Firmware Upgrade

Upgrade File:

Language Update

Upgrede

Upgrade Progress: 0%

Upgrade Status:

If the iBMC version is V561 or later or the iBMC version is in x.xx.xx.xx format,
choose iBMC Settings > Firmware Upgrade on the iBMC WebUI.

The Firmware Upgrade page is displayed, as shown in Figure 3-2.

Figure 3-2 Firmware Upgrade page (iBMC V561 or later)

IBMC Settings

Network Settings

Time Zone & NTP
Firmware Upgrade
Configuration Update
Language Management
License Management
iBMA Management

USB Management

(11 NOTE

Home System Maintenance User & Security Services iBMC S

| Firmware Version Info

Restart iBMC Switch to Available Image

iBMC Primary Partition Image Version 3.01.09.99
iBMC Backup Partition Image Version 3.01.09.99
iBMC Available Partition Image Version 3.02.00.01
BIOS Version 0.58
CPLD Version 1.09

| Firmware Upgrade

>r CPLD is
cle or art the system fo
stem for the CPLD upgrade

Upgrade

The page displayed for firmware upgrade varies depending on the iBMC version.

Step 2 In the Firmware Upgrade area, click

A window is displayed for you to select the upgrade file.
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Step 3

Step 4

Step 5

Step 6

Select the upgrade file from a directory on the PC.
Click Open.
After the upgrade file is selected, the Firmware Upgrade page is displayed.
{11 NOTE
Select "Restart iBMC immediately after upgrade" if this option is available.
Click Upgrade.

A confirmation dialog box is displayed, as shown in Figure 3-3.

Figure 3-3 Confirm dialog box

| Confirm

o Are you sure you want to perform this
operation?

o -

(1 NOTE
The Confirm dialog box varies depending on the iBMC version.
Click Yes.
The iBMC then starts the upgrade.
Upgrade of the backup iBMC image takes about 5 to 10 minutes.

After the upgrade is successful, the following message is displayed on the
Firmware Upgrade page:

| Firmware Upgrade

® Firmware upgrade successfully.
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(11 NOTE

e After the upgrade is completed, the iBMC system automatically restarts, and an
automatic primary/backup image switchover is performed. You do not need to click
Image Switchover on the iBMC WebUI.

e If the iBMC version is in Vxxx format, go to Step 7. If the iBMC version is in X.XX.XX.XxX
format, perform Step 8 and Step 9.

Step 7 Upgrade the original primary iBMC image.
1. Log in to the iBMC WebUI again.
2. Repeat Step 1 to Step 6 to upgrade the original primary iBMC image.

Step 8 After the iBMC is restarted, log in to the iBMC WebUI again. The primary and
backup images are of the latest version.

Step 9 Repeat Step 1 to Step 6 to upgrade the iBMC available partition image.
----End

3.1.1.3.2 Verifying the Upgrade

Verification Checklist
Table 3-8 describes the iBMC upgrade verification checklist.

Table 3-8 Verification checklist

No. Item Expected Result

1 Log in to the iBMC WebUI You can log in to the iBMC
WebUI using the Internet
Explorer.

2 iBMC version The iBMC is of the target version.

Verification Procedure and Troubleshooting
Procedure

1. Log in to the iBMC WebUI again.
For details, see 5.2 Logging In to the iBMC WebUI.

2. Check the iBMC version.
For details, see 5.7 Check the Software Version of the Server Node..
Check that the iBMC is of the target version.

Troubleshooting

e If you cannot log in to the iBMC WebUI after the iBMC upgrade, contact
technical support.

e If the iBMC is not of the target version or an error message is displayed,
upgrade the iBMC again. If the iBMC still cannot be upgraded successfully,
record the steps you have taken and the results, and send the information to
technical support.
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3.1.1.4 Upgrading iBMC Language Packs

3.1.1.4.1 Upgrade Procedure

Scenarios

Update the iBMC language packages.

(11 NOTE

e Only iBMC 2.56 and later versions allows users to install and uninstall language
packages.

e Only administrators and users with common setting permissions have the rights to
install and uninstall language packages.

e The English and Chinese language packages cannot be uninstalled.

Impact on the System

None

Prerequisites
Conditions

You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebULI.

Data
This operation requires no data preparation.
Software

You have obtained XXX-iBMC-LANG-XX-Vxxx.hpm. For details, see 3.1.1.2.2
Obtaining the Upgrade Packages and Documents.

Procedure

Step 1 Update the iBMC WebUI language packages.

1. Open the Firmware Upgrade page on the iBMC WebUI. The iBMC WebUI
varies depending on the iBMC version.

- If the iBMC version is earlier than V561, choose System > Firmware
Upgrade on the iBMC WebUI.

The page shown in Figure 3-4 is displayed.
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Figure 3-4 Firmware Upgrade page (iBMC version earlier than V561)

S@ iBMC Information Alarm &SEL Diagnostics Power Configuration System Remote Console & & & huawei [English v] Log Out
Wi —
Firmware Upgrade [0)
i & 03 H]
Firmware Version Info
2288H VS
Primary Partition Image Version: 300 | Image Switchhover Restart IBMC
Host Name:huawei
Backup Partition Image Version: 2,64
Opciationilots BIOS Version: 068
CPLD Version: 202
Run Logs ereen
Security Logs
Work Records Firmware Upgrade

Online Users

Firmware Upgrade

Upgrade File v || Upgrade

Language Update
Upgrade Progress: 0%

Upgrade Status:

- If the iBMC version is V561 or later or the iBMC version is in X.XX.XX.XX
format, choose iBMC Settings > Firmware Upgrade on the iBMC WebUI.

The page shown in Figure 3-5 is displayed.

Figure 3-5 Firmware Upgrade page (iBMC V561 or later)

Home System Maintenance User & Security Services

iBMC Settings | Firmware Version Info

Network Settings Restart iBMC Switch to Available Image

Time Zone & NTP

iBMC Primary Partition Image Version 3.01.09.99
Firmware Upgrade
Configuration Update iBMC Backup Partition Image Version 3.01.09.99
Language Management iBMC Available Partition Image Version 3.02.00.01
License Management

BIOS Version 0.58
iBMA Management <

CPLD Version 1.09

USB Management
| Firmware Upgrade

After the iBMC or SD card controller firmware is upgraded, the iBMC
automatically take effect. If the BIOS or CPLD is

ycle or restart the system fo
»ower off the system for the CPLD upgrade

Upgrade

(10 NOTE

The page displayed for firmware upgrade varies with iBMC versions.

2. In the Firmware Upgrade area, click
A window is displayed for you to select the upgrade file.

3. Select the upgrade file, for example, image.hpm, from a local directory on
the PC.
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4. Click Open.

After the upgrade file is selected, the Firmware Upgrade page is displayed.
5. Click Upgrade.

A confirmation dialog box is displayed.

Start Upgrade o

Are wou sure to perform this upgrade?

(0]4 Cancel

(10 NOTE

The confirmation dialog box varies depending on the iBMC version.

6. Click OK.
The iBMC then starts the upgrade.
The language package update takes about 2 minutes.

After the upgrade is successful, the following message is displayed on the
Firmware Upgrade page:

Upgrade File:
Upgrade Progress:
Upgrade Status: The upgrade is complete.

Step 2 After the update is complete, you can change the language of the iBMC WebUI to
the language selected in the upper right corner of the page.

--—-End

3.1.1.4.2 Verifying the Upgrade

Verification Checklist

Table 3-9 describes the iBMC language pack update verification checklist.

Table 3-9 Verification checklist

No. Item Expected Result
1 Whether the newly supported You can change the language of
languages can be selected on the iBMC WebUI to the language
the iBMC WebUI selected in the upper right corner
of the page.
2 Whether the iBMC language The iBMC language pack versions
pack version is updated are the target versions.
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Verification Procedure and Troubleshooting
Procedure
1. Open the Language management page. The iBMC WebUI varies depending

on the iBMC version.

- If the iBMC version is earlier than V561, choose System > Language
Update.

- If the iBMC version is V561 or later or the iBMC version is in X.XX.XX.XX
format, choose iBMC Settings > Language Management.

2. Check the language and language package version.

3. Change the language of the iBMC WebUI to the language selected in the
upper right corner of the page.

If the iBMC system language can be changed to the selected language and
the language pack versions are the target versions, the update is successful.

Troubleshooting

If the iIBMC language pack versions are not the target ones or an update failure
message is displayed, update the iBMC language packs again. If the update still
fails, record the fault information, steps you have taken, and results, and contact
technical support.

3.1.1.5 Rolling Back the Firmware Version

3.1.1.5.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.1.1.5.2 Rollback Procedure
Step 1 Determine the target version.
You are advised to roll back the software to the source version.
Step 2 Roll back the software.

The rollback procedure is similar to the upgrade procedure.

--—-End

3.1.2 Upgrading iBMC Using SmartKit

3.1.2.1 Preparing for the Upgrade
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3.1.2.1.1 Obtaining the Upgrade Package

Scenarios

Procedure

Obtain the required software packages before the upgrade.

Obtain the required software packages using the methods described in Table

3-10.

Table 3-10 Obtaining the software packages

Type

How to Obtain

iBMC upgrade package

e Enterprise users:

1. Log in to Intelligent Servers.

2. Select the server to be upgraded.
The server version list is displayed.

3. Select the target version.
The version list displays all the
supported software versions.

4. Download the required upgrade
package.

e Carrier users: Contact technical support of

your local Huawei office.

SmartKit tool package °

Enterprise users:

1. Log in to the SmartKit Computing
website.

2. Select All next to Select Version.

3. Click the latest SmartKit Computing
version. The software list is displayed.

4. Select the SmartKit tool package from
the software list.

5. Download the SmartKit tool package
and digital signature file.

Carrier users: Contact technical support of

your local Huawei office.

3.1.2.1.2 Obtaining the Rollback Package

Scenario

Version rollback is required when the version upgrade fails and the software
version is not the source version. This section describes how to obtain the required

rollback package before the upgrade.

Issue 19 (2024-09-02)

Copyright © Huawei Technologies Co., Ltd.

89


https://support.huawei.com/enterprise/en/category/intelligent-servers-pid-1548148142425?submodel=15791
https://support.huawei.com/enterprise/en/management-software/smartkit-computing-pid-253985677/software

FusionServer Pro High-Density Servers
Upgrade Guide 3 Upgrading the Firmware of Chassis Components

Procedure
e  Enterprise users:

Visit Intelligent Servers.

In the server list, click the server on which you want to perform a
firmware rollback.

The server version list is displayed.

c. Check the current firmware version according to the procedure described
in 3.1.1.2.1 Pre-upgrade Checklist.

d. Select the target version.
The version list displays all the supported software versions.

®  |f the target version is in the version list, go to e.

® |f the target version is not in the version list, contact technical
support.

e. Download the required rollback file corresponding to the firmware.
e  Carrier users: Contact technical support of your local Huawei office.

3.1.2.1.3 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.1.2.2 Performing the Upgrade

Version Requirements

If you need to upgrade the iBMC from a version earlier than an intermediate
version to a version later than the intermediate version, upgrade the iBMC to the
intermediate version and then the target version. If the upgrade to the
intermediate version fails, restart the iBMC and try again. Table 3-11 lists the
server models and their intermediate iBMC versions. For example, if the source
iBMC version of an XH622 V3 is earlier than V296 and the target version is later
than V296, you need to upgrade the iBMC to V296 and then to the target version.
If the upgrade to V296 fails, restart the iBMC and try again.
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Table 3-11 Mapping between intermediate iBMC versions and server models

Intermediate Model

Version

296 XH620 V3/XH622 V3/XH628 V3/XH321 V3/XH310 V3
{1 NOTE

VLAN configuration is supported for iBMC 510 and later versions when the management
network port is in dedicated mode. If the iBMC is upgraded from a version later than 510 to
510 or an earlier version, VLAN configuration is not supported although the management
network port is in dedicated mode, but the VLAN configuration before the upgrade is still
valid. To use the VLAN configuration function in dedicated mode of the management
network port, ensure that the iBMC version is 510 or later.

Upgrade Procedure

For details, see "Using SmartKit" > "Firmware Upgrade" > "Upgrading Server
Firmware" in the SmartKit Computing XXX User Guide corresponding to the
SmartKit plug-in version.

3.1.2.3 Rolling Back a Version

3.1.2.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

After the upgrade is complete, the target version functions abnormally.

The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.1.2.3.2 Rollback Procedure

Step 1 Determine the target version.

Step 2 Roll back the firmware version.

The rollback procedure is the same as the upgrade procedure. For details, see the
SmartKit Computing User Guide corresponding to the SmartKit plug-in version.

--—-End

3.2 Upgrading the BIOS

3.2.1 Using the iBMC Web to Upgrade the BIOS
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3.2.1.1 Before You Start

3.2.1.1.1 Impact of the Upgrade

Before you upgrade to a new version, read this section carefully to find out the
possible impact on the system.

Impact on the System

Table 3-12 describes the impact of the upgrade on the system.

Table 3-12 Impact on the system

Impact Impact Description

Impact on services The server must be restarted after the
upgrade, and services will be interrupted.
NOTICE

e When upgrading the BIOS with the server
powered on, do not forcibly restart or power
cycle the server if the following conditions are
met: The OS has been installed on the server
and is running properly, the TPM has been
installed on the server, and the TXT function
has been enabled. Instead, you need to enter
the OS to restart the OS for the new BIOS
version to take effect. For details about the
TPM and TXT status, see sections "Security"
and "Setting TXT" in the Huawei Server Purley
Platform BIOS Parameter Reference.

e When upgrading the BIOS with the server
powered off, do not forcibly power off the
server if the following conditions are met: The
OS has been installed on the server and is
running properly, the TPM has been installed
on the server, and the TXT function has been
enabled. Instead, you need to enter the OS to
power off the server before the upgrade.

Impact on the OS If power-off upgrade is used, the OS will be
shut down and services are unavailable.

Impact on O&M None

NOTE
The server must not be restarted during the
upgrade.

Impact on the Parts

None.

3.2.1.1.2 Precautions

Table 3-13 describes the precautions for upgrading the server.
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Table 3-13 Precautions for the upgrade

No. Description

1 Read this document before upgrading the server. For any
problems or suggestions pertaining to this document, contact
technical support.

2 Perform the upgrade during off-peak hours to minimize the
impact on the system and services.

3 The upgrade takes about 10 minutes.

3.2.1.1.3 Version Requirements

The upgrade has no version requirement.

3.2.1.1.4 Upgrade Process

BIOS Upgrade Process

Figure 3-6 shows the BIOS upgrade process.

Figure 3-6 BIOS upgrade process

‘ iBMC GUI ‘ | Active system image ‘ ‘ BIOS system image

1. Log in to the iBMC

GUL.

2. Run the upgrade command o
the iBMC GUI. IL
3. Upgrade the standby
system image.

4, Run the restart OS command op
the IBMC GUI Power Control page.

[ 5. Restart the OS. |

— M —

The following describes the upgrade process:

Log in to the iBMC WebUI.

Run the upgrade command on the iBMC WebUI.
Upgrade the BIOS image.

Run the restart OS command on the iBMC WebUI.
Restart the OS.

ks N =

3.2.1.2 Preparing for the Upgrade

3.2.1.2.1 Pre-upgrade Checklist

Perform a check according to Table 3-14 and record the check results.
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Table 3-14 Pre-upgrade checklist

No.

Item Operation and Expected Result

1

softwar

€ 2
version

System | 1. View and record the current BIOS versions. For details, see

5.7 Check the Software Version of the Server Node..

Determine the target version.

operati | o

ng
status

System | Check iBMC system operating status:

If no minor alarm, major alarm, or critical alarm is
generated, continue the upgrade process. For details, see
5.8 Viewing Server Node Alarms.

If an alarm is generated, contact technical support.

3.2.1.2.2 Obtaining the Upgrade Packages and Documents

To obtain the upgrade package and related documents, perform the following
steps:

Enterprise users:

Log in to Intelligent Servers.

Select the server to be upgraded.

The server version list is displayed.

c. Select the target version.

The version list displays all the supported software versions.

d. Download and decompress the upgrade packages to a local PC. Table
3-15 lists the upgrade packages to be obtained.

Table 3-15 Upgrade package

of BIOS

Name Function Required File after
Decompression
BIOS Firmware upgrade package | biosimage.hpm or server

model-BIOS -version.hpm
or server model-
BIOS_version.hpm

e. Download the documents required for the upgrade from the same page.

Documents to be obtained are as follows:

= Release Notes

" Upgrade Guide

" Version Mapping

Carrier users: Contact technical support of your local Huawei office.
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3.2.1.2.3 Obtaining the Rollback Package

Scenario

Version rollback is required when the version upgrade fails and the software
version is not the source version. This section describes how to obtain the required
rollback package before the upgrade.

Procedure

e  Enterprise users:

Log in to Intelligent Servers.

In the server list, click the server on which you want to perform a
firmware rollback.

The server version list is displayed.

¢. Check the current firmware version according to the procedure described
in 3.2.1.2.1 Pre-upgrade Checklist.

d. Select the target version.

The version list displays all the supported software versions.

® |f the target version is in the version list, go to e.

® |f the target version is not in the version list, contact technical

support.

e. Download the rollback package to a client (local PC) and decompress it.
Table 3-16 lists the rollback package to be obtained.

Table 3-16 Software package

Name

Function

Required File after
Decompression

BIOS

BIOS firmware rollback
package

biosimage.hpm or server
model-BIOS -version.hpm
or server model-
BIOS_version.hpm

e  Carrier users: Contact technical support of your local Huawei office.

3.2.1.2.4 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. |f
the verification fails, do not use the software package but contact Huawei

technical support.

Issue 19 (2024-09-02) Copyright © Huawei Technologies Co., Ltd.

95


https://support.huawei.com/enterprise/en/category/intelligent-servers-pid-1548148142425?submodel=15791

FusionServer Pro High-Density Servers

Upgrade Guide

3 Upgrading the Firmware of Chassis Components

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.2.1.3 Upgrading the BIOS

3.2.1.3.1 Upgrade Procedure

Scenarios

Upgrade the server BIOS on the Upgrade Firmware page of the iBMC.

The BIOS can be upgraded when the OS is powered on or powered off. After the
upgrade, the OS needs to be restarted for the upgrade to take effect. The restart
interrupts running services.

NOTICE

e When upgrading the BIOS with the server powered on, do not forcibly restart or
power cycle the server if the following conditions are met: The OS has been
installed on the server and is running properly, the TPM has been installed on
the server, and the TXT function has been enabled. Instead, you need to enter
the OS to restart the OS for the new BIOS version to take effect. For details
about the TPM and TXT status, see sections "Security" and "Setting TXT" in the
Huawei Server Purley Platform BIOS Parameter Reference.

e When upgrading the BIOS with the server powered off, do not forcibly power
off the server if the following conditions are met: The OS has been installed on
the server and is running properly, the TPM has been installed on the server,
and the TXT function has been enabled. Instead, you need to enter the OS to
power off the server before the upgrade.

The BIOS can be upgraded in either of the following modes:

e Use the iBMC WebUI. For details, see Procedure in this section.

e Use the iBMC CLI. Run the ipmcset -d upgrade -v <filepath> command. For
details, see the /BMC User Guide.

Impact on the System

Procedure

If the system does not respond or the server powers on and then off repeatedly
during the BIOS upgrade, power off and then power on the server.

Step 1 Obtain the BIOS upgrade package.
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Obtain and decompress the upgrade package. For details about how to obtain the
upgrade package, see 3.2.1.2.2 Obtaining the Upgrade Packages and
Documents.

Step 2 Log in to the iBMC WebUI.

Log in to the iBMC WebUI. For details, see 5.2 Logging In to the iBMC WebUI.

NOTICE

If the iBMC version is in the Vxxx format and earlier than V256, restart the iBMC
and then perform the upgrade. To restart the iBMC, do as follows:

e Log in to the iBMC WebUI, choose System > Upgrade Firmware, and click
Restart iBMC in the Firmware Version Info area. For details about how to log
in to the iBMC WebUI, see 5.2 Logging In to the iBMC WebUI.

Log in to the iBMC CLI, and run the ipmcset -d reset command to restart the
iBMC. For details about how to log in to the iBMC CLI, see 5.5 Logging In to
the iBMC CLI.

Step 3 Upgrade the BIOS.
(1] NOTE

Do not power on, power off, reset, or restart the server OS during the upgrade.

Open the Firmware Upgrade page on the iBMC WebUI. The iBMC WebUI
varies depending on the iBMC version.

If the iBMC version is earlier than V561, choose System > Firmware
Upgrade.

The Firmware Upgrade page is displayed, as shown in Figure 3-7.

Figure 3-7 iBMC web page (iBMC version earlier than V561)

s'é iBMC Information Alarm &SEL Diagnostics Power Configuration System Remote Console [+ X 1] & huawei [English ¥] Log Out
isie S
Firmware Upgrade ¢ 0
IR
Firmware Version Info
2288H VS
Primary Partition Image Version: ~ 3.00 Image Switchhover Restart /BMC
Host Name:huawei
Backup Partition Image Version:
Operation Logs BOSVeon
CPLD
Run Logs -
Security Logs
Work Records Firmware Upgrade
Online Users

Firmware Upgrade

Upgrade File: | Upgrade
Language Update
0%

If the iBMC version is V561 or later or the iBMC version is in X.XX.XX.XX
format, choose iBMC Settings > Firmware Upgrade on the iBMC WebUI.

The Firmware Upgrade page is displayed, as shown in Figure 3-8.
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Figure 3-8 Firmware Upgrade page (iBMC V561 or later)

Home System Maintenance User & Security Services iBMC Settings

iBMC Settings Firmware Version Info

Network Settings

Time Zone & NTP
3.01.09.99

Configuration Update 3.01.09.99

Language Management 3.02.00.01
License Management

0.58
iBMA Management <

1.09
USB Managemen t

Firmware Upgrade

{11 NOTE

The page displayed for firmware upgrade varies with iBMC versions.

In the Firmware Upgrade area, click

In the displayed dialog box, select the upgrade file (for example, XH321V6-
BIOS_0.08.hpm) from a directory on the PC, and click Open.

After the upgrade file is selected, the Firmware Upgrade page is displayed.
Click Upgrade.
5. Click OK.

The iBMC starts the upgrade. The upgrade preparation takes about 2 minutes.
Then, the upgrade starts. The upgrade status displayed after the upgrade
varies depending on the power-on or power-off status of the server during the
upgrade.

- If the server is in power-off state during the upgrade, "The upgrade is
complete" will be displayed after the upgrade.

- If the server is in power-on state during the upgrade:

®  For V2 servers or V3 servers whose iBMC version is earlier than V252,
"The upgrade is complete" will be displayed after the upgrade.

"  For V5 or V6 servers or V3 servers whose iBMC version is V252 or
later, "File upload successfully. The upgrade takes effect
automatically after the next power-off or restart" will be displayed
after the upgrade.

Step 4 Make the BIOS upgrade take effect.
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NOTICE

When upgrading the BIOS with the server powered on, do not forcibly restart or
power cycle the server if the following conditions are met: The OS has been
installed on the server and is running properly, the TPM has been installed on
the server, and the TXT function has been enabled. Instead, you need to enter
the OS to restart the OS for the new BIOS version to take effect. For details
about the TPM and TXT status, see sections "Security" and "Setting TXT" in the
Huawei Server Purley Platform BIOS Parameter Reference.

When upgrading the BIOS with the server powered off, do not forcibly power
off the server if the following conditions are met: The OS has been installed on
the server and is running properly, the TPM has been installed on the server,
and the TXT function has been enabled. Instead, you need to enter the OS to
power off the server before the upgrade.

If the upgrade is performed while the server is powered off, power on the
server for the upgrade to take effect.

- If the iBMC version is earlier than V561, choose Power > Power Control,
click Power On, and click Yes in the dialog box displayed.

- If the iBMC version is V561 or later or the iBMC version is in X.XX.XX.XX
format, choose System > Power > Power Control, click Power On, and
click Yes in the dialog box displayed.

If the BIOS is upgraded in power-on state, the operations vary depending on
whether an OS is installed.

NOTICE

- The Power Control page varies slightly depending on the iBMC version.
For details, see the iBMC online help.

- You can use the remote virtual console to view the server power-on
process.

®  |f the iBMC version is earlier than V561, click Remote Control on the
iBMC WebUI and click an installed remote console in the Integrated
Remote Console area.

" |f the iBMC version is V561 or later or the iBMC version is in X.XX.XX.XX
format, click an installed remote console in Virtual Console on the
Home page.

- If the OS has been installed and is running properly on the server, forcibly
restarting the server on the iBMC WebUI may damage user programs or
unsaved user data. Select an appropriate restart mode based on actual
requirements.

- |If the server fails to start after a forced restart, shut down the server, roll
back the BIOS to the source version, and then upgrade the BIOS to the
target version. For details, see Step 1 to Step 4.

If the OS has been installed:
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Start the OS, log in to the OS, and restart it. The new BIOS version
takes effect about 10 minutes after the server is restarted.

If the OS cannot be started, forcibly restart the server on the iBMC
WebUI.

If the iBMC version is earlier than V561, choose Power > Power
Control, click Forced System Reset, and click Yes in the dialog box
displayed.

If the iBMC version is V561 or later or the iBMC version is in
x.xx.xx.xx format, choose System > Power > Power Control, click
Forced Restart, and click OK in the dialog box displayed.

The new BIOS version takes effect about 10 minutes after the server
is restarted.

- If the OS has not been installed:

Press Ctrl+Alt+Delete to restart the server. The new BIOS version
takes effect about 10 minutes after the server is restarted.

If the server does not respond, forcibly restart the server on the iBMC
WebUI.

If the iBMC version is earlier than V561, choose Power > Power
Control, click Forced System Reset, and click Yes in the dialog box
displayed.

If the iBMC version is V561 or later or the iBMC version is in
xxx.xx.xx format, choose System > Power > Power Control, click
Forced Restart, and click OK in the dialog box displayed.

The new BIOS version takes effect about 10 minutes after the server
is restarted.

Step 5 (Optional) If you need to modify the BIOS configuration, press Delete during
system startup to enter the BIOS.

--—-End

3.2.1.3.2 Verifying the Upgrade

Verification Checklist

Table 3-17 describes the BIOS upgrade verification checklist.

Table 3-17 Verification checklist

No. Item Expected Result

1 BIOS operating status The server BIOS is operating
properly.

2 BIOS version The BIOS is of the target version.
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Verification Procedure and Troubleshooting
Procedure

Check whether the BIOS is of the target version after system power-on. For details,
see 5.7 Check the Software Version of the Server Node..

Troubleshooting
Contact technical support if the BIOS does not start after the upgrade.

If the BIOS is not of the target version or an error message is displayed, upgrade
the BIOS again. If the BIOS still cannot be upgraded successfully, record the steps
you have taken and the results, and send the information to technical support.

3.2.1.4 Rolling Back the Firmware Version

3.2.1.4.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.2.1.4.2 Rollback Procedure
Step 1 Determine the target version.
You are advised to roll back the software to the source version.
Step 2 Roll back the software.
The rollback procedure is similar to the upgrade procedure.

--—-End

3.2.2 Upgrading the BIOS Using SmartKit

3.2.2.1 Preparing for the Upgrade
3.2.2.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.
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Procedure

Obtain the required software packages using the methods described in Table
3-18.

Table 3-18 Obtaining the software packages

Type How to Obtain

Firmware upgrade package e Enterprise users:

of BIOS 1. Log in to Intelligent Servers.

2. Select the server model.

3. Click Software Download. The server
software list is displayed.

4. Determine the current firmware version
based on Pre-upgrade Checklist.

5. Select the target version.
The version list displays all the supported
software versions.

- If the target version is in the version
list, go to f.

- If the target version is not in the
version list, contact technical support.

6. Download the required firmware upgrade
package to the client (local PC) and
decompress it.

e Carrier users: Contact technical support of
your local Huawei office.

SmartKit tool package e Enterprise users:

1. Log in to the SmartKit Computing
website.

2. Select All next to Select Version.

3. Click the latest SmartKit Computing
version. The software list is displayed.

4. Select the SmartKit tool package from the
software list.

5. Download the SmartKit tool package and
digital signature file.

e Carrier users: Contact technical support of
your local Huawei office.
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3.2.2.1.2 Obtaining the Rollback Package

Scenario
Version rollback is required when the version upgrade fails and the software
version is not the source version. This section describes how to obtain the required
rollback package before the upgrade.

Procedure

e  Enterprise users:
Log in to Intelligent Servers.

Select the server model.
Click Software Download. The server software version list is displayed.

a0 o o

Check the current firmware version according to the procedure described
in 3.2.1.2.1 Pre-upgrade Checklist.

e. Select the target version.
The version list displays all the supported software versions.

® | the target version is in the version list, go to 6.

® |f the target version is not in the version list, contact technical
support.

f.  Download the rollback package and digital signature file to a client (local
PC).

e  Carrier users: Contact technical support of your local Huawei office.

3.2.2.1.3 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.
For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.2.2.2 Upgrade Procedure

For details, see "Using SmartKit" > "Firmware Upgrade" > "Upgrading Server
Firmware" in the SmartKit Computing XXX User Guide corresponding to the
SmartKit plug-in version.
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3.2.2.3 Rolling Back the Firmware Version

3.2.2.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.2.2.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is the same as the upgrade procedure. For details, see the
SmartKit Computing User Guide corresponding to the SmartKit plug-in version.

----End

3.3 Upgrading the HMM

X6000 V6 servers do not involve HMM upgrade.

3.3.1 Using the iBMC Web to Upgrade the HMM

3.3.1.1 Before You Start

3.3.1.1.1 Impact of the Upgrade

Impact on the System

Table 3-19 describes the impact of the upgrade on the system.

Table 3-19 Impact on the system

Impact Impact Description

Impact on services None
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Impact Impact Description
Impact on O&M No other operations are allowed during the
upgrade.

After the HMM is upgraded, restart the HMM
for the new version to take effect. You can
restart the system immediately or later.

NOTE

iBMC 2.36 and later will restart automatically after
the upgrade.

Impact on the Parts

None.

3.3.1.1.2 Precautions

Table 3-20 describes the precautions for upgrading the server.

Table 3-20 Precautions for the upgrade

No. Description

1 Before the upgrade, read this document carefully to ensure that
you have learned all the content. For any problems or suggestions
pertaining to this document, contact technical support.

2 Perform the upgrade during off-peak hours to minimize the
impact on the system and services.

3 The upgrade takes about 20 minutes.

NOTE
The HMM has two images working in active/standby mode. The two
images must be upgraded individually. Upgrading one image takes 5
minutes to 10 minutes. For details, see 3.3.1.3.1 Upgrade Procedure.

3.3.1.1.3 Version Requirements

If you need to upgrade the HMM from a version earlier than an intermediate
version to a version later than the intermediate version, upgrade the HMM to the
intermediate version and then the target version. If the upgrade to the
intermediate version fails, restart the HMM and try again. Table 3-21 lists the
compute node models and their intermediate versions. For example, if the HMM
source version of an MM630 is earlier than V272 and the target version is later
than V272, you need to upgrade the HMM to V272 and then to the target version.
If the upgrade to V272 fails, restart the HMM and try again.
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Table 3-21 HMM intermediate versions and compute node models

Intermediate Model
Version

272 MM630
330 MM810

3.3.1.1.4 Upgrade Process

HMM Upgrade Process
Figure 3-9 shows the HMM upgrade process.

Figure 3-9 HMM Upgrade Process

Active system Standby system
HMM CLI image im}:';ug
1.Loginto 1|;(-:J 2.Run the upgrade
AMM CLI command |3 Upgrade the standby

system image

4.Restart the HMM

5. Log in to the
HMM CLI 6.Run the upgrade

command

7.Upgrade the original active system image

|
8.Restart the HMM

S

The detailed process description is as follows:

Log in to the HMM CLI.
2. Run the upgrade command on the HMM CLI.
3. Upgrade the backup HMM system image.

(10 NOTE

The HMM that the user has accessed is the primary system image.

4. Restart the HMM system. The current login user is logged out after the
system restarts, and the image file is automatically switched to the upgraded
backup system image.

Log in to the HMM CLI again.
6. Run the upgrade command again on the HMM CLI.
Upgrade the original primary HMM system image.
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8. Restart the HMM system.

3.3.1.2 Preparing for the Upgrade

3.3.1.2.1 Pre-upgrade Checklist
Table 3-22 lists the items to be checked before the upgrade.

Table 3-22 Pre-upgrade checklist

No. Item Operation and Expected Result
1 System | 1. View and record the current iBMC and HMM versions. For
softwar details, see 5.7 Check the Software Version of the Server
e Node. and 5.9 Checking the HMM Software Version.
VErsIon | o Check that the source versions are earlier than target
versions.
2 System | Check iBMC system operating status:
operati | ¢ |f no minor alarm, major alarm, or critical alarm is
ng generated, continue the upgrade process. For details, see
status 5.7 Check the Software Version of the Server Node..
e If there are active alarms, contact technical support to
confirm the alarms.

3.3.1.2.2 Obtaining the Upgrade Packages and Documents

To obtain the upgrade package and related documents, perform the following
steps:

e  Enterprise users:

a. Log in to the Huawei Enterprise support website.

b. On the home page, click Software Download.

¢. In the displayed NIC list, select Server.

d. In the server list, select the server to be upgraded.
The server version list is displayed.

e. Select the target version.

f.  Download and decompress the upgrade packages to a local PC. Table
3-23 lists the upgrade packages to be obtained.
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Table 3-23 Upgrade package

Name Function Required File after
Decompression
HMM HMM upgrade package image.hpm
NOTE

Do not confuse the HMM
upgrade package with the
iBMC upgrade package.
Otherwise, the HMM cannot
run properly.

g. Download the documents required for the upgrade from the same page.
Documents to be obtained are as follows:

= Release Notes
®  Upgrade Guide

" Version Mapping

e  Carrier users: Contact technical support of your local Huawei office.

3.3.1.2.3 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.3.1.3 Upgrading the HMM

3.3.1.3.1 Upgrade Procedure

Scenarios

Upgrade the HMM.

If you need to upgrade the HMM from a version earlier than the intermediate
version to a version later than the intermediate version, upgrade the HMM to the
intermediate version and then to the target version. If the upgrade to the

Issue 19 (2024-09-02) Copyright © Huawei Technologies Co., Ltd. 108


https://support.huawei.com/carrier/digitalSignatureAction
https://support.huawei.com/enterprise/en/tool/pgp-verify-TL1000000054
https://support.huawei.com/enterprise/en/tool/pgp-verify-TL1000000054

FusionServer Pro High-Density Servers

Upgrade Guide

3 Upgrading the Firmware of Chassis Components

intermediate version fails, restart the HMM and try again. Table 3-24 lists the
compute node models and their intermediate versions. For example, if the HMM
source version of an MM630 is earlier than V272 and the target version is later
than V272, you need to upgrade the HMM to V272 and then to the target version.
If the upgrade to V272 fails, restart the HMM and try again.

Table 3-24 HMM intermediate versions and compute node models

Intermediate Model
Version

272 MM630
330 MM810
{1 NOTE

e The system user name and password remain unchanged after the upgrade.
e The active and standby images of the HMM must be upgraded individually.

e Upgrade the standby image first. After the standby image is upgraded, restart the server
and upgrade the original active image.

Impact on the System

Prerequisites

The HMM system restarts twice during the HMM software upgrade. Upgrade the
HMM during off-peak hours to minimize the impact on services.

Conditions

e You have logged in to the server using PuUTTY. For details, see 5.11 Logging In
to the Server Over a Network Port by Using PuTTY.

e There is no minor, major, or critical alarm on the HMM.
Data

This operation requires no data preparation.

Software

You have obtained image.hpm. For details, see 3.3.1.2.2 Obtaining the Upgrade
Packages and Documents.

(11 NOTE

The X6000 has two HMM models, MM630 and MM650. Before obtaining the software
package, you need to query the model and then download the software upgrade package
of a proper model.

To view the HMM model, run the ipmcget -d version command on the HMM CLI. In the
command output, Product Name indicates the model.
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Procedure

Step 1 Log in to the HMM.

1.

Log in to the HMM to upload the upgrade package. Select one of the
following methods to log in to the HMM:

- Method 1: Use the HMM IP address to log in to the HMM.
i.  Use a cross-platform file transfer tool to connect to the HMM
address.

WinSCP is an example of the cross-platform file transfer tool. For
details, see 5.12 Transferring Files Using WinSCP.

ii. Copy the HMM upgrade package to the /tmp directory of the HMM.

- Method 2: Use Network Address Translation (NAT) to log in to the HMM.
i. Logintothe HMM CLI using the server node management IP
address. For details, see 5.14 Logging In to the Management

Module CLI Through the Management IP Address of the Server
Node.

ii. Use a cross-platform file transfer tool to connect to the iBMC
management network port IP address of the server node.

WinSCP is an example of the cross-platform file transfer tool. For
details, see 5.12 Transferring Files Using WinSCP.

(1] NOTE

In method 2, the iBMC management network port IP address of the server node and
the port number of the HMM SSH NAT service are used. The port number is 30022 by
default.

Step 2 Upgrade the standby HMM image.

1.

Run the ipmcset -d notimeout -v enabled command on the CLI to disable
logout on timeout.

Run the ipmcset -d upgrade -v /tmp/image.hpm command to upgrade the
HMM software.

Wait for the HMM system to complete the upgrade.

This process takes about 5 to 10 minutes. Ensure that the HMM is not
powered off during the upgrade.

When Update successfully is displayed, the upgrade is successful.

iBMC:->ipmcset -d upgrade -v /tmp/image.hpm

Please make sure the iBMC is working while upgrading.
Updating...

100%

Update successfully.

After the upgrade is complete, the HMM system automatically restarts.

Step 3 Upgrade the original active HMM image.

1.
2.
3.

Log in to the HMM CLI again after the restart.
Repeat Step 1 to upload the software package.

Repeat 2 in Step 2 to 1 in step 3 to upgrade the original primary HMM
image.

--—-End
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3.3.1.3.2 Verifying the Upgrade

Verification Checklist
Table 3-25 describes the HMM upgrade verification checklist.

Table 3-25 Verification checklist

No. Item Expected Result

1 HMM version The HMM is of the target version.

Verification Procedure and Troubleshooting
Procedure

1. Log in to the HMM CLI again.

For details, see 5.11 Logging In to the Server Over a Network Port by
Using PuTTY.

2. Check whether the HMM is of the target version.
For details, see 5.9 Checking the HMM Software Version.
Ensure that the HMM version is correct.

Troubleshooting
If the login fails, contact technical support.

If the HMM is not of the target version or an error message is displayed, upgrade
the HMM again. If the upgrade still fails, record the operations you have taken,
and send the information to technical support.

3.3.1.4 Rolling Back the Firmware Version

3.3.1.4.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.3.1.4.2 Rollback Procedure

Step 1 Determine the target version.

You are advised to roll back the software to the source version.
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Step 2 Roll back the software.

The operations of rolling back software to a specified version are the same as that
those of upgrading the software.

--—-End

3.4 Upgrading the HMM CPLD

X6000 V6 servers do not involve HMM CPLD upgrade.

3.4.1 Preparing for the Upgrade

3.4.1.1 Obtaining Software Packages
Perform the following steps to obtain the upgrade software packages:

e  Enterprise users:

Visit Intelligent Servers.
Click the server whose firmware is to be upgraded.
The server version list is displayed.

c. On the displayed page, click Software Download.
The server software version list is displayed.

d. Select the target version.

e. Download the upgrade package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.

3.4.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.
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3.4.2 Upgrade Procedure

Prerequisites
Conditions
You have logged in to the HMM CLI from a client (for example, a PC).
Data

e Port ID of the login IP address.

e User name and password for logging in to the HMM. For the X6000 V3 and
X6800 V3 servers, the default user name and password are root and
Huawei12#S. For the X6000 V5, X6000 V6, and X6800 V5 servers, the default
user name and password are Administrator and Admin@9000.

Tools

e Secure file transfer tool, for example, XShell
e Secure terminal simulator, for example, PuTTY

Software

You have downloaded the upgrade package, for example, X6800-
HMM(BC2SMMAO01)-CPLD-V005.zip, to the client (a PC), and decompressed it to
obtain the upgrade file, for example BC2SMMAO01005.hpm.

Procedure

Step 1 Use a file transfer tool (such as XShell) to upload BC2SMMAO01005.hpm from the
client (such as a PC) to the /tmp directory of the HMM.

The operations vary with the tool you use. Refer to the user guide of the tool.

Step 2 On the HMM CLI, run the ipmcget -d version command to check the CPLD
version information.

Step 3 On the HMM CLI, run the ipmcset -d upgrade -v /tmp/BC2SMMAO01005.hpm
command.

The upgrade starts, as shown in Figure 3-10.
L] NOTE
During the CPLD upgrade, do not power off the server. If the server is abnormal due to an
unexpected power-off during the upgrade, log in to the HMM CLI and upgrade the CPLD
again.

After the upgrade is complete, the HMM restarts automatically.

Figure 3-10 Upgrading the HMM CPLD

n: Thu Jan 1 00:00:55 UTC
zset —d upgrade “Lmr:
ake sure the iBMOC
e ing...

del ob ject: class name=Entity, ohject name=EntityPowerSupply-1
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Step 4 Upon HMM startup, run the ipmcget -d version command on the HMM CLI to
check the CPLD version information.

--—-End

3.4.3 Rolling Back the Firmware Version

3.4.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.4.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the CPLD version.

The rollback procedure is similar to the upgrade procedure. For details, see 3.4.2
Upgrade Procedure.

--—-End

3.5 Upgrading the Mainboard CPLD
3.5.1 Upgrading the Mainboard CPLD Using the iBMC WebUI

3.5.1.1 Preparing for the Upgrade

3.5.1.1.1 Obtaining Software Packages
Perform the following steps to obtain the upgrade software packages:

e Enterprise users:

a. Visit Intelligent Servers.
Click the server whose firmware is to be upgraded.
The server version list is displayed.

c. On the displayed page, click Software Download.
The server software version list is displayed.

d. Select the target version.
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e. Download the upgrade package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.

3.5.1.1.2 Obtaining the Rollback Package

Scenario
Version rollback is required when the version upgrade fails and the software
version is not the source version. This section describes how to obtain the required
rollback package before the upgrade.

Procedure

e  Enterprise users:

Visit Intelligent Servers.

Click the server on which you want to perform a firmware rollback. The
server version list is displayed.

c. On the displayed page, click Software Download. The server software
version list is displayed.

d. Check the current firmware version.
= |f the iBMC version is earlier than V561, choose Information >
System Info on the iBMC WebUI.
Check the mainboard CPLD version on the page displayed.
" |f the iBMC version is V561 or later or the iBMC version is in
x.xx.xx.xx format, choose System > System Info on the iBMC WebUI.
Check the mainboard CPLD version on the page displayed.
e. Select the target version.
The version list displays all the supported software versions.

®  |f the target version is in the version list, go to f.

® |f the target version is not in the version list, contact technical
support.

f.  Download the rollback package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.

3.5.1.1.3 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from the Support website, verify its PGP
digital signature. See OpenPGP Signature Verification Guide. If the software
package fails the verification, do not use it, and contact Huawei technical support.
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Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.5.1.2 Upgrade Procedure

Scenarios

Prerequisites

Procedure

Step 1

Upgrade the server mainboard CPLD using the iBMC WebUI.

The mainboard CPLD can be upgraded when the server is powered on or off, and
the upgrade procedures are similar. This section describes how to upgrade the
mainboard CPLD when the server is powered off.

Conditions

You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUI.

Data
None
Software

You have downloaded the mainboard CPLD upgrade package to the client (such as
a PC), decompressed the package, and obtained the upgrade file.

NOTICE

If the iIBMC version is earlier than 2.56, restart the iBMC before upgrading the
firmware. To restart the iBMC, do as follows:

e Login to the iBMC WebUI, choose System > Upgrade Firmware, and click
Restart iBMC in the Firmware Version Info area. For details about how to
log in to the iIBMC WebUI, see 5.4 Logging In Using the iBMC WebUI.

e Login to the iBMC CLI, and run the ipmcset -d reset command to restart the
iBMC. For details about how to log in to the iBMC CLI, see 5.5 Logging In to
the iBMC CLI.

Check the current firmware version.

e |If the iBMC version is earlier than V561, choose Information > System Info
on the iBMC WebUI.

Check the mainboard CPLD version on the page displayed.
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If the iBMC version is V561 or later or the iBMC version is in x.xx.xx.xx format,
choose System > System Info on the iBMC WebUI.

Check the mainboard CPLD version on the page displayed.

Step 2 Upgrade the mainboard CPLD.

1.

Open the Firmware Upgrade page on the iBMC WebUI.

- If the iBMC version is earlier than V561, choose System > Firmware
Upgrade on the iBMC WebUI.

The page shown in Figure 3-11 is displayed.

Figure 3-11 Firmware Upgrade page (iBMC version earlier than V561)

s'é IBMC Information Alarm & SEL Diagnostics Power Configuration System Remote Console o &
e

& huavei [English ¥] Log Out
Firmware Upgrade [ o)
VP

2288H VS

Firmware Version Info

: Image Switchhover Restart iBMC
Host Name:huawei

Operation Logs
Run Logs
Security Logs
Work Records Firmware Upgrade

Online Users

Firmware Upgrade

Upgrade File: Upgrade

Language Update

0%

Upgrade Status:

- If the iBMC version is V561 or later or the iBMC version is in X.XX.XX.XX

format, choose iBMC Settings > Firmware Upgrade on the iBMC WebUI.
The page shown in Figure 3-12 is displayed.
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Figure 3-12 Firmware Upgrade page (iBMC V561 or later)

Home System Maintenance User & Security Services iBMC Settings

iBMC Settings | Firmware Version Info

Network Settings Restart iBMC Switch to Available Image

Time Zone & NTP
3.01.09.99

Firmware Upgrade
Configuration Update 3.01.09.99
Language Management 3.02.00.01
License Management

0.58
iBMA Management <

1.09
USB Management

| Firmware Upgrade

(11 NOTE

The page displayed for firmware upgrade varies with iBMC versions.

2. In the Firmware Upgrade area, click
A window is displayed for you to select the upgrade file.
3. Select the upgrade file.
Click Open.
After the upgrade file is selected, the Firmware Upgrade page is displayed.
5. Click Upgrade.
A dialog box is displayed asking you whether to start the upgrade.
6. Click Yes to start the upgrade.
L] NOTE

During the CPLD upgrade, do not power off the server. If the server is abnormal due to an
unexpected power-off during the upgrade, log in to the iBMC and upgrade the CPLD again.

The upgrade process takes about 3 minutes. If "The upgrade is complete" is
displayed, the upgrade is successful.

Step 3 Make the upgrade take effect. The operations vary depending on the state in
which the system is while the upgrade is performed.

If the upgrade is performed while the server is powered off, perform the
following steps:

For a V3 server, the iBMC is automatically reset after the CPLD upgrade is
complete. After the iBMC is reset, the new CPLD takes effect. In addition,
the iBMC automatically powers on or powers off the server based on the
setting of System State Upon Power Supply.
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= |f System State Upon Power Supply is set to Power On, the iBMC
automatically powers on the server.

= |f System State Upon Power Supply is set to Remain Off or
Restore Previous State, you need to power on the server manually.

- For V5 and V6 servers, the iBMC automatically powers off and then
powers on after the CPLD upgrade is complete. The new CPLD takes
effect after the server is powered on.

If the upgrade is performed while the server is powered on, perform the
following steps:

After the CPLD upgrade is complete, power off the server manually. On the
iBMC WebUI, choose Power > Power Control, and click Power Off. The new
CPLD takes effect after the iBMC is automatically reset. In addition, the iBMC
automatically powers on or off the server based on the setting of System
State Upon Power Supply.

- If System State Upon Power Supply is set to Power On, the iBMC
automatically powers on the server.

- If System State Upon Power Supply is set to Remain Off or Restore
Previous State, you need to power on the server manually.

= |f the iBMC version is earlier than V561, choose Power > Power
Control, and click Power On.

= |f the iBMC version is V561 or later or the iBMC version is in
x.xx.xx.xx format, choose System > Power > Power Control, and
click Power On.

(10 NOTE

A forced power-off may cause data loss or program damage. Forcibly power off the
server only when necessary.

Step 4 Check whether the firmware version is the target version.

If the iBMC version is earlier than V561, choose Information > System Info
on the iBMC WebUI.

Check the mainboard CPLD version information on the page displayed.

If the iBMC version is V561 or later or the iBMC version is in x.xx.xx.xx format,
choose System > System Info.

Check the mainboard CPLD version information on the page displayed.

--—-End

3.5.1.3 Rolling Back the Firmware Version

3.5.1.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.
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e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.5.1.3.2 Rollback Procedure
Step 1 Determine the target version.
Step 2 Roll back the CPLD version.

The rollback procedure is similar to the upgrade procedure. For details, see 3.5.1.2
Upgrade Procedure.

--—-End

3.5.2 Using the iMana 200 to Upgrade the Mainboard CPLD

3.5.2.1 Preparing for the Upgrade

3.5.2.1.1 Obtaining Software Packages
Perform the following steps to obtain the upgrade software packages:

e Enterprise users:

a. Visit Intelligent Servers.

b. Click the server whose firmware is to be upgraded.
The server version list is displayed.

¢. On the displayed page, click Software Download.
The server software version list is displayed.

d. Select the target version.

Download the upgrade package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.

3.5.2.1.2 Obtaining the Rollback Package

Scenario
Version rollback is required when the version upgrade fails and the software
version is not the source version. This section describes how to obtain the required
rollback package before the upgrade.

Procedure

e Enterprise users:

a. Visit Intelligent Servers.

b. Click the server on which you want to perform a firmware rollback. The
server version list is displayed.

c. On the displayed page, click Software Download. The server software
version list is displayed.

Issue 19 (2024-09-02) Copyright © Huawei Technologies Co., Ltd. 120


https://support.huawei.com/enterprise/en/category/intelligent-servers-pid-1548148142425?submodel=15791
https://support.huawei.com/enterprise/en/category/intelligent-servers-pid-1548148142425?submodel=15791

FusionServer Pro High-Density Servers
Upgrade Guide 3 Upgrading the Firmware of Chassis Components

d. Check the current firmware version.
= |f the iBMC version is earlier than V561, choose Information >
System Info on the iBMC WebUI.
Check the mainboard CPLD version on the page displayed.
® |f the iBMC version is V561 or later or the iBMC version is in
x.xx.xx.xx format, choose System > System Info on the iBMC WebUI.
Check the mainboard CPLD version on the page displayed.
e. Select the target version.
The version list displays all the supported software versions.

® |f the target version is in the version list, go to f.

® |If the target version is not in the version list, contact technical
support.

f.  Download the rollback package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.

3.5.2.1.3 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from the Support website, verify its PGP
digital signature. See OpenPGP Signature Verification Guide. If the software
package fails the verification, do not use it, and contact Huawei technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.
For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.5.2.2 Upgrade Procedure

Scenarios
Upgrade the server mainboard CPLD using the iMana 200 WebUI.
The mainboard CPLD can be upgraded when the server is powered on or off, and
the upgrade procedures are similar. This section describes how to upgrade the
mainboard CPLD when the server is powered off.

Prerequisites

Conditions

You have logged in to the iMana 200 WebUI.
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Data
None

Software

You have downloaded and decompressed the mainboard CPLD upgrade package
to the client (a PC) and obtained the upgrade file (for example, cpldimage.hpm).

oK

Upgrade

Procedure
Step 1 Check the firmware version before the upgrade.
On the iBMC WebUI, choose System Information > Firmware Version.
Check the mainboard CPLD version on the page displayed.
Step 2 Upgrade the mainboard CPLD.
1. On the iMana 200 WebUI, choose Configuration > Firmware Upgrade.
The Firmware Upgrade page is displayed, as shown in Figure 3-13.
Figure 3-13 Firmware Upgrade
Overview
81 System Information Firmware Upgrade
i Nt
iMana Vers (U1029)7.21 7.17
BIOS Versi (U102)vo60
T
Take-effect Mode Restart Immediately ~ Note: The take-effect mode applies only to the iMana.
2. Click Browse, and select the upgrade file.
3. Click Upgrade.
A confirmation dialog box is displayed.
4. Click Yes.
{11 NOTE

During the CPLD upgrade, do not power off the server. If the server is abnormal due to an
unexpected power-off during the upgrade, log in to the iMana 200 and upgrade the CPLD

again.

The upgrade process takes about 3 minutes. If "The upgrade is complete" is

displayed, the upgrade is successful.

Step 3 Make the upgrade take effect. The operations vary depending on the state in

which the system is while the upgrade is performed.

1.
following steps:

If the upgrade is performed while the server is powered off, perform the

After the CPLD upgrade is complete, the iMana 200 is automatically reset
after the CPLD upgrade is complete. After the iMana 200 is reset, the new
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CPLD takes effect. In addition, the iMana 200 automatically powers on or

powers off the server based on the setting of System State Upon Power

Supply.

- If System State Upon Power Supply is set to Power On, the iMana 200
automatically powers on the server.

- If System State Upon Power Supply is set to Remain Off or Restore
Previous State, you need to power on the server manually. On the iBMC
WebUI, choose Power > Power Control, and click Power On.

If the upgrade is performed while the server is powered on, perform the
following steps:

After the CPLD upgrade is complete, power off the server by choosing Power
> Power Control in the navigation tree and clicking Power Off on the Power
Control page. The CPLD of the new version takes effect after the iMana 200
is automatically reset. The iMana 200 automatically powers on or powers off
the server based on the setting of System State Upon Power Supply.

- If System State Upon Power Supply is set to Power On, the iBMC
automatically powers on the server.

- If System State Upon Power Supply is set to Remain Off or Restore
Previous State, you need to power on the server manually. On the iBMC
WebUI, choose Power > Power Control, and click Power On.

(11 NOTE

A forced power-off may cause data loss or program damage. Forcibly power off the server
only when necessary.

Step 4 Check whether the firmware version is the target version.

On the iMana 200 WebUI, choose System Information > Firmware Version.

View the mainboard CPLD version information on the page displayed.

--—-End

3.5.2.3 Rolling Back the Firmware Version

3.5.2.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

After the upgrade is complete, the target version functions abnormally.

The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.5.2.3.2 Rollback Procedure

Step 1 Determine the target version.

Step 2 Roll back the CPLD version.
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The rollback procedure is similar to the upgrade procedure. For details, see 3.5.2.2

Upgrade Procedure.

--—-End

3.5.3 Upgrading the Mainboard CPLD Using SmartKit

3.5.3.1 Preparing for the Upgrade
3.5.3.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table

3-26.

Table 3-26 Obtaining the software packages

Type

How to Obtain

Firmware upgrade package of
the chassis components

e Enterprise users:
1. Log in to Intelligent Servers.
2. Click the server whose firmware is to

. On the displayed page, click Software

. Select the target version.
. Download the upgrade package of the

e Carrier users: Contact technical support of
your local Huawei office.

be upgraded.
The server version list is displayed.

Download.
The server software version list is
displayed.

component to be upgraded to the
client (local PC) and decompress the
package.
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Type How to Obtain
SmartKit tool package e Enterprise users:

1. Log in to the SmartKit Computing
website.

2. Select All next to Select Version.

3. Click the latest SmartKit Computing
version. The software list is displayed.

4. Select the SmartKit tool package from
the software list.

5. Download the SmartKit tool package
and digital signature file.

e Carrier users: Contact technical support of
your local Huawei office.

3.5.3.1.2 Obtaining the Rollback Package

Scenario
Version rollback is required when the version upgrade fails and the software
version is not the source version. This section describes how to obtain the required
rollback package before the upgrade.

Procedure

e  Enterprise users:
a. Visit Intelligent Servers.
b. Click the server on which you want to perform a firmware rollback.
The server version list is displayed.
c. On the displayed page, click Software Download.
The server software version list is displayed.
d. Check the current firmware version.
®  |f the iBMC version is earlier than V561, choose Information >
System Info on the iBMC WebUI.
Check the mainboard CPLD version on the page displayed.
"  |f the iBMC version is V561 or later or the iBMC version is in
x.xx.xx.xx format, choose System > System Info on the iBMC WebUI.
Check the mainboard CPLD version on the page displayed.
e. Select the target version.
The version list displays all the supported software versions.

" |f the target version is in the version list, go to f.

® |f the target version is not in the version list, contact technical
support.
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f.  Download the rollback package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.

3.5.3.1.3 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from the Support website, verify its PGP
digital signature. See OpenPGP Signature Verification Guide. If the software
package fails the verification, do not use it, and contact Huawei technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.
For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.5.3.2 Upgrade Procedure

For details, see "Using SmartKit" > "Firmware Upgrade" > "Upgrading Server
Firmware" in the SmartKit Computing XXX User Guide corresponding to the
SmartKit plug-in version.

3.5.3.3 Rolling Back the Firmware Version

3.5.3.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.5.3.3.2 Rollback Procedure
Step 1 Determine the target version.
Step 2 Roll back the CPLD version.

The rollback procedure is similar to the upgrade procedure. For details, see the
SmartKit Computing XXX User Guide corresponding to the SmartKit plugin
version.

--—-End
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3.6 Upgrading the Hard Drive Backplane CPLD

X6000 V6 servers do not involve drive backplane CPLD upgrade.

3.6.1 Upgrading the Drive Backplane CPLD Using the iBMC
WebUI

3.6.1.1 Preparing for the Upgrade

3.6.1.1.1 Obtaining Software Packages
Perform the following steps to obtain the upgrade software packages:

e  Enterprise users:

a. Visit Intelligent Servers.
Click the server whose firmware is to be upgraded.
The server version list is displayed.

¢. On the displayed page, click Software Download.
The server software version list is displayed.

d. Select the target version.

e. Download the upgrade package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.
3.6.1.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from the Support website, verify its PGP
digital signature. See OpenPGP Signature Verification Guide. If the software
package fails the verification, do not use it, and contact Huawei technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.6.1.2 Upgrade Procedure

Scenarios
Upgrade the hard drive backplane CPLD using the iBMC WebUI.
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The hard drive backplane CPLD can be upgraded when the server is powered on or
off, and the upgrade procedures are similar. This section describes how to upgrade
the hard drive backplane CPLD when the server is powered off.

Prerequisites

Conditions

You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUI.

Data

None

Software

You have downloaded and decompressed the CPLD upgrade package to the client

(a PC) and obtained the upgrade file (for example, cpldimage.hpm).

Procedure

NOTICE

If the iBMC version is earlier than 2.56, restart the iBMC before upgrading the
firmware. To restart the iBMC, do as follows:

e Login to the iBMC WebUI, choose System > Upgrade Firmware, and click
Restart iBMC in the Firmware Version Info area. For details about how to
log in to the iBMC WebUI, see 5.4 Logging In Using the iBMC WebUI.

e Log in to the iBMC CLI, and run the ipmcset -d reset command to restart the
iBMC. For details about how to log in to the iBMC CLI, see 5.5 Logging In to
the iBMC CLL

Step 1 Check the current firmware version.

e If the iBMC version is earlier than V561, choose Information > System Info >
Other Devices on the iBMC WebUI and view the current drive backplane
CPLD version.

e If the iIBMC version is V561 or later or the iBMC version is in the X.XX.xX.xx
format, choose System > System Info > Others on the iBMC WebUI and view
the current drive backplane CPLD version.

Step 2 Upgrade the hard drive backplane CPLD.
(11 NOTE

For the X6000 server, you need to upgrade the hard drive backplane CPLD on server node 1.

1. Open the Firmware Upgrade page on the iBMC WebUI. The iBMC WebUI
varies depending on the iBMC version.

- If the iBMC version is earlier than V561, choose System > Firmware
Upgrade on the iBMC WebUI.

The page shown in Figure 3-14 is displayed.

Issue 19 (2024-09-02) Copyright © Huawei Technologies Co., Ltd. 128



FusionServer Pro High-Density Servers
Upgrade Guide 3 Upgrading the Firmware of Chassis Components

Figure 3-14 Firmware Upgrade page (iBMC version earlier than V561)
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- If the iBMC version is V561 or later or the iBMC version is in X.XX.XX.XX
format, choose iBMC Settings > Firmware Upgrade on the iBMC WebUIL.

The page shown in Figure 3-15 is displayed.

Figure 3-15 Firmware Upgrade page (iBMC V561 or later)
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{11 NOTE

The page displayed for firmware upgrade varies with iBMC versions.

2. In the Firmware Upgrade area, click
A window is displayed for you to select the upgrade file.
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3. Select the upgrade file.
Click Open.
After the upgrade file is selected, the Firmware Upgrade page is displayed.
5. Click Upgrade.
A dialog box is displayed asking you whether to start the upgrade.
6. Click Yes to start the upgrade.
{1 NOTE

During the CPLD upgrade, do not power off the server. If the server is abnormal due to an
unexpected power-off during the upgrade, log in to the iBMC and upgrade the CPLD again.

The upgrade process takes about 3 minutes. If "The upgrade is complete" is
displayed, the upgrade is successful.

Step 3 Make the upgrade take effect. The operations vary depending on the state in
which the system is while the upgrade is performed.

If the upgrade is performed while the server is powered off, perform the
following steps:

For a V3 server, the iBMC is automatically reset after the CPLD upgrade is
complete. After the iBMC is reset, the new CPLD takes effect. In addition,
the iBMC automatically powers on or powers off the server based on the
setting of System State Upon Power Supply.

= |f System State Upon Power Supply is set to Power On, the iBMC
automatically powers on the server.

= |f System State Upon Power Supply is set to Power Off or Restore
Previous State, you need to power on the server by choosing Power
> Power Control in the navigation tree and clicking Power On on
the Power Control page.

For V5 and V6 servers, the iBMC automatically powers off and then
powers on after the CPLD upgrade is complete. The new CPLD takes
effect after the server is powered on.

If the upgrade is performed while the server is powered on, you need to
manually power off the server after the CPLD upgrade as follows:

If the iBMC version is earlier than V561, choose Power > Power Control,
and click Power Off.

If the iBMC version is V561 or later or the iBMC version is in X.XX.XX.Xx
format, choose System > Power > Power Control, and click Power Off.

The new CPLD takes effect after the iBMC is automatically reset. In addition,
the iBMC automatically powers on or powers off the server based on the
setting of System State Upon Power Supply.

If System State Upon Power Supply is set to Power On, the iBMC
automatically powers on the server.

If System State Upon Power Supply is set to Remain Off or Restore
Previous State, you need to power on the server manually.

®  |f the iBMC version is earlier than V561, choose Power > Power
Control, and click Power On.
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®  |f the iBMC version is V561 or later or the iBMC version is in
x.xx.xx.xx format, choose System > Power > Power Control, and
click Power On.

(10 NOTE

A forced power-off may cause data loss or program damage. Forcibly power off the
server only when necessary.

Step 4 Check whether the firmware version is the target version.

If the iBMC version is earlier than V561, choose Information > System Info >
Other Devices on the iBMC WebUI and query the drive backplane CPLD
version.

If the iBMC version is V561 or later or the iBMC version is in the X.xx.xx.xx
format, choose System > System Info > Others on the iBMC WebUI and
query the drive backplane version.

--—-End

3.6.1.3 Rolling Back the Firmware Version

3.6.1.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

After the upgrade is complete, the target version functions abnormally.

The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.6.1.3.2 Rollback Procedure

Step 1 Determine the target version.

Step 2 Roll back the CPLD version.

The rollback procedure is similar to the upgrade procedure. For details, see 3.6.1.2
Upgrade Procedure.

--—-End

3.6.2 Using the iMana 200 to Upgrade the Hard Disk
Backplane CPLD

3.6.2.1 Preparing for the Upgrade

3.6.2.1.1 Obtaining Software Packages

Perform the following steps to obtain the upgrade software packages:
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e Enterprise users:

a. Visit Intelligent Servers.

b. Click the server whose firmware is to be upgraded.
The server version list is displayed.

¢. On the displayed page, click Software Download.
The server software version list is displayed.

d. Select the target version.

e. Download the upgrade package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.

3.6.2.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from the Support website, verify its PGP
digital signature. See OpenPGP Signature Verification Guide. If the software
package fails the verification, do not use it, and contact Huawei technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.
For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.6.2.2 Upgrade Procedure

Scenarios
Upgrade the hard drive backplane CPLD using the iMana 200 WebUI.
The hard drive backplane CPLD can be upgraded when the server is powered on or
off, and the upgrade procedures are similar. This section describes how to upgrade
the hard drive backplane CPLD when the server is powered off.

Prerequisites

Conditions

You have logged in to the iMana 200 WebUI.
Data

None

Software

You have downloaded and decompressed the CPLD upgrade package to the client
(a PC) and obtained the upgrade file (for example, hddcpld.hpm).

Issue 19 (2024-09-02) Copyright © Huawei Technologies Co., Ltd. 132


https://support.huawei.com/enterprise/en/category/intelligent-servers-pid-1548148142425?submodel=15791
https://support.huawei.com/carrier/digitalSignatureAction
https://support.huawei.com/enterprise/en/tool/pgp-verify-TL1000000054
https://support.huawei.com/enterprise/en/tool/pgp-verify-TL1000000054

FusionServer Pro High-

Upgrade Guide

Density Servers
3 Upgrading the Firmware of Chassis Components

Procedure

Step 1 Check the current CPLD version.

On the iBMC WebUI, choose System Information > Firmware Version.

View the CPLD version information on the page displayed.

Step 2 Upgrade the hard drive backplane CPLD.
L] NOTE

4.

For the X6000 server, you need to upgrade the hard drive backplane CPLD on server node 1.

On the iMana 200 WebUI, choose Configuration > Firmware Upgrade.
The Firmware Upgrade page is displayed, as shown in Figure 3-16.

Figure 3-16 Firmware upgrade

Overview n >> Firmware Upgrade

8] system Information (¥) | Firmware Upgrade
FBagermote Control

% Ps Management
ot power off the server or restart the iMana during the frmware upgrade.
re fais to upgrade, check whether the iMana memory capacity s sufficient and the uparade fll is correct.

ware, system needs two minutes of preparation time.

or restart the OS during 3 BIOS upgrade.

Item Current Image Version Backup Image Version

iMana Version (U1029)7.21 7.17
BIOS Version (u102)v080

oK

Systern Resource

Firmware Upgrade
Upgrade Fie Name

Take-effect Mode Restart Immediately  ~ Note: The take-effect mode applies only to the Mana.

Detaled Configurations

Upgrade

Click Browse, and select the upgrade file.
Click Upgrade.

A confirmation dialog box is displayed.
Click Yes to start the upgrade.

(11 NOTE

During the CPLD upgrade, do not power off the server. If the server is abnormal due to an
unexpected power-off during the upgrade, log in to the iMana 200 and upgrade the CPLD
again.

The upgrade process takes about 3 minutes. If "The upgrade is complete" is
displayed, the upgrade is successful.

Step 3 Make the upgrade take effect. The operations vary depending on the state in
which the system is while the upgrade is performed.

1.

If the upgrade is performed while the server is powered off, perform the
following steps:

The CPLD of the new version takes effect after the iMana 200 is automatically
reset. The iMana 200 automatically powers on or powers off the server based
on the setting of System State Upon Power Supply.

- If System State Upon Power Supply is set to Power On, the iMana 200
automatically powers on the server.
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- If System State Upon Power Supply is set to Remain Off or Restore
Previous State, you need to power on the server manually. On the iBMC
WebUI, choose Power > Power Control, and click Power On.

If the upgrade is performed while the server is powered on, perform the
following steps:

After the CPLD upgrade is complete, power off the server manually. On the
iBMC WebUI, choose Power > Power Control, and click Power Off. The CPLD
of the new version takes effect after the iMana 200 is automatically reset. The
iMana 200 automatically powers on or powers off the server based on the
setting of System State Upon Power Supply.

- If System State Upon Power Supply is set to Power On, the iBMC
automatically powers on the server.

- If System State Upon Power Supply is set to Remain Off or Restore
Previous State, you need to power on the server manually. On the iBMC
WebUI, choose Power > Power Control, and click Power On.

(11 NOTE

A forced power-off may cause data loss or program damage. Forcibly power off the server
only when necessary.

Step 4 Check whether the CPLD version is the target version.

On the iMana 200 WebUI, choose System Information > Firmware Version.

View the CPLD version information on the page displayed.

----End

3.6.2.3 Rolling Back the Firmware Version

3.6.2.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

After the upgrade is complete, the target version functions abnormally.

The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.6.2.3.2 Rollback Procedure

Step 1 Determine the target version.

Step 2 Roll back the CPLD version.

The rollback procedure is similar to the upgrade procedure. For details, see 3.6.2.2
Upgrade Procedure.

--—-End
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3.6.3 Upgrading the Drive Backplane CPLD Using SmartKit

3.6.3.1 Preparing for the Upgrade
3.6.3.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table

3-27.

Table 3-27 Obtaining the software packages

Type

How to Obtain

Firmware upgrade package of
the chassis components

e Enterprise users:

1. Log in to Intelligent Servers.

2. Click the server whose firmware is to
be upgraded.
The server version list is displayed.

3. On the displayed page, click Software
Download.
The server software version list is
displayed.

4. Select the target version.

5. Download the upgrade package of the
component to be upgraded to the

client (local PC) and decompress the
package.

e Carrier users: Contact technical support of
your local Huawei office.
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Type How to Obtain
SmartKit tool package e Enterprise users:

1. Log in to the SmartKit Computing
website.

2. Select All next to Select Version.

3. Click the latest SmartKit Computing
version. The software list is displayed.

4. Select the SmartKit tool package from
the software list.

5. Download the SmartKit tool package
and digital signature file.

e Carrier users: Contact technical support of
your local Huawei office.

3.6.3.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from the Support website, verify its PGP
digital signature. See OpenPGP Signature Verification Guide. If the software
package fails the verification, do not use it, and contact Huawei technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.
For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.6.3.2 Upgrade Procedure

For details, see "Using SmartKit" > "Firmware Upgrade" > "Upgrading Server
Firmware" in the SmartKit Computing XXX User Guide corresponding to the
SmartKit plug-in version.

3.6.3.3 Rolling Back the Firmware Version

3.6.3.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.
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e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.6.3.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the CPLD version.

The rollback procedure is similar to the upgrade procedure. For details, see the
SmartKit Computing XXX User Guide corresponding to the SmartKit plugin
version.

--—-End

3.7 Upgrading the Fan Management Board CPLD

3.7.1 Upgrading the CPLD of the Fan Module Using the iBMC
WebUI

3.7.1.1 Preparing for the Upgrade

3.7.1.1.1 Obtaining Software Packages
Perform the following steps to obtain the upgrade software packages:

e Enterprise users:

Visit Intelligent Servers.

b. Click the server whose firmware is to be upgraded.
The server version list is displayed.

¢. On the displayed page, click Software Download.
The server software version list is displayed.

d. Select the target version.

e. Download the upgrade package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.

3.7.1.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.
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Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.7.1.2 Upgrade Procedure

Scenarios

Prerequisites

Procedure

Step 1

Step 2

NOTICE

You can upgrade the CPLD of the fan management module only on the iBMC
WebUI of the node in slot 1.

Use iBMC WebUI to upgrade the CPLD of the fan management board on an X6000
V6 server.

The fan management board CPLD can be upgraded while the OS is powered on or
off, and the upgrade procedures are similar. This section describes how to upgrade
the fan management board CPLD while the OS is powered off.

Conditions

You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUI.

Data
None
Software

You have downloaded the fan management board CPLD upgrade package to the
client (such as a PC), decompressed the package, and obtained the upgrade file.

Run the ipmcget -d v command on the remote console to check the CPLD version
of the fan management board before the upgrade.

Upgrade the fan management board CPLD.

1. On the iBMC WebUI, choose iBMC Settings > Firmware Upgrade.
The Firmware Upgrade page is displayed, as shown in Figure 3-17.
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Figure 3-17 Firmware upgrade page
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(11 NOTE

The page displayed for firmware upgrade varies with iBMC versions.

2. In the Firmware Upgrade area, click
A window is displayed for you to select the upgrade file.
3. Select the upgrade file.
Click Open.
After the upgrade file is selected, the Firmware Upgrade page is displayed.
5.  Click Upgrade.
A dialog box is displayed asking you whether to start the upgrade.
6. Click Yes to start the upgrade.
L] NOTE

During the CPLD upgrade, do not power off the server. If the server is abnormal due to an
unexpected power-off during the upgrade, log in to the iBMC using the NCSI management
network port and upgrade the CPLD again.

The upgrade process takes about 3 minutes. If "The upgrade is complete" is
displayed, the upgrade is successful.

Step 3 Make the upgrade take effect. The operations vary depending on the state of the
node when the upgrade was performed.

If the chassis contains powered-on nodes during the upgrade of the fan
management board CPLD, you need to manually power off the nodes after
the upgrade. When all nodes in the chassis are powered off, the node in slot 1
automatically resets the iBMC. Then the new CPLD of the fan management
board takes effect after the reset.
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e If all nodes in the chassis are powered off during the upgrade of the fan
management board CPLD, the iBMC automatically resets after the upgrade.
The new CPLD takes effect after the reset.

Step 4 Run the ipmcget -d v command on the remote console to check whether the
firmware version of the CPLD of the fan management board is the target version.

--—-End

3.7.1.3 Rollback

3.7.1.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.7.1.3.2 Rollback Procedure
Step 1 Determine the target version.
Step 2 Roll back the CPLD version.

The rollback procedure is similar to the upgrade procedure. For details, see 3.6.1.2
Upgrade Procedure.

--—-End

3.8 Upgrading the Riser Card CPLD

X6000 V6 servers do not involve the riser card CPLD upgrade.

3.8.1 Upgrading the Riser Card CPLD Using the iBMC WebUI

3.8.1.1 Preparing for the Upgrade

3.8.1.1.1 Obtaining Software Packages
Perform the following steps to obtain the upgrade software packages:

e Enterprise users:

a. Visit Intelligent Servers.
b. Click the server whose firmware is to be upgraded.
The server version list is displayed.
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c. On the displayed page, click Software Download.
The server software version list is displayed.
d. Select the target version.

e. Download the upgrade package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.

3.8.1.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. |f
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.
For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-

TL1000000054.

3.8.1.2 Upgrade Procedure

Scenarios
Upgrade the riser card CPLD using the iBMC WebUI.
The riser card CPLD can be upgraded when the server is powered on or off, and
the upgrade procedures are similar. This section describes how to upgrade the riser
card CPLD when the server is powered off.

Prerequisites

Conditions

You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUI.

Data
None
Software

You have downloaded and decompressed the riser card CPLD upgrade package to
the client (a PC) and obtained the upgrade file (for example,
cpldimage_for_ibmc.hpm).
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Procedure

NOTICE

If the iBMC version is earlier than 2.56, restart the iBMC before upgrading the
firmware. To restart the iBMC, do as follows:

e Login to the iBMC WebUI, choose System > Upgrade Firmware, and click
Restart iBMC in the Firmware Version Info area. For details about how to
log in to the iIBMC WebUI, see 5.4 Logging In Using the iBMC WebUI.

e Login to the iBMC CLI, and run the ipmcset -d reset command to restart the
iBMC. For details about how to log in to the iBMC CLI, see 5.5 Logging In to
the iBMC CLI.

Step 1 Check the current firmware version.

e If the iBMC version is earlier than V561, choose Information > System Info >
Other Devices on the iBMC WebUI and query the riser card CPLD version.

e If the iBMC version is V561 or later or the iBMC version is in the X.XX.xX.xx
format, choose System > System Info > Others on the iBMC WebUI and
query the riser card CPLD version.

Step 2 Upgrade the riser card CPLD.
1. Open the Firmware Upgrade page on the iBMC WebUI. The iBMC WebUI
varies depending on the iBMC version.

- If the iBMC version is earlier than V561, choose System > Firmware
Upgrade on the iBMC WebUI.

The page shown in Figure 3-18 is displayed.

Figure 3-18 Firmware Upgrade page (iBMC version earlier than V561)
él'wé iBMC Information Alarm & SEL Diagnostics Power Configuration System Remote Console & & & hawei [English ¥] Log Out
Firmware Upgrade ¢ ®

¢ @

2288H VS

Firmware Version Info

’ Image Switchhover Restart iBMC
Host Name:huawei

Operation Logs
Run Logs
Security Logs
WorcRedngts Firmware Upgrade
Online Users

Firmware Upgrade

Upgrade
Language Update

0%

- If the iBMC version is V561 or later or the iBMC version is in X.XX.XX.XX
format, choose iBMC Settings > Firmware Upgrade on the iBMC WebUI.

The page shown in Figure 3-19 is displayed.
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Figure 3-19 Firmware Upgrade page (iBMC V561 or later)

Home System Maintenance User & Security Services iBMC Settings

iBMC Settings | Firmware Version Info

Network Settings Restart iBMC Switch to Available Image

Time Zone & NTP
3.01.09.99

Firmware Upgrade
Configuration Update 3.01.09.99
Language Management 3.02.00.01
License Management

0.58
iBMA Management <

1.09
USB Management

| Firmware Upgrade

(11 NOTE

The page displayed for firmware upgrade varies with iBMC versions.

2. In the Firmware Upgrade area, click
A window is displayed for you to select the upgrade file.
3. Select the upgrade file.
Click Open.
After the upgrade file is selected, the Firmware Upgrade page is displayed.
5. Click Upgrade.
A dialog box is displayed asking you whether to start the upgrade.
6. Click Yes to start the upgrade.
L] NOTE

During the CPLD upgrade, do not power off the server. If the server is abnormal due to an
unexpected power-off during the upgrade, log in to the iBMC and upgrade the CPLD again.

The upgrade process takes about 3 minutes. If "The upgrade is complete" is
displayed, the upgrade is successful.

Step 3 Make the upgrade take effect. The operations vary depending on the state in
which the system is while the upgrade is performed.

If the upgrade is performed while the server is powered off, perform the
following steps:

For a V3 server, the iBMC is automatically reset after the CPLD upgrade is
complete. After the iBMC is reset, the new CPLD takes effect. In addition,
the iBMC automatically powers on or powers off the server based on the
setting of System State Upon Power Supply.
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= |f System State Upon Power Supply is set to Power On, the iBMC
automatically powers on the server.

= |f System State Upon Power Supply is set to Remain Off or
Restore Previous State, you need to power on the server manually.
On the iBMC WebUI, choose Power > Power Control, and click
Power On.

For a V5 server, the iBMC automatically powers off and then powers on
after the CPLD upgrade is complete. The new CPLD takes effect after the
server is powered on.

e If the upgrade is performed while the server is powered on, perform the
following steps:

After the CPLD is upgraded on a V3/V5 server, you need to manually
power off the server. The detailed operations are as follows:

= |f the iBMC version is earlier than V561, choose Power > Power
Control, and click Power Off.

= |f the iBMC version is V561 or later or the iBMC version is in
x.xx.xx.xx format, choose System > Power > Power Control, and
click Power Off.

The new CPLD takes effect after the iBMC is automatically reset. In
addition, the iBMC automatically powers on or powers off the server
based on the setting of System State Upon Power Supply.

= |f System State Upon Power Supply is set to Power On, the iBMC
automatically powers on the server.

= |f System State Upon Power Supply is set to Remain Off or
Restore Previous State, you need to power on the server manually.

o If the iBMC version is earlier than V561, choose Power > Power
Control, and click Power On.

o If the iBMC version is V561 or later or the iBMC version is in
x.xx.xx.xx format, choose System > Power > Power Control, and
click Power On.

{11 NOTE

A forced power-off may cause data loss or program damage. Forcibly power off
the server only when necessary.

Step 4 Check whether the firmware version is the target version.

e If the iBMC version is earlier than V561, choose Information > System Info >
Other Devices on the iBMC WebUI and query the riser card CPLD version.

e If the iBMC version is V561 or later or the iBMC version is in the X.XX.XX.Xx
format, choose System > System Info > Others on the iBMC WebUI and
query the riser card version.

--—-End

3.8.1.3 Rolling Back the Firmware Version

Issue 19 (2024-09-02)

Copyright © Huawei Technologies Co., Ltd. 144



FusionServer Pro High-Density Servers
Upgrade Guide 3 Upgrading the Firmware of Chassis Components

3.8.1.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.
e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.8.1.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the CPLD version.

The rollback procedure is similar to the upgrade procedure. For details, see 3.8.1.2
Upgrade Procedure.

--—-End

3.8.2 Using the iMana 200 to Upgrade the Riser Card CPLD

3.8.2.1 Preparing for the Upgrade

3.8.2.1.1 Obtaining Software Packages
Perform the following steps to obtain the upgrade software packages:

e  Enterprise users:

a. Log in to Intelligent Servers.

b. Click the server whose firmware is to be upgraded.
The server version list is displayed.

c. On the displayed page, click Software Download.
The server software version list is displayed.

d. Select the target version.

e. Download the upgrade package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.

3.8.2.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. |f
the verification fails, do not use the software package but contact Huawei
technical support.
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Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.8.2.2 Upgrade Procedure

Scenarios

Prerequisites

Procedure
Step 1

Step 2

Upgrade the riser card CPLD using the iMana 200 WebUI.

The riser card CPLD can be upgraded when the server is powered on or off, and
the upgrade procedures are similar. This section describes how to upgrade the riser
card CPLD when the server is powered off.

Conditions

You have logged in to the iMana 200 WebUI.
Data

None

Software

You have downloaded and decompressed the riser card CPLD upgrade package to
the client (a PC) and obtained the upgrade file (for example,
cpldimage_for_ibmc.hpm).

Check the firmware version before the upgrade.
On the iBMC WebUI, choose System Information > Firmware Version.
You can obtain the riser card CPLD version information on the page displayed.

Upgrade the riser card CPLD.

1.  On the iMana 200 WebUI, choose Configuration > Firmware Upgrade.
The Firmware Upgrade page is displayed, as shown in Figure 3-20.
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Figure 3-20 Firmware Upgrade

>> Fimware

©) | Frmware Upgrade

i Note:

1.Do no 3 duri pgrade.
city is sufficient and the upgrade fie is correct.

4.00 not shut down or restart the OS during a BIOS upgrade.

Item Current Image Version Backup Image Version

iMana Version (u1029)7.21 7.7
BIOS Version (u102)v080

oK

Firmware Upgrade
Upgrade Fie Name
Take-effect Mode Restart Immediately ~ Note: The take-effect mode applies only to the iMana.
Upgrade

2. Click Browse, and select the upgrade file.
Click Upgrade.
A confirmation dialog box is displayed.
4. Click Yes.
(11 NOTE

During the CPLD upgrade, do not power off the server. If the server is abnormal due to an
unexpected power-off during the upgrade, log in to the iMana 200 and upgrade the CPLD
again.

The upgrade process takes about 3 minutes. If "The upgrade is complete" is
displayed, the upgrade is successful.

Step 3 Make the upgrade take effect. The operations vary depending on the state in
which the system is while the upgrade is performed.

1.

If the upgrade is performed while the server is powered off, perform the
following steps:

After the CPLD upgrade is complete, the iMana 200 is automatically reset
after the CPLD upgrade is complete. After the iMana 200 is reset, the new
CPLD takes effect. In addition, the iMana 200 automatically powers on or
powers off the server based on the setting of System State Upon Power

Supply.
- If System State Upon Power Supply is set to Power On, the iMana 200
automatically powers on the server.

- If System State Upon Power Supply is set to Remain Off or Restore
Previous State, you need to power on the server manually. On the iBMC
WebUI, choose Power > Power Control, and click Power On.

If the upgrade is performed while the server is powered on, perform the
following steps:

After the CPLD upgrade is complete, power off the server by choosing Power
> Power Control in the navigation tree and clicking Power Off on the Power
Control page. The CPLD of the new version takes effect after the iMana 200
is automatically reset. The iMana 200 automatically powers on or powers off
the server based on the setting of System State Upon Power Supply.

- If System State Upon Power Supply is set to Power On, the iBMC
automatically powers on the server.
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- If System State Upon Power Supply is set to Remain Off or Restore
Previous State, you need to power on the server manually. On the iBMC
WebUI, choose Power > Power Control, and click Power On.

(11 NOTE

A forced power-off may cause data loss or program damage. Forcibly power off the server
only when necessary.

Step 4 Check whether the firmware version is the target version.
On the iMana 200 WebUI, choose System Information > Firmware Version.
View the CPLD version information on the page displayed.

--—-End

3.8.2.3 Rolling Back the Firmware Version

3.8.2.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.8.2.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the CPLD version.

The rollback procedure is similar to the upgrade procedure. For details, see 3.8.2.2
Upgrade Procedure.

--—-End

3.8.3 Upgrading the Riser Card CPLD Using SmartKit

3.8.3.1 Preparing for the Upgrade
3.8.3.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.
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Procedure

Obtain the required software packages using the methods described in Table

3-28.

Table 3-28 Obtaining the software packages

Type

How to Obtain

Firmware upgrade package of
the chassis components

e Enterprise users:

1. Log in to Intelligent Servers.

2. Click the server whose firmware is to
be upgraded.
The server version list is displayed.

3. On the displayed page, click Software
Download.
The server software version list is
displayed.

4. Select the target version.

5. Download the upgrade package of the
component to be upgraded to the

client (local PC) and decompress the
package.

e Carrier users: Contact technical support of

your local Huawei office.

SmartKit tool package

Enterprise users:

1. Log in to the SmartKit Computing
website.

2. Select All next to Select Version.

3. Click the latest SmartKit Computing
version. The software list is displayed.

4. Select the SmartKit tool package from
the software list.

5. Download the SmartKit tool package
and digital signature file.

Carrier users: Contact technical support of
your local Huawei office.

3.8.3.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei

technical support.
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Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.8.3.2 Upgrade Procedure

For details, see "Using SmartKit" > "Firmware Upgrade" > "Upgrading Server
Firmware" in the SmartKit Computing XXX User Guide corresponding to the
SmartKit plug-in version.

3.8.3.3 Rolling Back the Firmware Version

3.8.3.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.
e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.8.3.3.2 Rollback Procedure

Step 1 Determine the target version.

Step 2 Roll back the firmware version.

The rollback procedure is the same as the upgrade procedure. For details, see the
SmartKit Computing User Guide corresponding to the SmartKit plug-in version.

--—-End

3.9 Upgrading the LCD Firmware

X6000 V6 servers do not involve the LCD Firmware upgrade.

3.9.1 Upgrading the LCD Firmware Using the iBMC WebUI

3.9.1.1 Preparing for the Upgrade

3.9.1.1.1 Obtaining Software Packages

Perform the following steps to obtain the upgrade software packages:
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e Enterprise users:

Visit Intelligent Servers.
Click the server whose firmware is to be upgraded.
The server version list is displayed.

¢. On the displayed page, click Software Download.
The server software version list is displayed.

d. Select the target version.

e. Download the upgrade package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.

3.9.1.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from the Support website, verify its PGP
digital signature. See OpenPGP Signature Verification Guide. If the software
package fails the verification, do not use it, and contact Huawei technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.
For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.9.1.2 Upgrade Procedure

Scenarios
Upgrade the firmware of the liquid crystal display (LCD) using the iBMC WebUI.
The LCD firmware can be upgraded when the server is powered on or off, and the
upgrade procedures are similar. This section describes how to upgrade the LCD
firmware when the server is powered off.

Prerequisites

Conditions

You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUI.

Data
None

Software
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You have downloaded and decompressed the firmware upgrade package, to the
client (a PC) and obtained the upgrade file (for example, ledimage.hpm).

Procedure

NOTICE

If the iBMC version is earlier than 2.56, restart the iBMC before upgrading the
firmware. To restart the iBMC, do as follows:

e Log in to the iBMC WebUI, choose System > Upgrade Firmware, and click
Restart iBMC in the Firmware Version Info area. For details about how to log
in to the iBMC WebUI, see 5.4 Logging In Using the iBMC WebUI.

Log in to the iBMC CLI, and run the ipmcset -d reset command to restart the
iBMC. For details about how to log in to the iBMC CLI, see 5.5 Logging In to
the iBMC CLI.

Step 1 Check the current firmware version.

If the iBMC version is earlier than V561, choose Information > System Info >
Other Devices on the iBMC WebUI and query the LCD firmware version.

If the iBMC version is V561 or later or the iBMC version is in the X.XX.XX.xx
format, choose System > System Info > Others on the iBMC WebUI and
query the LCD firmware version.

Step 2 Upgrade the LCD firmware.

Open the Firmware Upgrade page on the iBMC WebUI. The iBMC WebUI
varies depending on the iBMC version.

1.

If the iIBMC version is earlier than V561, choose System > Firmware

Upgrade on the iBMC WebUI.

The page shown in Figure 3-21 is displayed.

Figure 3-21 Firmware Upgrade page (iBMC version earlier than V561)

S'é iBMC Information Alarm & SEL Diagnostics Power Configuration System Remote Console
44
Firmware Upgrade

2288H VS

Firmware Version Info

Host Name:huawei

Operation Logs
Run Logs
Security Logs
Work Records Firmware Upgrade

Online Users

Firmware Upgrade

Upgrade
Language Update

0%

Image Switchhover Restart {BMC

o« & & huavei [English ¥] Log Out

¢ 0

Issue 19 (2024-09-02)

Copyright © Huawei Technologies Co., Ltd.

152



FusionServer Pro High-Density Servers

Upgrade Guide

3 Upgrading the Firmware of Chassis Components

- If the iBMC version is V561 or later or the iBMC version is in X.XX.XX.XX
format, choose iBMC Settings > Firmware Upgrade on the iBMC WebUI.

The page shown in Figure 3-22 is displayed.

Figure 3-22 Firmware Upgrade page (iBMC V561 or later)

Home System Maintenance User & Security Services iBMC Settings

iBMC Settings Firmware Version Info

Network Settings

Time Zone & NTP
3.01.09.99

Configuration Update 3.01.09.99

Language Management 3.02.00.01

License Managemen t
0.58

iBMA Management <

1.09
USB Management

Firmware Upgrade

(11 NOTE

The page displayed for firmware upgrade varies with iBMC versions.

In the Firmware Upgrade area, click

A window is displayed for you to select the upgrade file.

Select the upgrade file.

Click Open.

After the upgrade file is selected, the Firmware Upgrade page is displayed.
Click Upgrade.

A dialog box is displayed asking you whether to start the upgrade.

Click Yes to start the upgrade.

The upgrade process takes about 1 minute. If "The upgrade is complete" is
displayed, the upgrade is successful.

Step 3 Check whether the firmware version is the target version.

If the iBMC version is earlier than V561, choose Information > System Info >
Other Devices on the iBMC WebUI and query the LCD firmware version.

If the iBMC version is V561 or later or the iBMC version is in the X.XX.xx.xx
format, choose System > System Info > Others on the iBMC WebUI and
query the LCD firmware version.

--—-End
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3.9.1.3 Rolling Back the Firmware Version

3.9.1.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.
e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.9.1.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see 3.9.1.2
Upgrade Procedure.

--—-End

3.9.2 Using the iMana 200 to Upgrade the LCD Firmware

3.9.2.1 Preparing for the Upgrade

3.9.2.1.1 Obtaining Software Packages
Perform the following steps to obtain the upgrade software packages:

e  Enterprise users:

Visit Intelligent Servers.

b. Click the server whose firmware is to be upgraded.
The server version list is displayed.

¢. On the displayed page, click Software Download.
The server software version list is displayed.

d. Select the target version.

e. Download the upgrade package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.

3.9.2.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.
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After a software package is downloaded from the Support website, verify its PGP
digital signature. See OpenPGP Signature Verification Guide. If the software
package fails the verification, do not use it, and contact Huawei technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.
For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.9.2.2 Upgrade Procedure

Scenarios
Upgrade the firmware of the LCD using the iMana 200 WebUI.
The LCD firmware can be upgraded when the server is powered on or off, and the
upgrade procedures are similar. This section describes how to upgrade the LCD
firmware when the server is powered off.
Prerequisites
Conditions
You have logged in to the iMana 200 WebUI.
Data
None
Software
You have downloaded and decompressed the LCD firmware upgrade package to
the client (a PC) and obtained the upgrade file (for example, lcdimage.hpm).
Procedure

Step 1 Check the firmware version before the upgrade.
On the iBMC WebUI, choose System Information > Firmware Version.
View the firmware version information on the page displayed.

Step 2 Upgrade the LCD firmware.

1. On the iMana 200 WebUI, choose Configuration > Firmware Upgrade.
The Firmware Upgrade page is displayed, as shown in Figure 3-23.

Issue 19 (2024-09-02) Copyright © Huawei Technologies Co., Ltd. 155


https://support.huawei.com/carrier/digitalSignatureAction
https://support.huawei.com/enterprise/en/tool/pgp-verify-TL1000000054
https://support.huawei.com/enterprise/en/tool/pgp-verify-TL1000000054

FusionServer Pro High-Density Servers
Upgrade Guide 3 Upgrading the Firmware of Chassis Components

Figure 3-23 Firmware Upgrade
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Upgrade

2. Click Browse, and select the upgrade file.
3. Click Upgrade.

A confirmation dialog box is displayed.
4. Click Yes.

If "The upgrade is complete" is displayed, the upgrade is successful. The
upgrade process takes about 1 minute.

Step 3 Check whether the firmware version is the target version.
On the iMana 200 WebUI, choose System Information > Firmware Version.
View the firmware version information on the page displayed.

--—-End

3.9.2.3 Rolling Back the Firmware Version

3.9.2.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.9.2.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see 3.9.2.2
Upgrade Procedure.

--—-End
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3.9.3 Using SmartKit to Upgrade the LCD Firmware

3.9.3.1 Preparing for the Upgrade
3.9.3.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table

3-29.

Table 3-29 Obtaining the software packages

Type

How to Obtain

Firmware upgrade package of
the chassis components

e Enterprise users:

1. Log in to Intelligent Servers.

2. Click the server whose firmware is to
be upgraded.
The server version list is displayed.

3. On the displayed page, click Software
Download.
The server software version list is
displayed.

4. Select the target version.

5. Download the upgrade package of the
component to be upgraded to the

client (local PC) and decompress the
package.

e Carrier users: Contact technical support of
your local Huawei office.
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Type How to Obtain
SmartKit tool package e Enterprise users:

1. Log in to the SmartKit Computing
website.

2. Select All next to Select Version.

3. Click the latest SmartKit Computing
version. The software list is displayed.

4. Select the SmartKit tool package from
the software list.

5. Download the SmartKit tool package
and digital signature file.

e Carrier users: Contact technical support of
your local Huawei office.

3.9.3.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from the Support website, verify its PGP
digital signature. See OpenPGP Signature Verification Guide. If the software
package fails the verification, do not use it, and contact Huawei technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.
For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.9.3.2 Upgrade Procedure

For details, see "Using SmartKit" > "Firmware Upgrade" > "Upgrading Server
Firmware" in the SmartKit Computing XXX User Guide corresponding to the
SmartKit plug-in version.

3.9.3.3 Rolling Back the Firmware Version

3.9.3.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.
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e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.9.3.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is the same as the upgrade procedure. For details, see the
SmartKit Computing User Guide corresponding to the SmartKit plug-in version.

--—-End

3.10 Upgrading the Drive Backplane Expander
Firmware

Upgrade the drive backplane Expander firmware

X6000 V6 servers do not involve drive backplane firmware upgrade.

3.10.1 Upgrading the Drive Backplane Expander Firmware
Using the CLI (Linux)
3.10.1.1 Before You Start

Precautions

Observe the precautions listed in Table 3-30 during the upgrade.

Table 3-30 Precautions for the upgrade

No. Description

1 Before performing the upgrade without the install.sh script,
determine the SG device number of the board to be upgraded.
Otherwise, irreversible hardware faults may occur.

2 Before the upgrade, read this document carefully to ensure that
you have learned all the content. For any problems or suggestions
pertaining to the document, contact Huawei technical support.

3 Perform the upgrade during off-peak hours to minimize the
impact on the system and services.

Version Requirements

None
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3.10.1.2 Preparing for the Upgrade

3.10.1.2.1 Obtaining Software Packages

Obtain the required software packages before the upgrade.
e  Enterprise users:

Log in to Intelligent Servers.
Click the server whose firmware is to be upgraded.
The server version list is displayed.

¢. On the displayed page, click Software Download.
The server software version list is displayed.

d. Select the target version.

e. Download the upgrade package of the component to be upgraded to the
client (local PC) and decompress the package.

e Carrier users: Contact technical support of your local Huawei office.

3.10.1.2.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.10.1.3 Performing the Upgrade

Scenarios

Precautions

Upgrade the Expander firmware of the drive backplane using the CLI.

Before the upgrade, check the RAID controller card model and firmware version. If
the RAID controller card model is 9440-8i, 9460-8i, or 9460-16i and the RAID
controller card firmware version is earlier than 5.130.00-3059, upgrade the RAID
controller card firmware before upgrading the drive backplane Expander firmware.
Otherwise, either of the following consequences may occur:
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Prerequisites

Procedure

Consequence 1: The firmware upgrade failed. The backplane is not reset and
the upgraded firmware does not take effect, but the backplane can be
identified.

In this case, perform the following steps to perform the upgrade again:

a. Use the Expander firmware package of the original version to perform a
rollback. Use the sg_write method during rollback.

i. Roll back the boot file.
sg_write_buffer -b 4k -1 boot_mips.bin -m 7 /dev/SG device
number corresponding to the Expander

(11 NOTE

You can run the Isscsi -g | grep -i expander command to query the SG
device number.

ii. Roll back the firmware configuration file.
sg_write_buffer -b 4k -l istr_flash_pmxxx.bin -m 7 /dev/SG device
number corresponding to the Expander

L] NOTE
pmxxx indicates the model of the Expander main chip on the drive
backplane. Set this parameter to the actual model.
iii. Roll back the firmware upgrade file.

sg_write_buffer -b 4k -1 sxp_evbd_rom.bin -m 7 /dev/SG device
number corresponding to the Expander

b. Upgrade the RAID controller card firmware. For details, see 1 Upgrading
the RAID Controller Card Firmware.

c. Upgrade the expander firmware of the drive backplane again according
to the procedure described in this section.

Consequence 2: The firmware upgrade failed. The backplane is reset and the
upgraded firmware takes effect, but the backplane cannot be identified.

In this case, you can only replace the drive backplane. For details, see the
Maintenance and Service Guide or User Guide of the corresponding server
model.

You have backed up the data and programs on the server.

You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUI.

Upgrade the Expander firmware of the front 12-drive, 24-drive, or 25-drive
backplane on a server.

Before the upgrade, download the controller card firmware upgrade package to
the client (such as a PC) and decompress it.

Step 1 Check the source firmware version.
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Step 2

Step 3

Step 4

Run the ./expanderTool query /dev/sg device number of the Expander command
to query the firmware version.

Upload the upgrade package.

1. Open the Remote Virtual Console.

2. Click on the toolbar.
The screen shown in Figure 3-24 is displayed.

Figure 3-24 Virtual CD/DVD drive

num ¥ caps M scroll W (7

3. Select Directory and click Browse.
The Open dialog box is displayed.
Select the drive backplane upgrade package from the PC, and click Connect.
5. Upload the upgrade package to the OS, and run the chmod +x * command to
add the read and write permissions to all the files.

Run the Isscsi -g command to query the sg device number corresponding to the
drive backplane.

In the command output, "expander" indicates the drive backplane. In the
following example, "/dev/sg4" indicates the sg device number.

[root@localhost ~]# lsscsi -g
[3:0:0:0] disk ATA INTEL SSDSC2BA20 0270 /dev/sda /dev/sg0
[15:0:0:0] enclosu HuaWei Expander 135 - /dev/sg4

L] NOTE
If the sg device number cannot be obtained, load the modprobe sg.ko driver.

Upgrade the firmware.

(11 NOTE

Repeat Step 4.1 to Step 4.4 for each drive backplane queried in Step 3. The sg device
number of the expander is the SG device number of the drive backplane. The following uses
the drive backplane with the SG device No. 4 as an example.

1.  Run ./expanderTool query /dev/sg device number of the Expander to query
the firmware version.
linux: ~/expander #

linux: ~/expander #./expanderTool query /dev/sg4
Active Image: imagel

Image Version: 912
Active Data: datal
Data Version: 118

2. Run ./expanderTool download=boot_mips.bin /dev/sg device number of the
Expander to update the boot file.

If the firmware package does not contain the boot_mips.bin file, skip this
step.
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linux: ~/expander #

linux: ~/expander #./expanderlool download=boot_mips.bin /dev/sg4d
Please Wait for downloading...

Firmware update success!

Do not power off or reset the server during the upgrade.

Run ./expanderTool download=istr_flash_pm8053.bin /dev/sg device
number of the Expander to update the firmware configuration file.

pm8053 is the main chip model of the drive backplane Expander. Replace it

with the actual model.

linux: ~/expander #

linux: ~/expander #./expanderTool download=istr_flash pm8053.bin /dev/sg4
Please Wait for downloading. ..

Firmware update success!

Linux: ~/expander #

Do not power off or reset the server during the upgrade.

Run ./expanderTool download=sxp_evbd_rom.bin /dev/sg device number of
the Expander to update the firmware file.

X: ~/expander #
<: ~/expander #./expanderTool download=sxp evbd rom.bin /dev/sg4
Please Wait for downloading...
Swap active rom...
Firmware update success!
linux: ~/expander #

Do not power off or reset the server during the upgrade.

Step 5 Power off and then power on the server for the firmware to take effect.

1.
2.

Open the Remote Virtual Console.

T
Click 24 or ') on the toolbar. The power control menu is displayed, as shown
in Figure 3-25.

Figure 3-25 Power control menu
~BOEHIO®EB O < (i) Clear
Cent0S Linux 8 (Co Powered on
Kernel 4.18.8-193 h an aarchbt4
Forced Power Off

tivate t * web te t *Né > N t 4
Activate he web « Power OFf ystemctl enable now cockpi ocke

localhost login Forced Restart

Forced Power Cycle
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3. Click Power Off.
4. After the server is powered off, click Powered On.

(10 NOTE

It takes about 5 to 10 minutes to start the server. The time varies according to the actual
configuration.

Step 6 Check whether the firmware version is the target version.

Run ./expanderTool query /dev/sg device number of the Expander to query the
firmware version.

----End
3.10.1.4 Rolling Back a Version

3.10.1.4.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. Determine whether to perform a rollback in any of the
following cases:

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in business hours caused by the upgrade, a rollback is required.

3.10.1.4.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see
3.10.1.3 Performing the Upgrade.

--—-End

3.11 Upgrading the SD Card Controller Firmware

X6000 V6 servers do not involve the SD card controller firmware upgrade.

3.11.1 Upgrading the SD Card Controller Firmware Using the
iBMC WebUI

3.11.1.1 Preparing for the Upgrade

3.11.1.1.1 Obtaining Software Packages

Perform the following steps to obtain the upgrade software packages:
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e Enterprise users:

a. Visit Intelligent Servers.

b. Click the server whose firmware is to be upgraded.
The server version list is displayed.

c. On the displayed page, click Software Download.
The server software version list is displayed.

d. Select the target version.

Download the upgrade package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.

3.11.1.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.
For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.11.1.2 Upgrade Procedure

Scenarios
Upgrade the SD card controller firmware using the iBMC WebUI.
The SD card controller firmware can be upgraded when the operating system (OS)
is powered on or off, and the upgrade procedures are similar. This section
describes how to upgrade the SD card controller firmware when the server is
powered off.

Prerequisites
Conditions
You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUI.
Data
None
Software
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Procedure

You have downloaded and decompressed the firmware upgrade package to the
client (a PC) and obtained the upgrade file (for example, TwinSD.hpm).

NOTICE

If the iBMC version is earlier than 2.56, restart the iBMC before upgrading the
firmware. To restart the iBMC, do as follows:

Log in to the iBMC WebUI, choose System > Upgrade Firmware, and click
Restart iBMC in the Firmware Version Info area. For details about how to log
in to the iBMC WebUI, see 5.4 Logging In Using the iBMC WebUI.

Log in to the iBMC CLI, and run the ipmcset -d reset command to restart the
iBMC. For details about how to log in to the iBMC CLI, see 5.5 Logging In to
the iBMC CLI.

Step 1 Check the current firmware version.

If the iBMC version is earlier than V561, choose Information > System Info >
Other Devices on the iBMC WebUI and query the SD card controller firmware
version.

If the iBMC version is V561 or later or the iBMC version is in the X.XX.XX.xx
format, choose System > System Info > Others on the iBMC WebUI and
query the SD card controller firmware version.

Step 2 Upgrade the SD card controller firmware.

1.

Open the Firmware Upgrade page on the iBMC WebUI. The iBMC WebUI
varies depending on the iBMC version.

- If the iBMC version is earlier than V561, choose System > Firmware
Upgrade on the iBMC WebUIL.

The page shown in Figure 3-26 is displayed.

Figure 3-26 Firmware Upgrade page (iBMC version earlier than V561)
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- If the iBMC version is V561 or later or the iBMC version is in X.XX.XX.XX
format, choose iBMC Settings > Firmware Upgrade on the iBMC WebUI.

The page shown in Figure 3-27 is displayed.

Figure 3-27 Firmware Upgrade page (iBMC V561 or later)

Home System Maintenance User& Security Services IBMC Settings

iBMC Settings | Firmware Version Info

Network Settings Restart iBMC Switch to Available Image

Time Zone & NTP
3.01.09.99
Firmware Upgrade

Configuration Update 3.01.09.99

Language Management 3.02.00.01

License Management
0.58

iBMA Management <

1.09
USB Management

| Firmware Upgrade

{11 NOTE

The page displayed for firmware upgrade varies with iBMC versions.

2. In the Firmware Upgrade area, click
A window is displayed for you to select the upgrade file.
3. Select the upgrade file.
Click Open.
After the upgrade file is selected, the Firmware Upgrade page is displayed.
5. Click Upgrade.
A dialog box is displayed asking you whether to start the upgrade.
6. Click Yes to start the upgrade.
The upgrade process takes about 1 minute. If "The upgrade is complete" is
displayed, the upgrade is successful.
L] NOTE

The iBMC restarts immediately after the upgrade is complete.

Step 3 Check whether the firmware version is the target version.

e If the iBMC version is earlier than V561, choose Information > System Info >
Other Devices on the iBMC WebUI and query the SD card controller firmware
version.

Issue 19 (2024-09-02) Copyright © Huawei Technologies Co., Ltd. 167



FusionServer Pro High-Density Servers
Upgrade Guide 3 Upgrading the Firmware of Chassis Components

e If the iBMC version is V561 or later or the iBMC version is in the X.XX.XX.Xx
format, choose System > System Info > Others on the iBMC WebUI and
query the SD card controller firmware version.

----End

3.11.1.3 Rolling Back the Firmware Version

3.11.1.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.11.1.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is similar to the upgrade procedure. For details, see
3.11.1.2 Upgrade Procedure.

----End
3.11.2 Upgrading the SD Card Controller Firmware Using
SmartKit

3.11.2.1 Preparing for the Upgrade
3.11.2.1.1 Obtaining Software Packages

Scenarios

Obtain the required software packages before the upgrade.

Procedure

Obtain the required software packages using the methods described in Table
3-31.
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Table 3-31 Obtaining the software packages

Type How to Obtain

Firmware upgrade package of e Enterprise users:

the chassis components 1. Log in to Intelligent Servers.

2. Click the server whose firmware is to
be upgraded.
The server version list is displayed.

3. On the displayed page, click Software
Download.
The server software version list is
displayed.

4. Select the target version.

5. Download the upgrade package of the
component to be upgraded to the

client (local PC) and decompress the
package.

e Carrier users: Contact technical support of
your local Huawei office.

SmartKit tool package e Enterprise users:

1. Log in to the SmartKit Computing
website.

2. Select All next to Select Version.

3. Click the latest SmartKit Computing
version. The software list is displayed.

4. Select the SmartKit tool package from
the software list.

5. Download the SmartKit tool package
and digital signature file.

e Carrier users: Contact technical support of
your local Huawei office.

3.11.2.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during
transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. |f
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.
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For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.11.2.2 Upgrade Procedure

For details, see "Using SmartKit" > "Firmware Upgrade" > "Upgrading Server
Firmware" in the SmartKit Computing XXX User Guide corresponding to the
SmartKit plug-in version.

3.11.2.3 Rolling Back the Firmware Version

3.11.2.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.

e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.

3.11.2.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the firmware version.

The rollback procedure is the same as the upgrade procedure. For details, see the
SmartKit Computing User Guide corresponding to the SmartKit plug-in version.

--—-End

3.12 Upgrading the PSUs

3.12.1 Preparing for the Upgrade

3.12.1.1 Obtaining Software Packages
Perform the following steps to obtain the upgrade software packages:

e Enterprise users:

Visit Intelligent Servers.

b. Click the server whose firmware is to be upgraded.
The server version list is displayed.

¢. On the displayed page, click Software Download.
The server software version list is displayed.
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d. Select the target version.

e. Download the upgrade package of the component to be upgraded to the
client (local PC) and decompress the package.

e  Carrier users: Contact technical support of your local Huawei office.

3.12.1.2 Verifying the Digital Signatures of Software Packages

To avoid using software packages that have been tampered with during

transmission or storage, download their digital signature files for integrity check
while downloading the software packages.

After a software package is downloaded from https://support.huawei.com, verify
its PGP digital signature as instructed in OpenPGP Signature Verification Guide. If
the verification fails, do not use the software package but contact Huawei
technical support.

Before a software package is used in installation or update, its digital signature
also needs to be verified according to the OpenPGP Signature Verification Guide
to ensure that the software package is not tampered with.

For carriers: https://support.huawei.com/carrier/digitalSignatureAction.

For enterprise users: https://support.huawei.com/enterprise/en/tool/pgp-verify-
TL1000000054.

3.12.2 Performing the Upgrade

Scenarios

Upgrade the power supply unit (PSU) firmware of the X6000 or X6800 server.
{0 NOTE

e Do not remove, insert, or power off PSUs during the firmware upgrade.

e If the upgrade of one of the PSUs fails, the whole upgrade process fails. The upgrade
result of each PSU is displayed.

e If only one power module is installed, the upgrade is not supported.

Prerequisites
Conditions

e There are no "AC Lost" alarms.

e You have logged in to the HMM CLI from a client (for example, a PC).
e For the X6000 server:

Ensure that the server has two PSUs installed and at least one PSU (excluding
those being upgraded) is working properly.

Data

e |P address of the HMM management network port.

e User name and password for logging in to the HMM. For the X6000 V3 and
X6800 V3 servers, the default user name and password are root and
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Huawei12#S. For the X6000 V5 and X6800 V5 servers, the default user name
and password are Administrator and Admin@9000.

Tools

e Secure file transfer tool, for example, XShell
e Secure terminal simulator, for example, PuTTY

Software
You have downloaded and decompressed the PSU firmware upgrade package to

the client, and obtained the upgrade file.

Procedure

Step 1 Use a file transfer tool (such as XShell) to upload PSU_001019.hpm from the
client (such as a PC) to the /tmp directory of the HMM.

The operations vary with the tool you use. Refer to the user guide of the tool.

Step 2 On the HMM CLI, run the ipmcget -d version or ipmcget -d psuinfo command to
check the PSU version information.

Step 3 On the HMM CLI, run ipmcset -d upgrade -v /tmp/ PSU_001019.hpm.

The upgrade starts, as shown in Figure 3-28.

Figure 3-28 Upgrading PSU firmware

1BMC:/->ipmcset -d upgrade -v /tmp/PSU_801819.hpm_
Please make sure the 1BMC 1s working while upgrading.
During the upgrade of the PSUs, do not remove or install the PSUs or power off the server.

Updating. ..

Step 4 After the upgrade is complete, run the ipmcget -d version or ipmcget -d psuinfo
command on the HMM CLI to check whether the firmware version is the target
version.

--—-End

3.12.3 Rolling Back the Firmware Version

3.12.3.1 Rollback Rules

If the upgrade fails and the software version is still the source version, you do not
need to perform a rollback. If any of the following problems occurs, contact
technical support to determine whether a rollback is required.

e A major fault occurred during the upgrade, and cannot be located and
rectified within the specified time.
e After the upgrade is complete, the target version functions abnormally.

e The entire upgrade cannot be finished as scheduled. To prevent service
interruption in peak hours caused by the upgrade, a rollback is required.
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3.12.3.2 Rollback Procedure

Step 1 Determine the target version.
Step 2 Roll back the version.

The rollback procedure is similar to the upgrade procedure. For details, see 3.12.2
Performing the Upgrade.

--—-End

3.13 Upgrading Smart Provisioning

3.13.1 Upgrade Using Smart Provisioning

This section describes how to upgrade Smart Provisioning on a single server. For
details, see the Smart Provisioning User Guide.

3.13.2 Upgrading Smart Provisioning Using SmartKit

This section describes how to upgrade Smart Provisioning for multiple servers in
batches. For details, see the SmartKit Computing XXX User Guide corresponding
to the SmartKit plugin version.
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Upgrading the Drive Firmware

For details, see the Huawei FusionServer Pro Servers Drive Firmware Upgrade
Guide.
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Common Operations

5.1 Querying the IP Address of the iBMC Management Network Port
5.2 Logging In to the iBMC WebUI

5.3 Logging In Using the iMana 200 WebUI

5.4 Logging In Using the iBMC WebUI

5.5 Logging In to the iBMC CLI

5.6 Transferring Files Using the Local Directory

5.7 Check the Software Version of the Server Node.

5.8 Viewing Server Node Alarms

5.9 Checking the HMM Software Version

5.10 Viewing HMM Alarm Information

5.11 Logging In to the Server Over a Network Port by Using PuTTY
5.12 Transferring Files Using WinSCP

5.13 Logging In to the Management Module CLI Through the Management
Network Port

5.14 Logging In to the Management Module CLI Through the Management IP
Address of the Server Node

5.1 Querying the IP Address of the iBMC Management
Network Port

The method used to query the iBMC IP address varies depending on the server
platform. For details, see B/OS Parameter Reference of the specific platform. This
section uses the Grantley and Purley platforms as an example to describe how to
query the iBMC IP address using the BIOS.
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5.1.1 Querying the IP Address of the iBMC Management
Network Port (Romley/Brickland/Grantley Platform)

Scenarios

Query the IP address of the iBMC management network port in BIOS. .
Table 5-1 lists the default IP addresses of the iBMC network port.

Table 5-1 Default IP addresses

Slot IP

Slot 1 10.10.1.101
Slot 2 10.10.1.102
Slot 3 10.10.1.103
Slot 4 10.10.1.104

Impact on the System

This operation has no adverse impact on the system.

Prerequisites
Conditions
This operation requires no special condition.
Data

This operation requires no data preparation.

Procedure

Step 1 Restart the server.

1. Upon server startup, press Delete or F4 within 3 seconds until the BIOS Setup
Utility screen is displayed.

2. If a dialog box prompting you to enter the password is displayed during the
startup, enter the password, as shown in Figure 5-1.

(1 NOTE

The default BIOS password is Huawei12#S.
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Figure 5-1 Entering a BIOS password

Step 2 The BIOS screen is displayed, as shown in Figure 5-2.
{11 NOTE

The BIOS setup screen varies according to the CPU platform. For details, see the BIOS
document of the server you use.

Figure 5-2 Main screen

Language <Engl i sh=

F5/F6
Enter

Step 3 Select the Advanced screen using arrow keys, as shown in Figure 5-3.
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Figure 5-3 Advanced screen

M IPHI iBHC Configuration

F5/F6
Enter

Step 4 On the Advanced screen, select IPMI iBMC Configuration using arrow keys and
press Enter, as shown in Figure 5-4.

Figure 5-4 IPMI iBMC Configuration screen

Restore on AC Fower Loss <Power OFF>

F5/F6
Enter

Step 5 On the IPMI iBMC Configuration screen, select iBMC Configuration using arrow
keys and press Enter, as shown in Figure 5-5.
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Figure 5-5 iBMC Configuration screen

iBHC User Name

F5/F6
Enter

(11 NOTE

The default BIOS password is Huawei12#S.
The server IP address is displayed on this screen.

--—-End

5.1.2 Querying the IP Address of the iBMC Management
Network Port (Purley/Cedar Island/Whitley Platform)

Scenarios

Query the IP address of the iBMC management network port in BIOS. .
Table 5-2 lists the default IP addresses of the iBMC network port.

Table 5-2 Default IP addresses

Slot 1P

Slot 1 10.10.1.101
Slot 2 10.10.1.102
Slot 3 10.10.1.103
Slot 4 10.10.1.104
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You can query the IP address of the iBMC management network port in BIOS
using the following menus:

Advanced > IPMI iBMC Configuration > iBMC Configuration

Impact on the System

This operation has no adverse impact on the system.

Prerequisites
Conditions
This operation requires no special condition.
Data

This operation requires no data preparation.

Procedure

Step 1 Restart the server.

1. Upon server startup, press Delete within 3 seconds until the BIOS Setup
Utility screen is displayed.

2. If a dialog box prompting you to enter the password is displayed during the
startup, enter the password, as shown in Figure 5-6.

(10 NOTE

The default BIOS password is Admin@9000.

Figure 5-6 Entering a BIOS password

Entar Current Paidmard
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Step 2 The BIOS screen is displayed, as shown in Figure 5-7.
{11 NOTE

The BIOS setup screen varies according to the CPU platform. For details, see the BIOS
document of the server you use.

Figure 5-7 Main screen

Main

g O® ® 0O @ @ ®

Step 3 Select the Advanced screen using arrow keys, as shown in Figure 5-8.
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Figure 5-8 Advanced screen

Advanced

=

0
..5 M &) O GG BFE) @

Step 4 On the Advanced screen, select IPMI iBMC Configuration using arrow keys and
press Enter, as shown in Figure 5-9.

Figure 5-9 IPMI iBMC Configuration screen

Advanced > TPMI iBMC Configuration

G G )
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Step 5 On the IPMI iBMC Configuration screen, select iBMC Configuration using arrow
keys and press Enter, as shown in Figure 5-10.

Figure 5-10 iBMC Configuration screen
105:32:54 [MAINBOARL PR Qi cF

Advanced = iBMC Configuration

OEPEM 6 @ @

The server IP address is displayed on this screen.

--—-End

5.1.3 Querying the IP Address of the iBMC Management
Network Port Using SSH

Scenarios
Query the IP address of the iBMC management network port in the HMM.
For a full-width node, the default IP address of the management network port is
10.10.1.101.

Impact on the System

This operation has no adverse impact on the system.

Prerequisites
Conditions

You have logged in to the HMM CLI. For details, see the section "Logging In to the
HMM CLI Through the Management Network Port of a Server Node" in the server
user guide.
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Procedure

Step 1

Step 2

Data

e Internal network segment IP addresses of the compute node:
- Slot 1:172.31.1.129
- Slot 2: 172.31.1.130

e Default user name and password of the compute node

Run the SSH command to log in to the compute node using the internal network
segment IP address.

Example:

iBMC:/->ssh root@172.31.1.129

The authenticity of host '172.31.1.129 (172.31.1.129)' can't be established.

ECDSA key fingerprint is SHA256:g0gF1v/fGKzvFRkjm1axPEK85NGrfP6UOUSBzt6qx48.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '172.31.1.129' (ECDSA) to the list of known hosts.

WARNING! This system is PRIVATE and PROPRIETARY and may only be accessed by authorized users.
Unauthorized use of the system is prohibited. The owner, or its agents, may monitor any activity or
communication on the system. The owner, or its agents, may retrieve any information stored within the
system. By accessing and using the system, you are consenting to such monitoring and information retrieval
for law enforcement and other purposes.

root@172.31.1.129's password:

Last login: Thu Nov 2 20:41:30 2017 from 192.168.10.197

iBMC:/->

Run the ipmcget -v ipinfo command to query the IP address of the iBMC.

Example:

iBMC:/->ipmcget -d ipinfo

EthGroup ID 01

Net Mode : Manual

Net Type : Dedicated

IPv4 Information :

IP Mode : static

IP Address : 192.168.10.206
Subnet Mask : 255.255.255.0

Default Gateway

: 192.168.10.206

MAC Address : 00:18:c0:a8:0a:cf
IPv6 Information :
IPv6 Mode . static

IPv6 Address 1

Default Gateway IPv6 :

Link-Local Address
VLAN Information

. fe80::218:c0ff:fea8:acf/64

VLAN State : disabled
EthGroup ID 12

Net Mode : Manual
Net Type : Dedicated
IPv4 Information :

IP Mode : static

IP Address 0 172.31.1.129
Subnet Mask

Default Gateway

: 255.255.255.0

MAC Address : 00:18:c0:a8:0a:cf
IPv6 Information :
IPv6 Mode : static

IPv6 Address 1

Default Gateway IPv6 :

Link-Local Address
VLAN Information

. fe80::218:c0ff:fea8:acf/64
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VLAN State : enabled
VLAN ID : 4093
----End

5.2 Logging In to the iBMC WebUI

5.2.1 Logging In to the iBMC WebUI (iBMC Earlier Than V561)

Scenarios

Log in to the iBMC WebUI using a browser on a local PC. The section uses a PC
running Windows 7 and Internet Explorer 9.0 browser as an example to describe
how to log in to iBMC.

Impact on the System

This operation has no adverse impact on the system.

Prerequisites
Conditions

The web browser and Java Runtime Environment (JRE) of the required versions
have been installed on the local PC. Table 5-3 shows the system configuration
requirements of the local PC.

Ensure that the local PC meets the following networking conditions:

e The local PC is connected to the iIBMC management network port on the
server through a network cable.

e The IP addresses of the local PC and the iBMC management network port are
on the same network segment.

Table 5-3 Operating environment requirements

0OS Browser Java Runtime
Environment (JRE)

Windows 7 32-bit Internet Explorer 9.0 JRE 1.7 U45
Windows 7 (64-bit) to 11.0 JRE 1.8 U45
NOTE

HTML5 supports only JRE 1.8 U144

Internet Explorer 10.0
and later versions.

Mozilla Firefox 39.0 to
54.0

Google Chrome 21.0
to 44.0
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(0} Browser Java Runtime
Environment (JRE)
Windows 8 32-bit Internet Explorer 10.0 | JRE 1.7 U45
Windows 8 64-bit to 11.0 JRE 1.8 U45
Mozilla Firefox 39.0 to | JRE 1.8 U144
54.0
Google Chrome 21.0
to 44.0
Windows 10 (64-bit) Internet Explorer 11.0 | JRE 1.8 U45
Mozilla Firefox 39.0 to | JRE 1.8 U144
54.0
Windows Server 2012 R2 | Internet Explorer 11.0 | JRE 1.8 U45
64-bit
Mozilla Firefox 39.0 to JRE 1.8 U144
54.0
Windows Server 2016 Internet Explorer 11.0 | JRE 1.8 U45
64-bit
Mozilla Firefox 39.0 to | JRE 1.8 U144
54.0
Windows Server 2008 R2 | Internet Explorer 9.0 JRE 1.7 U45
NOTE
HTMLS5 supports only JRE 1.8 U144
Internet Explorer 10.0
and later versions.
Mozilla Firefox 39.0 to
54.0
Google Chrome 21.0
to 44.0
Windows Server 2012 Internet Explorer 10.0 | JRE 1.7 U45
Mozilla Firefox 39.0 to | JRE 1.8 U144
54.0
Google Chrome 21.0
to 44.0
Red Hat 6.0 64-bit Mozilla Firefox 39.0 to | JRE 1.7 U45
54.0 JRE 1.8 U45
JRE 1.8 U144
MAC X v10.7 Safari 8.0 JRE 1.7 U45
Mozilla Firefox 39.0 to | JRE 1.8 U45
54.0 JRE 1.8 U144
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(11 NOTE

If the JRE version does not meet requirements, download the required version from http://
www.oracle.com/technetwork/java/javase/downloads/index.html.

Data
Table 5-4 lists the required data before you log in to the iBMC WebUI.

Table 5-4 Data to be obtained

Catego | Param | Description Example

ry eter

User User User name for logging in to the iBMC | e Grantley/Romley/
login Name | WebUL. For details about the default Brickland

inform user name, see User List. platform: root
ation

e Purley/Cedar
Island/Whitley
platform:
Administrator

Passw | Password for logging in to the iBMC e Grantley/Romley/

ord WebUI. For details about the default Brickland
password, see User List. platform:
Huawei12#S

e Purley/Cedar
Island/Whitley
platform:
Admin@9000

Procedure

Step 1 Connect the local PC to the iBMC management network port on the server by
using a crossover cable or twisted pair cable.

Figure 5-11 shows the network diagram.

Figure 5-11 Network diagram

Local PC
LAM switch

- Network »
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Step 2 Open Internet Explorer on the local PC.

Step 3 In the address box, enter the IP address of the server iBMC management network
port (for example, https://192.168.2.100).

(11 NOTE

For details about how to determine the IP address of the iBMC management network port,
see 5.1 Querying the IP Address of the iBMC Management Network Port.

Step 4 Press Enter.

The iBMC login page is displayed, as shown in Figure 5-12.

(10 NOTE

e If the message "There is a problem with this website's security certificate" is displayed,
click Continue to this website (not recommended).

e If the Security Alert dialog box indicating a certificate error is displayed, click Yes.

Figure 5-12 iBMC login page

% iBMC e

HUAWEID

User Name

Password

Domain Lacal IBEMC e

-t a domain name to log in using an

conrnt
LGy

Step 5 Enter your user name and password.

(1 NOTE

If you log in with incorrect passwords for five consecutive times, the system will lock your
account. If your user account is locked, log in again 5 minutes later.

Step 6 Select Local iBMC from the Domain drop-down list.
Step 7 Click Log In.

The Information Summary page is displayed. The login username is displayed in
the upper right corner of the page.

--—-End
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5.2.2 Logging In to the iBMC WebUI (iBMC V561 or Later, or
iBMC V3.01.00.00 or Later)

Scenarios

Log in to the iBMC WebUI using a browser on a local PC. The section uses a PC
running Windows 7 and Internet Explorer 11.0 browser as an example to describe
how to log in to iBMC.

Impact on the System

Prerequisites

This operation has no adverse impact on the system.

Conditions

The web browser and Java Runtime Environment (JRE) of the required versions
have been installed on the local PC. Table 5-5 shows the system configuration

requirements of the local PC.

Ensure that the local PC meets the following networking conditions:

The local PC is connected to the iBMC management network port on the
server through a network cable.

The IP addresses of the local PC and the iBMC management network port are
on the same network segment.

Table 5-5 Operating environment requirements

(0}

Browser

Java Runtime
Environment (JRE)

Windows 7 32-bit
Windows 7 (64-bit)

Internet Explorer 11.0

Mozilla Firefox 45.0 to
79.0

Google Chrome 55.0
to 84.0

AdoptOpenJDK 8u222
JRE

AdoptOpenJDK 11.0.6
JRE

Windows 8 (32-bit)
Windows 8 (64-bit)

Internet Explorer 11.0

Mozilla Firefox 45.0 to
79.0

Google Chrome 55.0
to 84.0

AdoptOpen)DK 8u222
JRE

AdoptOpenJDK 11.0.6
JRE

Windows 10 (64-bit)

Internet Explorer 11.0
Microsoft Edge

Mozilla Firefox 45.0 to
79.0

AdoptOpen)DK 8u222
JRE

AdoptOpenJDK 11.0.6
JRE
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(0}

Browser

Java Runtime
Environment (JRE)

Google Chrome 55.0
to 84.0

Windows Server 2008 R2
64-bit

Internet Explorer 11.0

Mozilla Firefox 45.0 to
79.0

Google Chrome 55.0
to 84.0

AdoptOpenJDK 8u222
JRE

AdoptOpenJDK 11.0.6
JRE

Windows Server 2012
64-bit

Internet Explorer 11.0

Mozilla Firefox 45.0 to
79.0

Google Chrome 55.0
to 84.0

AdoptOpen)DK 8u222
JRE

AdoptOpenJDK 11.0.6
JRE

Windows Server 2012 R2
64-bit

Internet Explorer 11.0

Mozilla Firefox 45.0 to
79.0

Google Chrome 55.0
to 84.0

AdoptOpen)DK 8u222
JRE

AdoptOpenJDK 11.0.6
JRE

Windows Server 2016
64-bit

Internet Explorer 11.0

Mozilla Firefox 45.0 to
79.0

Google Chrome 55.0
to 84.0

AdoptOpen)DK 8u222
JRE

AdoptOpenJDK 11.0.6
JRE

CentOS 7

Mozilla Firefox 45.0 to
79.0

AdoptOpen)DK 8u222
JRE

AdoptOpenJDK 11.0.6
JRE

MAC OS X v10.7

Safari 9.0 to 13.1

Mozilla Firefox 45.0 to
79.0

AdoptOpen)DK 8u222
JRE

AdoptOpenJDK 11.0.6
JRE

(11 NOTE

If the JRE version does not meet requirements, download the required version from http://
www.oracle.com/technetwork/java/javase/downloads/index.html.

Data
Table 5-6 lists the required data before you log in to the iBMC WebUI.
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Table 5-6 Data to be obtained

Catego | Param | Description Example
ry eter
User User User name for logging in to the iBMC | e Grantley/Romley/
login Name | WebUI. For details about the default Brickland
inform user name, see User List. platform: root
ation e Purley/Cedar
Island/Whitley
platform:
Administrator
Passw | Password for logging in to the iBMC e Grantley/Romley/
ord WebUI. For details about the default Brickland

password, see User List.

platform:
Huawei12#$

e Purley/Cedar
Island/Whitley
platform:
Admin@9000

Procedure

Step 1 Connect the local PC to the iBMC management network port on the server by
using a crossover cable or twisted pair cable.

Figure 5-13 shows the network diagram.

Figure 5-13 Network diagram

Local PC

LAN switch

- Network »

Server

Step 2 Open Internet Explorer on the local PC.

Step 3 In the address box, enter the IP address of the server iBMC management network
port (for example, https://192.168.2.100).

(1 NOTE

For details about how to determine the IP address of the iBMC management network port,
see 5.1 Querying the IP Address of the iBMC Management Network Port.
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Step 4 Press Enter.
The iBMC login page is displayed, as shown in Figure 5-14.
{10 NOTE

e If the message "There is a problem with this website's security certificate" is displayed,
click Continue to this website (not recommended).

e |If the Security Alert dialog box indicating a certificate error is displayed, click Yes.

Figure 5-14 iBMC login page

iBMC c

User Name

.

Please enter the user name.

Password

Please enter the password.

Comain

Local IBMC

S50

Step 5 Enter your user name and password.
{11 NOTE

If you log in with incorrect passwords for five consecutive times, the system will lock your
account. If your user account is locked, log in again 5 minutes later.
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Step 6 Select Local iBMC from the Domain drop-down list.

Step 7 Click Log In.

The Information Summary page is displayed. The login username is displayed in
the upper right corner of the page.

--—-End

5.3 Logging In Using the iMana 200 WebUI

Conditions

The web browser and Java Runtime Environment (JRE) of the required versions
have been installed on the client.

Table 1-1 lists the software configuration requirements of the client.

Table 5-7 Required software versions

Server 2008
32-bit

(01 Browser Java Runtime Environment
(JRE)
e Windows 7 32- | Internet Explorer 8.0 to 10.0 | e JRE 1.6.0 U25 (32-bit)
bit - e JRE 1.7.0 U40 (32-bit)
e Windows 8 32- Mozilla Firefox 9.0 to 23.0
bit Google Chrome 13.0 to 31.0
e Windows

Server 2008 R2
64-bit

e Windows 7 64- | Internet Explorer 8.0 to 10.0 | e JRE 1.6.0 U25 (64-bit)
bit I e JRE 1.7.0 U40 (64-bit)
o Windows 8 64- Mozilla Firefox 9.0 to 23.0
bit Google Chrome 13.0 to 31.0
e Windows

Mozilla Firefox 9.0 to 23.0

e Windows
Server 2012
64-bit
e RHEL 4.3 64-bit | Mozilla Firefox 9.0 to 23.0 e JRE 1.6.0 U25
e RHEL 6.0 64-bit e JRE 1.7.0 U40
MAC X v10.7 Safari 5.1 e JRE 1.6.0 U25
e JRE 1.7.0 U40
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Procedure

Step 1 Obtain the following data:

IP address and subnet mask for the iMana management network port
User name and password for login to the iMana

Step 2 Configure a login environment.

1.

Connect the network port on a PC to the iMana management network port of
the server using a network cable.

Set an IP address for the PC. Ensure that this IP address is on the same
network segment as the IP address of the iMana management network port.

For example, set the IP address to 192.168.2.10, and the subnet mask to
255.255.255.0.

Step 3 Set the properties of the Internet Explorer browser.

1.

Step 4 Log
1.

On the menu bar of Internet Explorer, choose Tools > Internet Options.
The Internet Options dialog box is displayed.

(10 NOTE

This section uses Windows 7 with Internet Explorer 8 as an example.
Click the Connections tab, and then click LAN Settings.
The Local Area Network (LAN) Settings dialog box is displayed.
In the Proxy server area, deselect Use a proxy server for your LAN.

(11 NOTE

You can also retain the proxy server configuration and add the iMana IP address
segment in the Exceptions area in the Advanced dialog box of the proxy server.

Click OK.

The Local Area Network (LAN) Settings dialog box is closed.
Click OK.

The Internet Options dialog box is closed.

in to the server management page.

Open Internet Explorer, enter https://IP address for the iMana management
network port in the address box, and press Enter.

URL format: https:///P address of the iMana management network port.
The Certificate Error: Navigation Blocked page is displayed.

Click Continue to this website (not recommended).

The login page is displayed, as shown in Figure 5-1.
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Figure 5-15 iMana login page

.

User Login Surnmary

Llser Name:| |

Passwnrd:| |

Log an tD:| This iMana Vl

Log In Reszet

Copyright @ Huawei Technologies Co., Ltd, 2011-2012. Al rights reserved.

3. On the login page, set the parameters as follows:

a. Select a language.

b. Enter your user name and password. The default user name is root, and
the default password is Huawei12#$ or root.

¢. Select This iMana from the Log on to drop-down list.

d. Click Log In. The iMana WebUI is displayed, as shown in Figure 5-16. You
can click Reset to reset the information.

Figure 5-16 iMana WebUI

® iMana 200

Step 5 Open the Remote Virtual Console.

1. In the navigation pane, click Remote Control.
The Remote Control page is displayed, as shown in Figure 5-17.
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2.

Figure 5-17 Remote Control page

Remote Control

Remate Control

kWM Compress Setting

KW Encryption =
virtual Media Encryption =
Use CA Signature Certificate =
QK
KW Praoperties
Maximum Sessions 2
Active Sessions 0
Wirtual Media Properties
Maximum Sessions 1
Active Sessions 0

Remote Yirtual Console (shared mode

Rernote Virtual Console ¢ private mode

On the Remote Control page, click Remote Virtual Console (requiring JRE).
The Remote Virtual Console is displayed, as shown in Figure 5-18.

Figure 5-18 Remote Virtual Console

= —— num ' caps M scroll M@ ()
Image Clarity iy mid  maw

Comnect

--—-End

5.4 Logging In Using the iBMC WebUI

Conditions

The web browser and Java Runtime Environment (JRE) of the required versions
have been installed on the client.

Table 1-2 lists the required software versions.

Table 5-8 Required software versions

OS Browser Java Runtime
Environment (JRE)
Windows 7 32-bit Internet Explorer 9.0 to | JRE 1.7 U45
Windows 7 64-bit 11.0 JRE 1.8 U45
NOTE JRE 1.8 U144

HTML5 supports only
Internet Explorer 10.0 or
later.
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(01

Browser

Java Runtime
Environment (JRE)

Mozilla Firefox 39.0 to
54.0

Google Chrome 21.0 to
44.0

Windows 8 32-bit Internet Explorer 10.0 to | JRE 1.7 U45
Windows 8 64-bit 11.0 JRE 1.8 U45
Mozilla Firefox 39.0 to JRE 1.8 U144
54.0
Google Chrome 21.0 to
44.0
Windows 10 64-bit Internet Explorer 11.0 JRE 1.8 U45
Mozilla Firefox 39.0 to JRE 1.8 U144
54.0
Windows 2012 R2 64-bit Internet Explorer 11.0 JRE 1.8 U45
Mozilla Firefox 39.0 to JRE 1.8 U144
54.0
Windows 2016 64-bit Internet Explorer 11.0 JRE 1.8 U45
Mozilla Firefox 39.0 to JRE 1.8 U144
54.0
Windows Server 2008 R2 Internet Explorer 9.0 to | JRE 1.7 U45
64-bit 1.0 JRE 1.8 U45
NOTE
HTMLS5 supports only JRE 1.8 U144
Internet Explorer 10.0 or
later.
Mozilla Firefox 39.0 to
54.0
Google Chrome 21.0 to
44.0
Windows Server 2012 64- | Internet Explorer 10.0 to | JRE 1.7 U45
bit 11.0 JRE 1.8 U45
Mozilla Firefox 39.0 to JRE 1.8 U144

54.0

Google Chrome 21.0 to
44.0
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(o)) Browser Java Runtime
Environment (JRE)
Red Hat 6.0 64-bit Mozilla Firefox 39.0 to JRE 1.7 U45
54.0 JRE 1.8 U45
JRE 1.8 U144
MAC X v10.7 Safari 8.0 JRE 1.7 U45
Mozilla Firefox 39.0 to JRE 1.8 U45
54.0 JRE 1.8 U144

Procedure

This section uses iBMC 2.50 as an example. The WebUI varies depending on the
iBMC version. For details, see the iBMC online help.

Step 1 Obtain the following data:

IP address and subnet mask for the iBMC management network port
User name and password for login to the iBMC

Step 2 Configure a login environment.

1.

Step 3 Log

Connect the network port on a PC to the iBMC management network port of
the server using a network cable.

Set an IP address for the PC. Ensure that this IP address is on the same
network segment as the IP address of the iBMC management network port.

For example, set the IP address to 192.168.2.10 and the subnet mask to
255.255.255.0.

in to the server management page.

Open Internet Explorer, enter the IP address of the iBMC management
network port in the address box, and press Enter.

URL format: http:///P address of the iBMC management network port.
The iBMC login page is displayed, as shown in Figure 5-19.
(1 NOTE

- If the message "There is a problem with this website's security certificate" is
displayed, click Continue to this website (not recommended).

- If the Security Alert dialog box indicating a certificate error is displayed, click Yes.
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Figure 5-19 iBMC login page
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% iBmcC
User Marme
Password
Dormain Lacal iBMC v

Select a domain narme to log in using
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2. On the login page, set the parameters as follows:

a. Select a language.

b. Enter a user name and password. For the default user name and
password, see the iBMC User Guide.

c. Select This iBMC from the Log on to drop-down list.
Click Log In.
The iBMC WebUI is displayed

Step 4 Open the Remote Virtual Console.

1. Choose Remote Console from the main menu.
The Remote Console page is displayed, as shown in Figure 5-20.

Issue 19 (2024-09-02) Copyright © Huawei Technologies Co., Ltd.

199


https://support.huawei.com/enterprise/en/management-software/ibmc-pid-8060757?category=operation-maintenance&subcategory=user-guide

FusionServer Pro High-Density Servers
Upgrade Guide

5 Common Operations

Figure 5-20 Remote Control page

Remote Console

Integrated Remote Console

ava Integrated Remote Consol

Java Integrated Remote Consal

HTMLS Integrated Remote

nsole (Private)

HTWLS Integrated Remote Console (Shared)

Independent Remote Console

Remote Console Settings

Timeaut Period (min)
Maximum Sessions
Active Sessions
Encryption

Enable Local KVM

Persistent Virtual Keyboard and Mouse

Virtual Media
Maximum Sessians
Active Sessions

Encryption

VNC Service
Timeout Period (min)
Keyboard Layout
VNC Password
Confirm Password
Password Validity (Days)
Login Rules
SSL Encryption
Maximum Sessions

Active Sessions

o
g

0

English(Us)

Unlimited

Rulel Rule2

Rule3 View login rules

nload JRE. More information...

es not depend on the browser, OS, or JRE version. Download

Save

Save

2. On the Remote Control page, click Remote Virtual Console.

The Remote Virtual Console is displayed, as shown in Figure 5-21.

Figure 5-21 Remote Virtual Console

num ¥ caps M scroll @ ()

--—-End

5.5 Logging In to the iBMC CLI

Log in to the command-line interface (CLI) of the iBMC.

Login Modes

You can log in to the iBMC CLI using any of the following methods:

SSH
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A maximum of five users can log in to the Atlas IES over SSH at the same
time.

L] NOTE
SSH supports AES128-CTR, AES192-CTR, and AES256-CTR encryption algorithms. Use an
appropriate encryption algorithm when logging in to the iBMC over SSH.
e Local serial port

(11 NOTE

e The default user name is root and the default password is Huawei12#$ for V3 servers.
The default user name is Administrator and the default password is Admin@9000 for
V5/V6 servers.

e The system locks a user account if the user enters incorrect passwords for consecutive
five times. The user account is automatically unlocked five minutes later. The
administrator can also unlock the user account using CLI.

e For security purposes, change the initial password after the first login and change your
password periodically.

e The default command timeout period is 15 minutes.

Conditions

e Before logging in to the iBMC CLI over the network port, ensure that the
configuration terminal can properly communicate with the server
management network port.

L] NOTE
Do not connect two management network ports at the same time. You can log in to
the iBMC through only one management network port.

e Before logging in to the iBMC CLI through the serial port, use a serial cable to
connect the serial port of the configuration terminal to the serial port of the
server by using a serial cable.

Accessing iBMC CLI Over SSH

1. Download an SSH communication tool on to client.

2. Connect the client to the server management network port directly or over
the network.

3. Configure an IP address for the client to connect it to the iBMC management
network port.

4. On the client, start the SSH communication tool and configure related
parameters (for example, the IP address).

5. Enter the user name and password to log in to the iBMC CLI.
L] NOTE

e Both local and LDAP users can log in to the iBMC CLI over SSH.

e Before logging in to the iBMC CLI as an LDAP user, ensure that the connection between
the iBMC and the LDAP server is normal.

e The LDAP user can log in to the iBMC CLI without entering the domain server
information.
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Accessing iBMC CLI Over the Serial Port

NOTICE

Before logging in to the iBMC CLI over the serial port, ensure that the system
serial port of the chassis is switched to the iBMC serial port. You can switch over
the serial port by running the serialdir command on the iBMC CLI or using a
jumper (see the user guide of your server).

Step 1 Connect the client and the server using a serial cable.

Step 2 Open HyperTerminal and set the following parameters:
e  Bits per second: 115200
e Data bits: 8
e  Parity: None
e  Stop bits: 1
e  Flow control: None

For details on how to set the parameters, see Figure 5-22.

Figure 5-22 HyperTerminal properties

2
Part Settings I
Bitz per zecond: |1152EII:I LI
D ata bitz: IB LI
Parity: IN.:.ne LI
Stop bits: |1 ;I
Flowe contral: INDHE ;I
Restare Defaults I
] Cancel

Step 3 Enter the username and password after the connection is established.

--—-End
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5.6 Transferring Files Using the Local Directory

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Use the local Directory of the Remote Virtual Console to transfer files between
the client and server. The example in this section describes how to send files from
a local directory to the server.

Obtain the following data:
e [P address and subnet mask for the iBMC management network port
e User name and password of the server iBMC

Log in to the remote virtual console of the server.

Depending on the management software, see one of the following sections:
e 5.3 Logging In Using the iMana 200 WebUI

e 5.4 Logging In Using the iBMC WebUI

Open the local directory.

1. Click Remote Virtual Console (Shared Mode) or Remote Virtual Console
(Private Mode) on the Remote Control or Remote Console page.

Open the Remote Virtual Console.

2. Click .
The window shown in Figure 5-23 is displayed.

Figure 5-23 Accessing the local directory
'g ﬂ LF_| g% ) Bl-ﬁlﬁ- Image Clarity
min mid max

Image File

@ Dir : Browse

num M caps B scroll B (7)

3. Click Directory.
4. Click Browse to select a folder on the client, such as D:\test.

(11 NOTE

The folder cannot be empty.
5. Click Connect.
The selected directory is identified as a local directory of the server.

Place the file to be sent in the target directory.

Copy the file (such as a driver package or script) to the target directory specified
in 4 of Step 3.

Copy the file to the server.

1. Log in to the server as user root.
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2. Find the local directory specified in 4 of Step 3.

This operation varies depending on the OS type. For details, see the official
OS documentation.

3. Copy the file in the directory found in Step 5.2 of Step 5 to a directory on the
server (for example, /tmp).

--—-End

5.7 Check the Software Version of the Server Node.

Scenarios

Check software versions of the iBMC and BIOS.

Impact on the System

This operation has no adverse impact on the system.

Prerequisites
Conditions

You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUL.

Data

This operation requires no data preparation.

Procedure

Step 1 Choose Information on the main menu.

Step 2 In the navigation tree, choose Information Summary, as shown in Figure 5-24.

Figure 5-24 Information Summary page

Information Summary

(11 NOTE

In the Basic Info area:
e iBMC Firmware Version: indicates the iBMC version.
e BIOS Firmware Version: indicates the BIOS version.
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Step 3 View and record the current iBMC and BIOS versions.

Step 4 Compare the version number obtained in Step 3 with the version number of the
downloaded software upgrade package.

e |f the downloaded upgrade software version is the same as the version
obtained in Step 3, the upgrade of the iBMC, and BIOS is successful.

e If the version numbers obtained in Step 3 are smaller than the version
numbers downloaded in the upgrade packages, you need to upgrade the
components.

--—-End

5.8 Viewing Server Node Alarms

Scenarios
Query alarms generated for a server.

This section uses iBMC 2.50 as an example. The WebUI varies depending on the
iBMC version. For details, see the iBMC online help.

Impact on the System

This operation has no adverse impact on the system.

Prerequisites
Conditions

You have logged in to the iBMC WebUI. For details, see 5.2 Logging In to the
iBMC WebUI.

Data

This operation requires no data preparation.

Procedure

Step 1 Choose Information on the main menu.

Step 2 In the navigation tree, choose Information Summary, as shown in Figure 5-25.

Figure 5-25 Information Summary page
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Step 3 In the Device Health Status area, check alarms of all severities.

(11 NOTE

. ﬂ: indicates a critical alarm. Critical alarms are generated for faults that may power
off devices, and even interrupt the system services. Immediate corrective measures are
required.

=
e 4 indicates a major alarm. Major alarms are generated for faults that may affect
normal running of the system or interrupt services.

° : indicates a minor alarm. Minor alarms are generated for the faults that do not
have major impact on the system. Prompt corrective measures are required to prevent
more serious faults.

Step 4 Choose Alarm & SEL on the main menu.

Step 5 In the navigation tree, choose Current Alarms, and view the alarm information, as
shown in Figure 5-26.

Figure 5-26 Current Alarms page

BMS Baarm &S5 : v . o T

Lurrert Alarms

--—-End

5.9 Checking the HMM Software Version

Scenarios

Check the software versions of the HMM.

Impact on the System

This operation has no adverse impact on the system.

Prerequisites
Conditions
No special condition is required for this operation.
Data

Data preparation is not required for this operation.
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Procedure

Step 1

Step 2

5.10 Viewing HMM Alarm Information

Scenarios

Log in to the HMM CLI. For details, see 5.11 Logging In to the Server Over a

Network Port by Using PuTTY.

Run the ipmcget -d version in the HMM CLI.
iBMC:/->ipmcget -d version

——————————————————— iBMC INFO --------=---oomeeo
IPMC CPU: Hi1710

IPMI Version: 2.0

CPLD Version: (U30)0.02

Active iBMC  Version: (U9)2.80

Active iBMC Build: 001

Active iBMC Built: 22:11:24 Mar 14 2018
Backup iBMC Version: 2.78

SDK Version: 3.1

SDK Built: 10:19:29 Mar 9 2018

2.1.07 (Dec 21 2017 - 18:01:59)
2.1.07 (Dec 21 2017 - 18:01:59)

Active Uboot Version:
Backup Uboot Version:

IPMB Address: 0x10
————————————————— Product INFO ----------=------
Product ID: 0x0003
Product Name: MMG650
—————————————— Mother Board INFO ---------------
Mainboard BoardID: 0x0068
Mainboard PCB: A
—————————————— FAN Board INFO ----------------—-
BC21FIMD BoardID: 0x0059
BC21FIMD PCB: A
———————————————————— PS INFO -------====-mmmmmmm
PS1 Version: DC: 105 PFC: 104
PS2 Version: DC: 105 PFC: 104
—————————————— Backplane INFO ----------mmmunm--
BC21BKPN BoardID: 0x0044
BC21BKPN PCB: A

{1 NOTE

e Active iBMC Version: indicates the active system version.

e Backup iBMC Version: indicates the backup system version.

--—-End

View alarm information of the server.

Impact on the System

Prerequisites

This operation has no adverse impact on the system.

Conditions

No special condition is required for this operation.

Data

Issue 19 (2024-09-02)

Copyright © Huawei Technologies Co., Ltd.

207



FusionServer Pro High-Density Servers

Upgrade Guide

5 Common Operations

Procedure

Step 1

Step 2

Data preparation is not required for this operation.

Log in to the HMM CLI. For details, see 5.11 Logging In to the Server Over a
Network Port by Using PuTTY.

Run the ipmcget -d healthevents in the HMM CLI.
iBMC:/->ipmcget -d healthevents

Event Num | Event Time | Entity Name | Sensor Name | Alarm level | Event Desc
1 | 2014-10-10 Friday 11:43:43 | PowerSupply1 | PS1 Status | Critical | Power Supply
input lost(AC/DC)

2 | 2014-10-10 Friday 11:44:39 | MainBoard | Mngmnt Health | Minor | Sensor

access degraded or unavailable, Sensor is Power1

--—-End

5.11 Logging In to the Server Over a Network Port by
Using PuTTY

Scenarios

Prerequisites

Procedure

You can use PuTTY to remotely log in to the server over a local area network
(LAN) and to configure and maintain the server.

Conditions

The PC is connected to the management network port of the server using a
network cable.

Data
The following data is required:

e |P address of the server
e User name and password for logging in to the server

Software

PuTTY.exe (free software)

1. Set an IP address and a subnet mask or add route information for the PC, and
ensure that the PC can properly communicate with the server.

You can run the Ping Server IP address command in the command window
of the PC to check the communication between the PC and the server.

2. Double-click PuTTY.exe.
The PuTTY Configuration window is displayed, as shown in Figure 5-27.
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Figure 5-27 PuTTY Configuration
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Set login parameters.

The command-line options are described as follows:

- Host Name (or IP address): Enter the IP address of the server, for
example, 192.168.2.1.

- Port: Use the default value 22.

- Connection type: Use the default value SSH.

- Close window on exit: Retain the default value Only on clean exit.

(10 NOTE

Configure Host Name and Saved Sessions, and click Save. In future use, you can

directly double-click a saved record to log in to the server.

Click Open.

The PuTTY window is displayed.

(1] NOTE

e If it is your first login, the PUuTTY Security Alert window is displayed. Click Yes.
Then the PuUTTY window is displayed.

e If the entered user name is incorrect during server login, the PUTTY must be

connected to again.

Enter the user name and password.

If the login is successful, the server host name is displayed on the left of the

prompt.

Issue 19 (2024-09-02)

Copyright © Huawei Technologies Co., Ltd.

209



FusionServer Pro High-Density Servers
Upgrade Guide 5 Common Operations

5.12 Transferring Files Using WinSCP

Scenarios

Use WinSCP to transfer files between a PC and a server.
Prerequisites

Conditions

The SFTP service has been enabled on the destination device.

Data

The following data is required:

e |P address of the server to be connected

e User name and password for logging in to the server to be connected
Procedure

Step 1 Open the WinSCP folder, and double-click WinSCP.exe.

The WinSCP Login dialog box is displayed, as shown in Figure 5-28.

(11 NOTE

You can click Languages to select the required system language.

Figure 5-28 WinSCP login
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Step 2 Set login parameters.
The parameters are described as follows:

e Host name: Enter the IP address of the device to be connected. for example,
191.100.34.32

e  Port number: Enter the port number. The default value is 22.

e User name: Enter the user name. Example: admin123

e Password: Enter the password. Example: admin123

e Private key file: Retain the default setting, which is empty.

e File protocol: Retain the default setting SFTP, and select Allow SCP fallback.

Step 3 Click Log In.

The WinSCP file transfer window is displayed.

L] NOTE
e If no private key file is selected during your first login, "Continue connecting and add

host key to cache" is displayed. Click Yes. Then the WinSCP file transfer page is
displayed.

e If Windows 7 is used, C:\Users\Administrator\Documents on the local PC is displayed
in the left pane and the /root directory of the destination device is displayed in the right
pane by default.

Step 4 In the left and right panes, create, delete, or copy folders in specific directories as
required.

--—-End

5.13 Logging In to the Management Module CLI
Through the Management Network Port

Scenarios

Log in to the management module CLI through the management network port.

Prerequisites
Conditions
The server has been powered on.
Data

e [P address of the management module management network port
e User name and password for logging in to the management module

Software

PuTTY.exe (third-party software)
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Procedure

Step 1 Connect the client to the management network port.

1. Connect the client to the management network port on the management
module using a network cable, as shown in Figure 2 Connecting the client
to the management network port (X6000 V3) or Figure 5-30.

Figure 5-29 Connecting the client to the management network port (X6000
V3)
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Figure 5-30 Connecting the client to the management network port (X6000
V5)

Step 2 Set the IP address of the client.

1. Set the IP address, subnet mask, or route of the client to enable the client to
interconnect with the management network port.

On the client, choose Start > Run, enter cmd, and click OK. Then, run the
Ping /P address of the aggregated management network port command
to check whether the management network port is reachable.

Step 3 On the client, double-click PuTTY.exe.

1. The PuUTTY Configuration window is displayed, as shown in Figure 5-31.
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Figure 5-31 PuTTY Configuration
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- Colours :
; Default Settings
= Connection Iﬂ'
- Data Save
el [ sae |
- Telnet | Delete
i Rlogin
& 55H
:Th Close window on exit:
() Always I Never @ Only on clean exit
Ll W1 o
About l Open ] | Cancel

2. Set the login parameters.
The parameters are described as follows:

- Host Name (or IP address): Enter the IP address of the management
network port, for example, 192.168.2.1.

- Port: Retain the default value 22.
- Connection type: Retain the default value SSH.
- Close window on exit: Retain the default value Only on clean exit.

(1] NOTE

After you set Host Name (or IP address) and then Saved Sessions and click Save,
you can simply double-click the saved settings under Saved Sessions to log in to the
server.

3. Click Open.
The PuTTY window is displayed. Then the message login as: is displayed,
prompting you to enter a user name.

L] NOTE
- If you log in to the server for the first time, the PUTTY Security Alert dialog box is

displayed. If you trust this site, click Yes. The PuTTY window is displayed.

- If the entered user name or password is incorrect during server login, PUTTY must
be connected again.

4. Enter the user name and password as prompted.

--—-End
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5.14 Logging In to the Management Module CLI
Through the Management IP Address of the Server
Node

Scenarios

Log in to the management module CLI through the iBMC management IP address
on the server node.

Prerequisites
Conditions
The server has been powered on.
Data

e |P address of the iBMC management network port on the server node
e User name and password for logging in to the iBMC of the server node

Software

PuTTY.exe (third-party software)

Procedure

Step 1 Set the IP address of the client.

1. Set the IP address, subnet mask, or route of the client to enable the client to
interconnect with the iBMC management network port on the server node.

On the client, choose Start > Run, enter cmd, and click OK. Then, run the
Ping /P address of the aggregated management network port command
to check whether the management network port is reachable.

Step 2 Log in to the iBMC WebUI of the server node.
1. For details, see 5.2 Logging In to the iBMC WebUI.

Step 3 Enabling transparent transmission

1. In the navigation tree on the iBMC WebUI of the server node, choose
Configure > Service Settings.

The Service Settings page is displayed.
(11 NOTE

If the iBMC version is earlier than 2.01, the Port Settings page is displayed.
2. Enable HMM SSH NAT and set Port to 30022, as shown in Figure 5-32.
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Figure 5-32 Enabling transparent transmission

FIBRMCPEVNCHBERIHER Fre 21 | SR

SSH: [ ON | Port: |22 tREEHAE
HMM SSH NAT: [ ON | Port: 30022 REEINE
SNMP Agent: [ ON | Port: 161 RERINE
KVM: [ ON | Port: 2198 tREEHAE
VMM [ ON | Port: 8208 REEINE
Video: [ ON | Port: 2199 RERINE
VNC: OFF Port : 5900 wEANE
Web Server (HTTP): [ ON | Port: 80 TREEAE
Web Server (HTTPS): [ ON | Port: 443 RERINE
IPMI LAN (RMCP): OFF Port1: 623 TREEAE

Port2: | bb4 REEINE
IPMI LAN (RMCP+); < o

Step 4 Log in to the management module CLI.

1.

On the client, double-click PuTTY.exe.

The PuTTY Configuration window is displayed, as shown in Figure 5-33.
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4.

Figure 5-33 PuTTY Configuration

&% PuTTY Configuration
Category:
=- Segsi.:,n - Basic options for your PuT T session
o I__cuglging Specify the destination you want to connect to
=)~ Termina
i Host Name (or IP address) Port
- Bell 30022
- Features Connection type:
- Window "' Raw () Telnet (7 Rlogin @ S55H () Seral
,;ppea@nce Load, save or delete a stored session
- Behaviour
. Tranelation s Saved Sessions
- Selection
- Colours Default Settings Enad |
=) Connection
Da‘ta Save |
. Telnet Delete
- Rlogin
- SSH
;’-‘-th Close window on exit:
(7 Mways () Never @ Only on clean exit
L1 o
About l Cpen ] [ Cancel

Set the login parameters.
The parameters are described as follows:

- Host Name (or IP address): Enter the IP address of the management
network port, for example, 10.10.1.104.

- Port: Retain the default value 30022.
- Connection type: Retain the default value SSH.
- Close window on exit: Retain the default value Only on clean exit.

(11 NOTE

After you set Host Name (or IP address) and then Saved Sessions and click Save,
you can simply double-click the saved settings under Saved Sessions to log in to the
server.

Click Open.
The PuTTY window is displayed. Then the message login as: is displayed,
prompting you to enter a user name.

(10 NOTE

- If you log in to the server for the first time, the PuTTY Security Alert dialog box is
displayed. If you trust this site, click Yes. The PuTTY window is displayed.

- If the entered user name or password is incorrect during server login, PUTTY must
be connected again.

Enter the user name and password as prompted.
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Run the following command to check that Product Name is MM630 or
MM650, which indicates that the transparent transmission function is
configured successfully.

ipmcget -d version

The command output is as follows:
iBMC:/->ipmcget -d version

——————————————————— iBMC INFO ----------=mmmmee-
IPMC CPU: Hi1710

IPMI Version: 2.0

CPLD Version: (U30)0.02

Active iBMC Version: (U9)2.80

Active iBMC Build: 001

Active iBMC Built: 22:11:24 Mar 14 2018
Backup iBMC Version: 2.78

SDK Version: 3.11

SDK Built: 10:19:29 Mar 9 2018
Active Uboot Version: 2.1.07 (Dec 21 2017 - 18:01:59)
Backup Uboot Version: 2.1.07 (Dec 21 2017 - 18:01:59)
IPMB Address: 0x10

————————————————— Product INFO ------------————-
Product 1D: 0x0003

Product Name: MM650

—————————————— Mother Board INFO ---------------
Mainboard BoardID: 0x0068

Mainboard PCB: A

—————————————— FAN Board INFO ------------------
BC21FIMD BoardID: 0x0059

BC21FIMD PCB: A

———————————————————— PS INFO --------=mmmmmmemm

PS1 Version: DC: 105 PFC: 104

PS2 Version: DC: 105 PFC: 104
—————————————— Backplane INFO ------------------
BC21BKPN BoardID: 0x0044

BC21BKPN PCB: A

----End
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